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METOOWNYKA KYPCA - LUOPOBAA LWLKONA

Linpposad
6e30nacHOCTb C

NBaHOM
IOpbeBHuEM

BoceMb NomHbIX YPOKOB O MpoBepke obpalleHui,
3allMTe akKayHTOB, YCTPOWCTBAX, MiaTexax 1
JENCTBUAX nocne npouncLLeCTBUA. YyebHas unocTpaums

e OcTaHaBnMBaTb AaBNeHNE N NPOBEPSTb NPOCHObLI HE3aBNUCUMO.

e HacTpouTb cpeacTBa Bxo4a v MoaroTOBUTbL BOCCTAHOBMEHVE.

e [lpoBepATb CChINKN, BNOXEHNA N HEOBbIYHbIE MPOCHObLI 3HAKOMbIX.
e 3alMTUTbL YCTPOMUCTBA M MPOBEPUTH BOCCTAHOBNEHWE KON,

e BbibpaTb nepsble AeNCTBUA MO GaKTaM NPOUCLLECTBUA.

UBaH lOpbeBuyY

learn.ivan-it.net

Bepcua 1.0 - PegakumoHHas nposepka: 2026-10-26

MOXHO unTaTb 6€3 MHTEepPHETa, OTMEYaTb Ha Bymare 1 BO3BPaLLaTbCH K HYXXHOW CUTyaLuu.
KnnkabenbHble CChINKM M agpeca BeayT K MaTepuanam 1 opuLLManbHbIM MCTOUYHMKAM.

Ha3BaHwue npoekTa paboyee. MaTepunan aBTOPCKU, He rocydapCTBEeHHas NporpaMMa. He BBoAnTE HaCToSALLIME Naponv 1 KOObl B
y4ebHble 3agaHuns.
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OrnaBneHwne
1. OCTaHOBUTLCA M NPOBEPUTL
2. MNMaponu 1 BOCCTaHOBMNEHWE
3. 3awmnTa BXo4a 1 CeaHcsl
4. Ccbinku, cantbl M QR
5. CoobLLeHNs, 3BOHKM 1 BNOXEHWA
6. TenedoH, KOMNbIOTEP M AOMALLHAA CETb
7. TTokynKku, nnaTtexu 1 3apaboTok
8. Ecnv yxe cnyumnoch
9. CxeMbl 1 AOKYMEHTUPOBaHHbIE NPUMEpPbI
| 0. 'Torosas camornpoBepka
|'1. ICTOYHMKN 1 peaKLMOHHbIE OrpaHNYeHNs

Kaxpaa rnasa COOepPXnT aencTseue, NPaKTUKy n pas6op otBeToB. ObLLas NpaKThKa npnBoanTCA
MOMHOCTbBIO OIMH Pag, a NOBTOPHbIE O6paLLI,eHVIFI BeOyT K Hewn BHYTPU 3TOW METOANYKMN.

learn.ivan-it.net - Bepcus 1.0 2177



Lindposas wkona - MeaH tOpbeBuny - LiBeTHas Bepcus

YPOK 1

OcTaHOBUTbCS U MPOBEPUTD

3amMeyaeM faBneHue 1 npoBepdem o6pau.teHme BHE Pa3roBopa.

Bepcus 1.0 - PegakumoHHasa nposepka: 2026-10-26

Mays3a nepen nencTemnem

\’_A’ OcTaHoBuTECH MNpoBepbTe NpoCcLdY Bbibepute 6e30nacHbIn
He3aB1CUMO war

CMblicnoBas cxema no mMatepuany. [IencTBrs 1 orpaHn4eHnsa noapobHO ONMCaHbl HUXE.
YuebHasa nnmocTpaLms

YTO Bbl CMOXeTe caenaTtb

MNpepBaTb HaBA3aHHbIV CLEHapWi, BbIBpaTb HE3aBUCUMbIW KaHar 1 MPOBEPUTbL KOHKPETHYIO
NpoCLOY.

Yue6HbIn npumep

YuebHbIt mpumMep. AHHE 3BOHAT «13 Cry>X0bl 3aLLUMThI»: «Balum AeHbrv nog yrpo3on. He
KnaguTe TpybKy 1 HUKOMY He roBopuTe». AHHa 3aBepLUaeT pa3roBop M caMa OTKPbIBaeT
npunoxeHune ceoero 6aHka. CeeneHWs 0 B3/IOME B 3TOM UCTOPUM - CNOBa 3BOHSLLETO, a He
YCTaHOB/MEHHbIN (aKT.

NoueMy TPyAHO OCTaHOBUTLCS

HeoxwnaoaHHoe obpalleHne MOXET 3acTaTb B IOPOre, Ha paboTe unv nepen CHoM. B Takon MOMEHT
4YenoBekK peLlaeT cpa3sy ABe 3af4aun: MOHATL MPOoOUCXOoadALLEee N OTBETUTL COBECeHUKY.
YBepeHHbIV ronoc, 3HaKoMasd TeMa 1 HECKOMbKO MUYHbIX CBEAEHWM AenatoT pa3roBop
npaBaonoAo6HbIM. OTO HE O3HAYaET, UTO Bbl 06A3aHbI MPOAOIXaTb €ro NN AoKa3biBaTb CBOKO
NpaBoTy.

MNone3Hasa npuBbIYKa - 3aMeYaTb He TOMbKO CoAepXaHne, HO 1 yCnoBuA pelueHns. KTo BblbupaeT
Temn? Pa3peLuatoT i1 BaM noaymMaTb, OTKPbITb JOKYMEHTbI M MOCOBETOBaTLCA? ECnn ang
«MOMOLLM» TPeByeTCH 0TKa3aTbCA OT MPOBEPKM, CHavana BepHuUTe cebe BO3MOXHOCTb
AENCTBOBATb CMOKOWHO. BEXIMBOCTb HE TPEBYET BbINOMHATL HEOXUOAHHbIE MOPYyYEeHUS
HEe3HaKOMOro YeroBeka.
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MaTb cnoco6oB aaBneHusa

CpOYHOCTb CyXaeT Bpems: «nocrneHve Ae M1HyTbl». CTpax obellaeT NnoTepto AeHer, 4oCTyna
WU HENPUATHOCTU AN 6IM3KMX. ABTOPUTET CO34at0T OOMKHOCTBIO, MevaTbio, OpMOon,
dammnmen pykosoamTens. Belroga npeanaraeT nogapoK, KOMAEHCaLLMIO UM HEOBbIYHO NErKn
3apaboTok. CekpeTHOCTb 3anpeLlaeT CoBeTOBaTLCA. J1t0OOM 13 3TUX NPUEMOB - NOBOA
OCTaHOBUTBLCH; UX COYETaHME YCUIMBAET HACTOPOXEHHOCTb.

OLWwmnbKM B TEKCTE BbIBAKOT M B 0BbIUHbBIX COObLLEHMSAX. [PAMOTHOE NMUCbMO, KpacuBoe
yOOCTOBEpPEHME U MPaBunbHOE ObpaLLeHNE MO MMEHW TOXE HEe [OKa3blBaOT MOANMHHOCTb. He
HY>XHO YUMTbCH 6€30WMOOYHO yrafbiBaTb MOLWEHHKWKa NO CTUMO. HAMHOIO HaaéxHee 3apaHee
BbIOpaTb NPaBWIO: BaXHble AENCTBUA MPOBEPSIOTCA OTAEMbHO, 8 CEKPEThI He NepefatoTCs no
4y>KOMY TPEBOBaHMIO.

May3a - 9TO aencrTeue

HasoBuTe KopoTKyto ppasy: «H nposepto MHPOPMaLIMIO CAMOCTOATENbHO». 3aTEM 3aKOHUMTE
3BOHOK UK Nepenucky. He octaBanTech Ha rPOMKOW CBA3W, MOKa OTKPbIBaeTE 6aHK, MOYTY UNn
HaCTPOVKW. He no3BonanTe cobeceHMKY COMPOBOXAATb Kaxaoe HaxaTune: npu Takom
COMPOBOXAEHWUM faxe CaMOCTOATE bHbIV BXOL MOXET OCTaTbCSH YaCTbIO €ro CLEeHapus.

He 06a3aTenbHO 06bACHATL 0TKa3, CNOPUTb O 3aKOHE UMY 3a4aBaTb KOHTPO/IbHbIE BOMPOCHI.
Y6enuTenbHbI OTBET Ha Ball BOMPOC He MOATBEepXAaeT NomHOMounKn Yyenoseka. Ecnuv nocne
nay3bl NPUXOANT HOBbIV 3BOHOK OT «HavarnbHMKa» Un «Apyroro BeAOMCTBay, paccMaTpuBanTe
€ro Kak HOBOE HenpoBepeHHOe obpalleHue. [epeknioyeHne BHy TP OAHOMO 3BOHKa He Co34aéT
He3aBMCUMbIN UCTOYHUK.

1. OcTaHOBWTE BbINOMHEHWE MPOCHODI.
2. 3aBepLmTe KOHTaKT.
3. BblbepuTe n3BeCTHbIN KaHan.

4. MNpoBepbTe cobbiThe 1 Tpebyemoe AencTBme OTaAENbHO.

Kak BbiI6paTb HE3aBUCUMBII KaHan

He3aBnCKMbIN KaHan - KOHTaKT, KOTOPbIV Bbl Bbibpanv He N3 Nogo3puTenbHOro obpatleHusd. [ng
H6aHKa NoAoMOET CaMOCTOATENbHO OTKPbITOE OdPULLManbHOE NPUNOXEHNE NN HOMEP C BaLLen
KapTbl. [N14 WKONbl - U3BECTHbIN KOHTaKT y4nTens unv aaMuMHUCTpaumm. na poaocTBEeHHMKA -
paHee COXpaHEHHbI HOMep NNMB0 NYHas BCTpeyda. HoMmep, MPOaANKTOBaHHbIN 3BOHALLMM, HE
CTaHOBUTCA HE3aBMCUMbIM MOCNE NepenuncbiBaHNA Ha bymary.

MNpoBepsanTe KOHKPETUKY: Bblna N 3asBKa, eCTb N YBeAOMNEHWE, eNCTBUTENBHO 1M 3HaKOMOMY
HY>Ha NOMOLLb. He orpaHnyMBanTECh BOMPOCOM «Yy BaC BCE HOPMasibHO?». [1pu obpalleHumn B
NoAaepPXKY pacCKaxuTe, 4TO UMEHHO BaM NPEAoxXunv caenatb, 6e3 nepenayv napons 1 koga.
He nwnte «cnyx6y cnaceHus akkayHTOB» B CNy4YanHOW pekriamMe: Tak MOXHO NnonacTb B
NPOLAOMKEHME TOM XE CXEMbI.
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Korpa npocb6a BbirnsiguT 3HaKOMOM

3HaHVe afgpeca, UMeHn pebéHka, HoMepa 3aka3sa Unv NoCneaHen NOKYNKX AenaeT nereHay
ybeOuTenbHee, HO He NoATBEPXAaET NPaBo NoyyaTb AaHHbIE. N306paxeHue npodunsa
MNOANUCH OpraHn3aLmm KoNupyroTcs. [laxe HaCTOALLMIA aKKayHT 3HAaKOMOIO MOXET OKa3aTbCA
LOCTYMNEeH NOCTOPOHHEMY. [103TOMY MPOBEPSAETCH HE TOMbKO UMSA OTMPAaBUTENSA, HO U HOBas
HeobblYHas Npocbba.

310 npasuno noaxoaut ang Telegram, WhatsApp, MAX, BK, O4HOKIaCCHUKOB, 3NEeKTPOHHON
MoYThbl 1 06bIYHOIO TenedoHa. KaHanbl UMetoT pa3Hble HAaCTPOWKK, HO YeroBeyeckas 3ajada
OdMHaKoBa: OTAENUTb 3HaKOMOe 0DOpPMNEHNE OT MOATBEPXAEHHOrO AencTeuma. Ecnv obpalleHne
HeOoXnaoaHHOe, Bbl MOXETE OTBETUTb MO3Xe Yepes3 CBOM KaHan. HacToAwmMn 66ITOBOM BOMPOC He
TpebyeT aBTOMaTUYECKN [OBEPATL MEPBOMY KOHTAKTY.

CemMenHoe npasuno 6e3 06BMHEHUN

3apaHee JoroBOpUTECH, KOMY MOXHO MO3BOHUTbL C Gpa3on «MHe HyXHa NMOMOLLb MPOBEPUTL
npocbby». He TpebynTe cHavyana npu3HaTb OWNBKY. YenoBEK MOXET ELLE HaxoaNTbCA NoA
[aBMeHNEM 1 CTECHATLCA NOAPOBHOCTEN. HauHUTE C NOOAEPXKKM, 3aTEM CMPOCUTE, UTO OH YyXe
chenan: OTKPbINT CTPaHWLLy, Ha3Ban Kof, yCTaHOBWN NPOrpaMMy Unu nepesen AeHbrn. 3tu
COObITUA TPEBYIOT pa3HbIX AEUCTBUN.

Peb&HKy 0ObACHAKOT MNPOLLE: TPEBOXHbIE MOPYYEHWNA, YTPO3bl M MPOCHObLI CKPbITbL Pa3roBOP MOXHO
pacckasaTb 6e30rnacHOMYy B3pocnoMy. Ecnv nepsbivt B3POCbI HELOCTYNEeH, Hy>XXeH BTopou. [1nq
y4ebHOW peneTuLmMm OCTaTOUHO BbIMbILLIIEHHORO COOBLLEHUS: HUKTO HE 3BOHUT HE3HaKOMLLaM,
He NnepeBOaNT AEHbIM 1N He BBOAUT HacTosLWMe KoAbl. Owmnbka B BbibOpe - MOBOA MOBTOPUTL
yrnpaxHeHwne, a He Haka3aHue.

BapuaHTbl AN YCTPOMUCTB

OauvHakoBoe npaBuno And pa3HbiX KaHanoB

1. Ha TenedoHe 3aBepLUnTe 3BOHOK 40 OTKPbITUS BaXHbIX MPUNTOXEHUI.
2. Ha xomMnbloTepe 3aKkponTe NOA03PUTENbHBIN ANanor U caMu OTKPONTE M3BECTHbLIN CEPBUC.
3. Ecnv BkntouyeHa 0eMOHCTpaLLMA 9KpaHa, OCTaHOBUTE e€ nepes NpoBEPKOW.

OI'paHl/ILIeHl/IﬂZ Ha3BaHWs KHOMOK 3aBUCAT OT MPUMOXEHUS; Hanuumne noroTuna v METKM1 3BOHSALLErO He YOOCTOBepseT YenoBeka.

PeneTuuma cnokoMHoOM nay3bi

1. MpounTtanTe yuebHoe COObLLEHNE B TPEHAXEPE.

2. HanguTe CpoYHOCTb, Yrpo3y 1 3anpeT Ha pa3roBop C 6M3KUMW.
3. lponsHecuTe ppasy 3aBepLUEHNA KOHTaKTa.

4. Ha3oBuTe 0OMH HE3aBUCKUMbIV CMTOCO6 NPOBEepPKM 6e3 HaCTOSLLErO 3BOHKA.
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MNpoBepbTe cebs

e {MOry 3aKOHUMTb pa3roBop 6e3 criopa.

e Mow KaHan NPOBEPKM He yYKa3aH NoJ03pUTENbHBIM OTMPaBUTENEM.
e HHe nepepnato CeKpeTbl Ana NPOBEPKU IMYHOCTW.

e {3Halo, K KOMY 06paTUTbCH 3a NOAOEPXKKON.

MNpakTuka: Hanante nasneHvne B COO6LEHUN

YuebHoe coobLeHMe: BbibepuTe BCe NPU3HaKK, 13-3a KOTOPbLIX HY>XHO OCTaHOBUTLCS U1
NpoBepuUTL MPOCHEY.

YuebHbIn npumep. «3To cnyx6ba 6e3onacHocTu. Yepes 10 MUHYT BaLl CYET 3a6MTOKMPYIOT.
HWKOMY He paccka3sbliBanTe: UOET NpoBepka. HazosuTe koA 13 SMS, UTo6bl OTMEHUTL
nepeBo». HMKakKnx HaCTOALWMX COOBLLEHWNM 1 KOOOB 34EeCh HET.

Kakve npu3Hakv AasneHuns eCcTb B COObLLEeHNN? BeibepuTe BCe NOAXOAALLME OTBETHI.

o 1) TpebytoT ynoxmTsca B 10 MUHYT

e 2) 3anpeLatoT pacckasbiBaTb 61IM3KNM

o 3)MpocAT Ha3BaTb SMS-kof

o 4)MpenacTasnsoTcs Cyx60i 6e30MacHOCTM 6€3 HE3aBUCUMOW MPOBEPKY

 5) CoobLieHne HanncaHo 6e3 opdorpapryeckmx oMok

Pa36op BapnaHTOB

v TpebytoT ynoxuTbest B 10 MUHYT. ICKyCCTBEHHAast CPOYHOCTb MeLaeT CaMOCTOSITENTbHO MPOBEPUTH
obpalleHme. Pa3roBop MOXHO NPeKpaTUTb.

v 3anpeLuaioT pacckasbiBaTb 65IM3KMM. M30M15ILMS OT MOMOLLM yCUNMBaET AaeneHue. MpoBepka vepes
HEe3aBUCKMbI KaHan He JoMmkHa TPe6oBaTb TalHbl OT JOBEPEHHOMO YEeIOBEKa.

v MpocAaT Ha3BaTb SMS-kof. Koa MOXeT pa3peLnTb AeCTBIE, @ He OTMEHWUTDL ero. Ero Hemb3s AMKToBaTb
3BOHSALLEMY.

v MNpencTtaBngaoTca Cnyxo6omn 6e30nacHOCTN 6e3 He3aBMCMMOW NPOBEPKU. Ha3BaHWe OOMKHOCTU He
noATBePXAaeT MMYHOCTb. HacToALWMIM 6aHK NPOBEPSAIOT Yepe3 NPUIOXEHNE UM HOMEpP C KapTbl.

CoobLeHre HanncaHo 6e3 opdorpaduyeckmx oLMBOK. [PaMOTHbLIN TEKCT He AenaeT NPoCcbby 6e3onacHom u
caM Mo cebe He ABMAeTCA NPU3HaKoM AaBNeHUs.

MNpepBuTE KOHTAKT M CAMOCTOATENBHO CBSXMUTECH C 6aHKOM. ECnn Ko yxe nepefaH Unv AeHbrv yLwnm,
obpaluanTech cpasy, 6e3 OXMaaHWs ypoka.
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CamonpoBepka
OTBeTbTE, 3aTEM cBepbTeCb C 06bSACHEHNAMN. HECKONBKO NnpaBUbHbIX OTBETOB OTMEYEHbI B

ycnosuun. B PDF oTBeTbl NprBeaeHbl Cpasy Nocne Kaxaoro Bonpoca.

1. Co6ecenHuK 3anpeluaeT 3aBepLiaTb 3BOHOK 10 «CMaceHus AeHer». Kak nocTynutb?

BbibepuTe 0amH BapuaHT.
1) MpepBaTb 3BOHOK M CAMOMY OTKPbITb KOHTAKT CBOEro 6aHKka
e 2) OcTaTbCs Ha MIMHMK, YTOBbI HE MOTEPSATH MOMOLLb

e 3) MonpocuTb ero NepeknioynTb Ha HadyanbHKKa

OTBerT: 1.
1) May3a Bo3BpallaeT BO3MOXHOCTb MNPOBEPUTH O6palleHNe BHE CLLeHapUs 3BOHALLErO.

2) Tak cobeceH1K COXPaHSAET KOHTPOSIb Hafl BaLlVMMU AEMCTBUSMM.
3) [ipyrov ronoc B TOM e 3BOHKE He SIBNSIeTCS HE3aBUCHMOW NPOBEPKO.

ﬂOBTOpMTe anMropuTM: OCTaHOBUTbBCH, Bbl6paTb N3BECTHbIV KaHan, NpoOBEPUTb OTOENBbHO.

2. Kakve nBa npu3Haka noka3sbiBatoT AaBneHune? Boibepute BCe noaxoasiume.

BbibepuTe BCe noaxosiume BapmuaHThl.
e 1) «O6cyamTe peleHne C 6rmM3kuMm»
o 2) «[lefCTBYITE Cenyac, uHade notepseTe BCE»

o 3) «HMKOMY He roBopuUTE 06 STOM MOPYYEHUM»

OTBeT: 2, 3.

1) Pa3pelueHrie COBETOBaTLCS YMEHbLLAET U30MSLMIO, XOTS HE JOKa3blBAET YECTHOCTb.
2) Yrposa v UCKYCCTBEHHasi CPOYHOCTb MeLatoT OLEHUTb MPOCHEY.
3) 3anpeT Ha MOMOLLb M30NMPYET YenoBeKa OT HE3aBUCUMOWM NMPOBEPKM.

NwmTe cnocob BO3AENCTBUS Ha peLleHne, a He TONbKO OWMBKM B TEKCTE.
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3. Yenosek 3HaeT Balle UMA U agpec. YTo aTo noaTBEpPXAaeT?

Bbibepute oanH BapuaHT.
e 1) YTO eMy MOXHO Ha3BaTb ko[

e 2) TONbKO TO, YTO 3TN CBEIEHUS EMY U3BECTHbI

o 3) YTO NpousoLLEn B3fiom TenedoHa

OTBeT: 2.

1) 3HaHWe MMYHbIX CBEEeHW He 1aéT NpaBa nonyyYaTb CEKPETHI.
2) OaHHble MOr v CTaTb M3BECTHbI Pa3HbIMM MY TAMM; NIMYHOCTb M MOTHOMOYMSA NMPOBEPSIOTCA OTAEBHO.
3) Mo oAHOMY 3HaHWIO aipeca HeMb3s YCTaHOBUTb MPUYMHY UMK B3/TOM.

OToenanTe 3HakoMble CBeAEHMS OT JoKa3aTeNbCTBa MOTHOMOYMN.

4. YTO cuMTaTh HE3ABUCUMBIM KaHaNoOM NPOBEPKU LKONbHOW NPOCb6bI?

BbibepuTe 0MH BapuaHT.

o 1) HoMep «anpekTopa» 13 NoA03pUTENbHOMO COOBLLEHNS
o 2) CChbifiky Ha OKYMEHT, KOTOPYIO MPUCTasn 3BOHSALLM

o 3) PaHee COXpaHEHHbIN KOHTAKT LUKOJIbI U 3HAKOMOTO YUYUTENS

OTBeT: 3.
1) KoHTaKT Bbl6pan TOT e OTrnpaBuTeb.

2) JOKYMEHT BHYTPM TOW e LLENOYKM He NOATBEPXAAeT €& NOANMHHOCTb.
3) Bbl Bbi6MpaeTe KOHTaKT HE3aBMCMMO OT aBTOPa MOA03PUTENBHOM MPOCHBHI.

MpoBepKa O0MXHa BbIXOAUTb 3a Npeaesbl TEKYLLEro pas3rosopa.
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5. Pe6&HKyY Benenu cKpbiTb «CEKPETHYIO onepauuio» oT poautenen. Kakoe nencrene
6e3onacHo?

BbibepuTe 0amH BapuaHT.
o 1) O6paTnTbCH K 6€30MacHOMY B3POCOMY M OCTAHOBUTL O6LLEHWE
e 2) BbINOMHUTb ManeHbkoe NopyyeHwe 4ns NpoBepKu

o 3) CoxpaHuTb TalHy 4o 3aBTpa

OTBerT: 1.

1) MNMomoLLb BaxHee TpeboBaHUN HEM3BECTHOrO COBeCeaHNKa; 3a MpU3HaHWe He crefyeT HakasblBaTb.
2) MepBbift War MOXET YCUNUTL [aBNEHUEe U BOBNEYEeHKe.

3) Msonaums NpoaneBaeT onacHyto CUTyaLMIo.
KntoueBow HaBbIK: 3Ty CUTYaLLMIO HYXXHO pa3obpaTh A0 YBEPEHHOrO OTBETA.

Pa3bepuTe NpaBuio: TPEBOXHbIE MOPYUEHNS U YIPO3bl MOXHO 06CYXAaThb C 6€30MacHbIM B3POC/IbIM.

MpooonmknTb obyyeHue

e 14, 3HaKOMbIV NPOCUT AEHbIM B NEpenmcke

¢ 19. Kak noMoYb NOXNNOMY POACTBEHHNKY

e 20.CeMelHbIV MMaH 3alUMTbl ¥ BOCCTaHOBNEHNS

OTKpPbITb YROK Ha canTe
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YPOK 2

Maponu u BoccTaHOBNEHWe

CospnaéM oTaenbHble CpeCTBa BXoAa M 3anacHoM Ny Tb A4OCTYMa.

Bepcus 1.0 - PegakumoHHasa nposepka: 2026-10-26

Tpu onopbl AocTyna

\’_A’ YHVKanbHbIV Maposib MNposepeHHoe [ocTyn K pe3epBHOMY
BOCCTaHOBMEeHWe crnocoby

CMblicnoBas cxema no mMatepuany. [IencTBrs 1 orpaHn4eHnsa noapobHO ONMCaHbl HUXE.
YuebHasa nnmocTpaLms

YTO Bbl CMOXeTe caenaTtb

3alMTUTb OCHOBHYIO MOYTY, UCKIOUYMTL NMOBTOPHbBIE MApPO/IM 1 MPOBEPUTL BOCCTAHOBEHNE A0
NPOVCLLECTBYSI.

Yue6HbIn npumep

YuebHbivt npumep. Y Cepresd oAnHaKOBbIV MapOsib B Mara3nHe 1 OCHOBHOW noyTe. [ocne
npepynpexaneHns o6 yteuke Mara3nHa OH CO34aET pa3Hble Maporv, NPOBepsAeT NoYTy U
KOHTaKTbl BOCCTaHOB/MEHNS. YuebHaa NCTOPUSA HE YTBEPXKAAET, UTO KOHKPETHbIN Mara3uH
AENCTBUTENBHO BblN B3/TOMaH.

MouyeMy KaXKaoMy aKKayHTY HY>XeH CBOM ceKpeT

Maponb - CEKPET, C NOMOLLbIO KOTOPOIro CEPBUC MPOBEPSET NPaBo Ha BXOA. Ecnv oanH naponb
MOBTOPHAETCSH, yTeUKa B MaNO3Ha4YMMOM CEepBUCE MOXET 3aTPOHYTb BaXHbIe akkayHTbl. [inMHa
NMOMOraeT NpoTUB yradblBaHUA, 8 YHUKANbHOCTb He AaET NepeHOCUTb OANH PaCKPbITbI CEKPET
Mexay cantamn. 3Tn CBOMCTBa paboTaloT BMECTE: ANMHHbIV OBLWMIA MapOorib BCE paBHO OCTaETCH
obwnMm.

He cocTtaBnanTe npenckasyemMyto LLenoYKky n3 MeHu, roga n Ha3saHua canta. ECnv namMeHsaeTcs
TOMbKO OKOHYaHWe, U3BECTHbIV Maposib NOACKa3blBaET cocefHWe BapuaHTbl. [1na HOBbIX
aKKayHTOB yOO6Hee reHepnpoBaTb HE3aBMCUMbIE CyYalrHble 3Ha4YeHWA CPeaCcTBaMu
3alMLLEHHOro MeHeoxepa. He konupymTe yu4ebHble NpruMepbl Naponen ¢ canTa: npuMmep
M3BECTEH BCEM UYnTaTeNsAM U He NpefHa3HayeH A9 HAaCTOSLLEro BXoa.
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MeHep)xep naponeu u 3awmTa XxpaHmnuia

MeHeLpKep rlaporle17| XPaHUT OTAENTIbHbIE CEKPETDI M MOMOraeT NoACTaBIATb NX Ha MOAXOAALLNX

CTpaHuLax. Bb|6v1pa17|Te MOHATHBIN nonuep»(MBaeMan NHCTPYMEHT U3 OCDMLI,VIa}'IbHOFO MCTOYHUKaA.

o nepeHoCa BCeX AaHHbIX BbIACHUTE, KaK 3allMWLaeTCA CaMO XpaHUALLE, HYXEH I rNaBHbIN

naporb, Kakme ecTb Crocobbl BOCCTAHOBNEHNS 1 KaK MOMy4YnTb AOCTYN Npu noTepe TenedoHa. He

Ha4yMHanTe C yaaneHusa cTapblx 3anncen.

NaBHbIN naporb XpaHunnia O0J/KEeH OTIMYaTbCA OT OCTallbHbIX. [na Hero nonesHa onvHHasa

HenpeackasyemMas Gpasa, KOTOPYIO Bbl MOXETE BOCMPOM3BECTM 6€3 NOACKa3KM MOCTOPOHHETO.

ECnun MHCTPYMEHT NOAAEPXMBAET AOMNOMHUTENBHYIO 3aLUMTY, HACTPOMTE €€ NOCe NPOBEPKM
pe3epBOB. He XpaHWTe e ANHCTBEHHYO MHCTPYKLMIO MO BOCCTAHOBNEHWIO BHYTPY TOMO Xe
3aKPbITOr0O XPaHWNMLLA: NPy 61TIOKMPOBKE OHa OKaXeTCs HEAOCTYMHOW.

OcHoBHasi NouTa CBA3bIBaET ApPYyrue akkayHTbl

CHauvana cocTaBbTe HEBONbLIOW CMMCOK: OCHOBHAs NoYTa, akkayHT TenedoHa, baHk,
rOCYydapCTBEHHbIE YCNYru U BaXHble MeCCeHOXepbl. PAOOM yKaxunTe, Yepes Kakown agpec nnm
HOMEpP BOCCTaHaBMMBaETCH KaxX bl CEPBUC, 6e3 caMux naponen. Takaa kapTa nokasbiBaeT
3aBNCUMOCTU. ECN HECKONBbKO akkayHTOB BOCCTaHaBNMBaOTCA OAHOW NOYTOW, €€ 3aLuuTa U
aKTyarbHble KOHTaKTbl UMEIOT 0COB0e 3HauYeHme.

MNpoBepbTe, UTO pe3epBHad NnoyTa NPUHaALANEXNUT BaM, a HOMEp AeNCTBUTENbHO paboTaeT. He
OCTaBnAnTE afgpec bbiBLLEero paboTogaTensd, CTapbii CEMENHbIV HOMEP UMK ALWKK, Naposib OT
KOTOPOro 3abbIT. [Tone3HO NPOBEPUTL COBLITUA 6E€30MacHOCTU N N3BECTHbIE YCTPOMCTBA. B
MOYTOBOM CEPBUCE OTAENBHO U3YYatoT NpaBusia NePEChINKM U NOAKMOYEHHBIE MPUTOXEHUA:
HOBbIV MapO/ib He BCEraa OTMEeHAET paHee BblOaHHbIN JOCTY.

Kntou gocTyna: gpyrou cnoco6 sexoaa

Knou gocTtyna, nnm passkey, No3BoNgeT NOATBEPANTL BXO C MOMOLLBIO 3aLUMLLEHHOTO
YCTPOWCTBA, HarnpuMep ero pas3bnokMpoBKN. OTO OT/IMYAETCS OT NapOons, KOTOPbIVM YenoBek
HabupaeT 1 MOXET CNnyYyanHO nepenaTb Uy>XoWn cTpaHuue. [JoOCTYNHOCTb 3aBUCUT OT CEepBUCa,
YyCTpOWCTBa 1 6pay3epa. He obellanTe cebe yHMBepCanbHYyo 3almTy: Kpaxa
pPa3610KMPOBAHHOIO YCTPOWCTBAa 1 cnaboe BOCCTaHOBNEHWE BCE el TPebYoT BHUMaHKS.

Co3paBanTe NMUYHbIE KoUMW Ha CBOMX YCTPOWCTBaX. Ha 0bLLEM KOMMbIOTEPE YEMOBEK,
NONYYMBLLMW AOCTYM K BaLlemMy Npodunio 1 pas3briokMpoBKE, MOXET MOMYUUTb MULLHIOK

BO3MOXHOCTb BXxofa. [1o nepexoda npoBepbTe, rae XpaHUTCA KoY, CUHXPOHU3NPYETCA T OH A

KaK BOWTU Npu yTpaTe TenedoHa. He cMelumnBanTe Koy oCTyna, PU3nyeckmm Koy

6e30MaCHOCTM M KITHOY paclwmdpoBaHUa ANCKa: 3TO pa3Hble CpeacTBa C pa3HbiMKY MOCNEACTBUAMMU

notepu.
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Kak MeHATb 3awmTy 6€3 noTepu gocTtyna

PaboTainTe B CNOKOMHOE BPeEMS Ha CBOEM UCMpPaBHOM yCcTponcTee. CHavana yéeamnTech, UTo
3HaeTe opuLManbHbIA MyTb BXOAA M MOXETE MOMb30BaTbCA TEKYLLUMM akKayHTOM. 3aTeM
NpPOBEpPbTE Pe3epBHblE KOHTAKTbI, HACTPONTE HOBbIN CMOCOB6 M MPOTECTUPYUTE ero Tam, rae
cepsuc nossosnsaeT. CoxpaHanTe nocnenHnn paboTaroLwmii CeaHc, NMoKa HOBbIV MY Tb HE MPOBEPEH.
He BbIxoanTe Cpa3y Co BCeX YCTPOMUCTB paay akKypaTHOCTW.

MNpwv cMeHe HoMepa 0OB6HOBUTE ero B BaXXHbIX CepBMCax A0 OTKNoYeHns ctapon SIM. Cam dakT
MOKYyMKky HoBow SIM He 0BHOBNAET akKayHTbl aBTOMaTUYECKU. [1pOBEpbTE MOYTY, MECCEHOXEPDI,
BaHK 1 akkayHT npounssoanTensa TenedoHa oTaenbHO. ECnv HomMep yxe noTepsH, UCNonb3ynTe
oduLManbHbIN MOPSAA0K BOCCTAHOBNEHNS KOHKPETHOIO CepBUCa; HE MoKyrnanTe obellaHns
«BEPHYTb 060V akKayHT 6e3 NpoBEePOK». YCNOBUA 1 CPOKM BOCCTAHOBNEHUS Pa3nnyaloTCS.

1. OnpenenunTe BaxHble akKayHTbI.

2. NpoBepbTe pe3epBHbIe KOHTaKThI.

3. 3aMeHnTE NOBTOPHbIE NAPOIN.

4. [loaroToBbTE BTOPOW CNOCOB BXOAa.

5. lNpoBepbTe BoccTaHOBNEHWE 6e3 BbixO4a 13 NocneaHero AoCTYyMHOro ceaHca.

Kak noMoub gpyromMy 4enoBeky

[MOMOLLHMK MOXET YnTaTb MHCTPYKLUMIO, OObACHATL NOCNEACTBUA M NOKa3bliBaTb, Kyda CMOTPET,
HO BrlafeneL, caM BBOAMT CeKkpeTbl. He npocuTe npucnatb GoTorpadum naponen, Koabl Unm
MONHYO KOMWIO XpaHunuLLa. Ecnn yenoseky yoobHee 6ymara, obcyamTe 3alméHHOe MecTo
XPaHEeHUS 1 OOCTYMHOCTb B HY>HbI MOMEHT, a HE BbICTaBNANTE 3aM1Cu Ha OBLLUMIW CTOM UMK CTEHY.

B cemerHoM nnaHe JOCTaTOYHO OTMETUTb, FAE NEXUT 3alUULLEHHAA UHCTPYKLMS U KOMY 3BOHWUTb.
HocTyn K yCTpoNCTBY pebéHKa HacTpanBaloT BMECTE M1 N0 BO3PaCTy; HE NpeBpaLLatoT 3aHATHE B
CKpbITOE HabmoaeHve. PasgenanTte TeXHUYECKYIO MOMOLLb, COrracue BnaaensbLa v BO3MOXHOCTb
3KCTPEHHOro obpatleHus. Lienb - 4To6bl YenoBEK MOHMMAI CBOO 3aLUMTY 1 MOT MOMb30BaTbCA €10
CaMOCTOATENbHO.

BapuaHTbl AN YCTPOUCTB

YTOUHANTE cnoco6 Bxoaa B KaXxaoM cepBuce
1. OTKpoWnTE pa3aen 6e30nacHOCTHN Yepel3 CaMO NPUNOXEHNE U U3BECTHbIN CanT.
2. Y3HanTe, NOAAEPXMBAETCH M MEHELXXEP Maponew Unv Koy 4OoCTyna.
3. NpoBepbTe BOCCTAHOBMNEHWE U MPUHAONEXHOCTb PE3EPBHbIX KOHTaKTOB.

OrpaHuyeHus: B 3TOM ypoke HET YHUBEPCANbHOMO My T MEHIO: HACTPOKM NMPOBaiAepOB Pa3nnyatoTes.
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KapTa BoccTaHOBNeHuda 6e3 cekpeToB

1. Ha nM4HOM nncCTe BbINULWIKNTE TPU BaXHbIX CEPBUCa 6e3 naponen.

2. YKaxunTe 3aBUCUMOCTb OT NOYThl, Tel'leCDOHa N COBCTBEHHOIO YCTpOﬁCTBa.
3. OTMeTbTe OaNH I'IOBTOprIl;I naporb, KOTOprl;I HY>XHO 3aMEHNTD.

4. [poBepbTe OONH PE3EPBHbIN KOHTAKT 6€3 OTNpaBKM OAaHHbIX 3TOMY CauUTy.
MpoBepbTe cebs

e [loyTa 3aWwumileHa OTaeNbHbIM naponeM.

e { KOHTPONMPYO pe3epBHbIE KOHTaKTbI.

e Pe3epB He HaxoanTCA TOMbKO B NOTEPAHHOM TenegpoHe.

e FNOoHWMaIO, KaK MOMyYnTb AOCTYM K MEHELKEPY.

MpakTnka: Cobepute ceMenHbin nnaH

Bbl6epMTe 6e3onacHble MYHKTbl KOPOTKOIO MiaHa. HacTtosawwne naponu1, HoMepa N Kodbl BBOONTb

HE HYXHO.

YyebHbIn npumep. CeMbs Xo4eT NoAroTOBUTLCA K NoTepe TenedoHa 1 Noao3puTeNbHbIM
npocbbam. 3TO BapnaHTbl AEUCTBUN, a He aHKeTa C MUYHbIMW LaHHbIMM.

Kakue nyHKTbl BKNoYMTL? BoibepnTe BCe NOAXOAALLMNE OTBETHI.

e 1) XpaHuUTb OOCTYMHblE 0dnanH-KOHTaKTbl 61IM3KOro, 6aHka 1 onepaTopa

o 2) MpoBepuTb pe3epBHbI BXO/ B BaXHbIe akkayHTbl, COXPaHWB TEKYLMIA JOCTYM

e 3) MNpoBepuUTbL BOCCTaHOBMNEHME OHOMO HE3HAUYMMOTO darna 13 pe3epBHON KoMK
e 4) [loroBopuTbCS: 3a MPOCHBY O MOMOLLM NOC/E OWNBKM HE CThIAAT

e 5) CnoxwuTb BCE Mapov U pe3epBHbIe KOAbI B OTKPLITHIN CEMENHbIN YaT

e 6) MNpoBepaTb peakumio pe6EHKa HAaCTOALLMM NEPEBOLOM U CEKPETHLIM MOpyYeHMEM
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Pa36op BapuaHTOB

v XpaHuUTb JOCTYyNHble odnanH-KOHTaKkTbl 6113Koro, 6aHka 1 onepatopa. [Npu noTepe TenedoHa 4OMxXeH
OCTaBaTbCH CMOCO6 CaMOCTOATENIbHO 06PATUTLCS MO U3BECTHOMY KaHany.

v [poBepnTb pe3epBHbIN BXOL B BaXHblE akKayHTbl, COXPaHWB TeKYLLUMA JOCTYM. Pe3epBHbI CNOCO6 HYXHO
NMOHMMaTb 3apaHee. [NpoBepKa He JOMKHa OTHUMATb €AMHCTBEHHbIV AENCTBYIOLLMIA CEaHC.

v [poBepunTb BOCCTaHOBMEHWE OOHOMO HE3HAYMMOro darna 13 pesepsHor Konuu. CyLecTBOBaHWe Komnmm
Mone3Ho NoATBEePANTb BOCCTAHOBIEHNEM, 8 He TOMbKO 3HAYKOM YCMELLIHOW CUHXPOHWU3aLMN.

v [1oroBopUTHLCSA: 38 NPOCLOY O MOMOLLM NOCIE OLNBKM He CTbIOAT. PaHHee obpalleHre NoMoraeT buicTpee
OCTaHOBWTb aBMEeHNE; 0COBEHHO BaXXHO, YTOOblI PE6EHOK MO paccka3aTb B3POCIOMY.

CnoxwuTb BCe Naponu U pe3epBHble KOAbl B OTKPbIThI CEMENHbIN YaT. YaT He NoAXOANT A8 O6LLEero OTKPbITOro
XpaHU1LLa CeKpeToB: ero KOMNPOMeTaLLMsA 3aTPOHET Cpa3y BCEX.

MpoBepATL peakumio pebEHKa HaCTOSLLMM NEPEBOAOM N CEKPETHLIM NopyYeHneM. MNMpakTnka 4omxHa
OCTaBaTbCS BbIMbILWIEHHOW 1 6e30nacHo, 6e3 AeHer, AaBneHns 1 cbopa AaHHbIX.

Pabouuit nnaH 0aéT He3aBUCUMbIV KaHan, pe3epBHbI AOCTYM, MPUrOAHYIO KOMWIO M CMTOKOWHYIO MOMOLLb. OH He
TpebyeT cobupaTb CeKpeTbl CEMbM B OAHOM OTKPLITOM MECTE.

CamMonpoBepka

OTBeTbTE, 3aTEM CBEPbTECH C OObACHEHNAMU. HECKOMBKO NPaBU/IbHbIX OTBETOB OTMEYEHbI B
ycrnosuu. B PDF oTBeTbl MprBeAeHbl Cpa3y Nocrne Kaxaoro Bonpoca.

1. Kak nocTynuTb C NaponsiMmn NOYTbl U MarasunHa?

BbibepuTe oanH BapuaHT.

e 1) Vicnonb3oBaTb OAMH OVHHBIN naponb

e 2) Co3faThb pasHble CryyaiHble Naposv M COXPaHUTb X B 3aLLMLLIEHHOM MeHeaxepe

e 3) [o6aBWTb K OIHOMY MapPOSIO Ha3BaHWA CalToB

OTBeT: 2.
1) daxe AnvHHbIN 06 Naposb NMO3BOSET MEPEHOCHTL PUCK MEXAY CEPBHUCAMM.

2) YHVKanbHOCTb OrpaHuYMBaeT NocneacTBus yTeukM O4HOro CepBemca.
3) MpenckasyeMbi WabnoH ferye yragatb NOCMNe OAHON YTEUKM.

Bele/ITer K npaBuiy OTOeNbHOro napona And KaXxanoro akkayHTa.
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2.MoyeMy ocHOBHas noyTa TpebyeT 0co60ro BHUMaHuUA?

Bbibepute oanH BapuaHT.

e 1) Yepes Heé& yacTo BOCCTaHaBNMBAIOT APYrue akkayHTbl
e 2) Bno4yTe HEBO3MOXHO BK/OUMTb AOMONHUTENBHYIO 3aLUUTY

o 3) Bce nnMcbMa aBTOMaTUYECKM SBMSIOTCS OOCTOBEPHbLIMUN

OTBerT: 1.

1) MOYTOBbIN AWK MOXET CTaTb TOUKOW BOCCTAHOB/IEHWSI MHOTUX CEPBUCOB.
2) Y MHOI VX NPOBaiAepoB LOCTYMHbI AONOMHUTENbHbIE CMOCO6bI BXOAA.
3) MycbMa ToXe MOryT MOALENbIBATH UMW OTMPABNSATH U3 3aXBAYEHHOMO SALLVKA.

Hapwcy#Te CBA3M BOCCTaHOBNEHNSA 6E3 3anMCh CEKPETOB.

3.'ne yMeCcTHO co3faTb NIMYHbIX KNtoY AocTyna?

BbibepuTe 0MH BapuaHT.

o 1) Ha o6Liem koMnbloTepe 6UBNMOTEKM

e 2)HaTenepoHe He3HaKoMOro NOMOLLHMKA

e 3) Ha co6CTBEHHOM 3aLLUMLLIEHHOM YCTPOWCTBE C MOHATHBIM BOCCTaHOBMEHNEM

OTBeT: 3.

1) Yenosek, pa36rnoKMPOBaBLLMI O6LLMIA MPOBUIIb, MOXET NOMYUUTh MULLHIOK BO3MOXHOCTL BXOAa.
2) Bbl nepefaéTe KOHTPO/b Haf CPeACTBOM BXOAa YyXOMy BnafenbLly.
3) Ons knoya BaxHbl KOHTPO/b YCTPOMCTBA M PE3EPBHbIN My Thb BXOAA.

CHavana npoBepbTe Bnafenblia yCTPonCTBa, 6/10KMPOBKY 1 BOCCTaHOBMEHWE.
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4. Kakve nencTeus Hy)XXHbl nepen 3aMeHown cTaporo HoMepa? Boibepute BCe noaxoaswme.

BbibepuTe BCe noaxosiume BapuaHThl.
e 1) OBHOBUTb HOMEP BOCCTAHOBMNEHNSA B BaXHbIX CEPBUCAX
o 2) CHauana BbITW N3 BCEX aKKayHTOB

o 3) MpoBepuTL BTOPOM CNOCO6 BOCCTAHOBNEHMS

OTBeT: 1, 3.

1) CTapbit HOMEP NepecTaHeT 6biTb HaAEXHbIM CMTOCO60M MOATBEPXKAEHMS.
2) MOXHO MMWMTLCS MocneaHero paboTatoLero AocTyna.

3) Pe3epBHbIN MyTb YMEHbLLIAET 3aBUCHMOCTb OT 0AHOM SIM.

MeHsiTe KOHTaKTbl PY COXPaHEHHOM LOCTYTE Y MPOBEPSINTE anbTepHATUBY.

5. Y10 6€e30nacHo 3anucaTb B ceMeWHbIY NnaH Ha BUAHOM MecTe?

BbibepuTe 0MH BapuaHT.
1) Maponu Bcex YneHoB Cembm

e 2) KOHTaKTbI MOMOLLM U MECTO 3aLLUMLLIEHHON MHCTPYKLMKN 6€3 CaMUX CEKPETOB

o 3) Pe3epBHble KOfibl PSAAOM C Pa3bnokMpoBaHHbIM TENepoHOM

OTtBeT: 2.

1) OTKpPbITBIN O6LLMIA CIMCOK PacKpPbIBAET AOCTYM KaXAOMY, KTO €ro yBUAMT.
2) MnaH noMoraeT HalTW NMOMOLLb, HE OTKPbIBasi CPeACTBa BXOAa.
3) TOT e NOTePSAHHbIN KOMMIEKT MOXET PACKPbIThb ¥ OCHOBHOW, 1 3aMacHOM AOCTY.

Pa3nenute namsTky 0 AENCTBUAX M 3aLUMLLEHHOE XPaHEHWE CEKPETOB.

MpooonmknTb obyyeHue

e 05.B3nomanu Mail unun gpyryto nouty

e (08.BBén naponb Ha YyxoM canTte

e 20.CeMelHbIV MMaH 3alUMTbl ¥ BOCCTaHOBNEHNS

OTKpPbITb YROK Ha cante
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YPOK 3

3awumTa BXxoaa v CeaHchl

[ToHMMaeM Koapbl, noaTeepXxaeHnd, QR-Bxoaun pe3epBHbIE Crnocobsl.

Bepcus 1.0 - PegakumoHHasa nposepka: 2026-10-26

3awmTa Bxoga

\’_A’ [ononHuTtenbHbi GakTop  Pe3epBHbiv cnocob Bxoda  [poBepka akTUBHbIX
ceaHcoB

CMblicnoBas cxema no mMatepuany. [IencTBrs 1 orpaHn4eHnsa noapobHO ONMCaHbl HUXE.
YuebHasa nnmocTpaLms

YTO Bbl CMOXeTe caenaTtb

MNoaTBepXaaTb TONbKO COBCTBEHHbIE OEVNCTBUA 1 YNPaBAdaTb 4OCTYNOM 6e3 NoTepu nocnegHero
ceaHca.

Yue6HbIn npumep

YuebHbit mpumMep. Bepa nonyyaeT 3anpoc «[loaTBepanTe BXOA», XOTH UNTAET KHUTY U
HWKyOa He BxoauT. OHa OTKIOHAET 3arnpocC, CaMOCTOATENbHO OTKPbIBAET MPUMNOXEHNE U
nposepseT 6e30MacHOCTb. [03BOHMBLLEMY «MOMOLLHWKY» Bepa ko He coobLaerT.

YTto nobasnsaeTt BTopoun pakTop

[ononHuTenbHasa NnpoBepka Bxo4a TPpebyeT eLlé OAHOro NoATBEPXAEHNA KpOMe Napons. 310
MOXET B6bITb NPUIoxXeHue, Puandeckuit Kinod, SMS nnu Apyron 4OCTYMHbIN CepBUCY Crnocob. OHa
YMEHbLUaeT PUCK UCMONb30BaHWA OAHOIr0 YKPaAeHHOro naposns, HO He OTMEHSET BHUMAaTEbHOro
BbibOpa AencTeusa. Ecnv BnaaeneL, camM pa3peLlaeT YyxXomn BXo 1iv COObLLaeT CeKpeT, 3alumTa
MOXeT BbITb 0bOVAEHa Yepes ero peLleHue.

He cMmelumnBanTe pa3Hble YPOBHM 3aLUmThl. Ko aKpaHa 3allmLiaeT CaMo YCTPOUCTBO, OTAENbHbIN
KOA NPUNOXEHUA OrpaHNYMBaET ero OTKPbITUE, 8 BTOPOW PakTop NPOBepsAeT BXOL B aKKayHT.
Ha3BaHWa MOryT 6bITb MOXOXUMU. [lepef HaCTPOMKOM MPOYMTaNTE, YTO UMEHHO U3MEHHAETCSH, U
MOAroTOBbTE BOCCTaHOBMEHME. Hannume 6uoMeTpun Ha TenedoHe He O3HaYaeT, UTo BCe
WHTEPHET-aKKayHTbl aBTOMaTUYECKM MOMy4Ynv BTOpown GakTop.

learn.ivan-it.net - Bepcus 1.0 17177



Lindposas wkona - MeaH tOpbeBuny - LiBeTHas Bepcus

Y Koga Bcerga ectb Ha3HauyeHue

SMS-kof, push-noaTeepxaeHve 1 pe3epsHbIN KOA MOTYT pa3pellaTh pa3Hble AeNCTBUS: BXOL,
CMEeHY Nnaporns, NNaTéxX UNn n3MeHeHne KOHTaKTa. YnTanTe ConpoBOXAAIOLLMI TEKCT LLENIMKOM U
COMoOCTaBNANTE ero Co CBOMM HamepeHueM. ECnmv Bbl He HaunHanu 4encTene, He NoATBepxdanTe
€ro Angd «0TMeHbl» UNn «NpoBepkn». CobeceHMK He CTaHOBUTCA NoyvaTenem Kkoaa, Ha3sas
cebsa COTPYOHNKOM.

CeKpeT MOXET PackpbITbCSi HE TOMbKO FOMI0COM. EFro nepefatoT Nepechinikon COOBLLEHMS,
CHUMKOM 3KpaHa, Yepe3 AEMOHCTPALLMIO AMCNIIES M BBOAOM Ha NoAAeNbHON CTpaHumLe. He
NOKa3blBanTe yBEAOMIEHNS B BUAEO3BOHKE BO BPEMSI PabOThl C BaXHbIM CEPBMCOM. Koraa Bxona
HY>EH BaM, HauMHanTe ero n3 CoO6CTBEHHOMO NPUMOXEHMS UM MPOBEPEHHOIO apeca, a He 13
MHCTPYKLLUN HEOXNOAHHOMO 3BOHSILLENO.

QR-BxoA TOXe BblAaEéT AocTyn

QR - 370 Ccnocob 3anucaTth AaHHbIe B M306paxeHnn. OH MOXET CoAepXaTb afpec CTpaHuLbI,
PEKBU3UTbLI UK 3aNPOC BXOAa Ha ApYyrom ycTponcTae. ObellaHne NporonocosaTth 3a y4acTHUKa
KOHKypCa He COOTBETCTBYET 3KpaHy aBTOpMU3aLIMm HOBOIO KOMMbioTepa. B Takom criyyae
3aKkponTe noareepxaeHue. OTCyTCTBME 3anpoca 06blYHOrO Napond He AenaeT enCTBue
6e30nacHbIM: pa3peLleHne MOXeT BbiTb BblAaHO Yepes yxXe OTKPbITOE MPUNOXEHUE.

MNoaTeepxaanTe QR-BX0O4 TOMBbKO TOrAa, KOraa caMu Havarnm BXxo[ Ha 3HaKOMOM YCTPOWCTBE U
NMOHWMaeTe, Kakow AOCTYM OHO NONYYnT. He CKaHUpyUTe KoAbl «MOAAEPXKN» ANA UCNPaBNEHUS
akkayHTa. Ha obLeM KOMMNbIOTEPE 3apaHee peLunTe, HyXXeH N BXO BOOOLLE, M 3aBepLUnTe ero
nocne paboTbl. He COXpaHanTe NUYHbBIN KoY OCTYMNa U MOCTOAHHbBIN CeaHC B Yy>XXOM npodune.

KakuynTaTb CNMCOK CeaHCOB

CeaHc - coxpaHéHHas BO3MOXHOCTb NMOMb30BaTbCHA akKkayHTOM MOcC/ie BXo4a. YCTPONCTBO MOXET
OCTaBaTbCA NOAKMOYEHHbBIM Aaxe 6e3 NOBTOPHOro BBoAa napons. B oduumanbHOM pasgene
6e30MacHOCTN MOCMOTPUTE CMUCOK YCTPOWCTB Y aKTUBHOCTb. CONoCTaBbTe TUM YCTPOWCTBA,
BPeMS 1 CBOM encTBuA. f[opoa nHoraa onpenensaeTcd HETOUHO, 8 OAMHaKOBOE Ha3BaHWE MOXET
BCTPEYaTbCH Y HECKO/bKMX BalLMX 6pay3epoB; 0aHa CTPOKa eLLé He yCTaHaBNMBaeT NMYHOCTb
MOCTOPOHHETO.

Mpn 060CHOBaHHOM MOAO3PEHMM OT30BUTE HEN3BECTHBIV JOCTYM CNOCOOOM CepBuCa, NPOBEPbTE
naposb, pe3epBHbIE KOHTaKTbl N pa3peLlleHnd I'IpW'IO)KeHl/Il;I. He paCCl-Il/ITbIBaVITe, 4YTO CMEHa
napongd aBTOMaTUYEeCKN 3aKpblBaeT abCoNOTHO BCE CNOCO6b AocTyna. Y oTAenbHbIX
NpoBanaepOB eCTb OrpaHNYEeHU Ha 3aBepLUEeHNe CeaHCOB C HOBOIMO YCTPOWCTBA. ECnn HyXHas
KHOMKa HeOCTYMHa, cneaymte opuLmnanbHOW CripaBke, He OTAaBas yrnpaBneHne HeM3BeCTHOMY
«MacCTepy».
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3anacHow NyTb A0 NoTepyu TenedoHa

MoaroToBbTE OOCTYMHbIV BaleMY CEPBUCY pe3epB: BTOPOW NpuHaanexalimm sam daktop,
[IOBEPEHHOE YCTPONCTBO, 3aLUMLLEHHBIV HABOP pe3epBHbIX KOAOB UMK APYron oduLLManbHbI
cnocob. Pe3epBHble KOAbl - TakMe Xe CeKpeTbl BxoAa. XpaHUTe Ux OTAeNbHO OT €ANHCTBEHHOMO
TenedoHa 1 NpoBepbTe akTyanbHOCTb. Y Google NCroMb30BaHHbIN KO CTAHOBUTCSH
He[eNCTBUTENbHbIM, 8 HOBbIV HABOP 3aMeHAET CTapbIn; Y APYr1X MPoBanaepOoB YCNOBUA HYXHO
4nTaThb OTAENBHO.

He npoBepanTe pe3eps, HAMEPEHHO OTK/TIOYas BCe paboumne crnocobbl. CHavana nsyumrte
oduUManbHbIM NOPAAOK U yBeAUTECH, UTO MOXETe OTKPbITh 3aLUMLLEHHOE MECTO XpaHeHUs. [pu
yTpaTe HoMepa obpallanTech K OnepaTopy Mo ero n3BeCTHOMY KaHary, a B akkayHTax
OBHOBNANTE KOHTAKTbI Yepe3 coxpaHéHHbIn ocTyn. SIM-PIN 3alwmLiaeT ncnonb3oBaHne
du3nyeckon SIM npu onpenenéHHbIX yCroBusx, HO CaM Mo cebe He npefoTBpaLlaeT BCAKNN
nepeBbINyCcK HOMepa.

Ecnu 3anpoc oka3ancs 4yyXxXmm

HeoxunaaHHbIM Koa MOXeT 03Ha4vaTb OLMOKY Apyroro Yenoseka, NomnbITKy BXoAa U Havano
obmMaHa. He nenanTe ganeko uayLLmm BbIBOA MO OAHOMY COOBLLEHMIO, HO M HE OTAaBanTe ero.
OTK/OHWTE He3anpoLeHHOE NOATBEPXAEHNE, NMPOBEPLbTE HACTOALLMI aKKaYHT U Npw
Heo6x0ANMOCTU N3MeHUTe 3awmnTy. COXpaHEHHbIV BamMu MOCNeaHWn OCTYM He 3aKpbiBanTe 4O
MPOBEPKN BOCCTAHOBMNEHWSA; 3TO OCOBEHHO BaXXHO NMOC/e NoTepu TenepoHa.

Ecnu kon yxe nepenaH, BCOMHUTE, Kakoe OeNCTB1e OH noaTeepxaan. [Ana 6aHKOBCKON
onepauum cpasy CBA3bIBaNTECH CO CBOUM HaHKOM. [1n1q akkayHTa npoBepbTe CObbITUS,
YCTPOWCTBA U USMEHEHWA KOHTaKTOB C 6€30MacHOro yCTPOMCTBA. 3anuwmnTe Bpems 1 GakT
fencTeug 6e3 nybnukaumm camoro koga. B cutyaumm pebéHka B3poCnbl NOMOraeT CroKOWHO:
TpeboBaHWA XPaHNTb CEKPET HEe OTMEHSAIOT Npasa 06paTUTLCA 3a NOAAEPXKON.

BapuaHTbl 4N YCTPOUCTB
HacTpowka 3aBucuT OT NnpoBangepa

1. Hangute odunumansHbIv pasgen 6e30nacHOCTM CBOEro akkayHTa.

2. MNpoBepbTe OOCTYMHbIE GaKTOPbI M 3apaHee NoAroTOBbTE PE3EPB.

3. Pa3bepuTe CNMCoK YCTPONCTB, He BbIXOASA 13 NOCNeAHero JOCTYNHOro ceaHca.

OrpaHunyeHnd: SMS, push, QR 1 kritoum 4OCTyNa OTAMYaOTCH; MEPEHOCUTL Ha3BaHUS MEHIO MeXAY CEPBUCaAMU HETMb34.

Pa366pMTe LIY)KOFl 3anpoc Bxoaa
1. OTKpOoNTE y4ebHOe YyBEAOMITEHNE B TPEHAXEPE.
2. HazoBuTe, HauMHanNM Nn Bbl yKa3aHHbIV BXOA.

3. BblbepuTe OTKIIOHEHWE N HE3aBUCUMYIO MPOBEPKY.
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4. Ha cCBOEM yCTponCTBe 6e3 nepenayv AaHHbIX MOCMOTPUTE, rae nepedncrieHbl CeaHcChl 1
pe3epBbl.

MpoBepbTe cebs

e HOTNNYaI0 KOL 3KpaHa OT BTOPOro GpakTopa.
e {He noaTBepXAato He3anpoLEeHHbIN BXOL.

e {noHunMalo Ha3HaveHue QR.

e Mow 3anacHoM NyTb He 3aBUCUT TOJMbKO OT OAHOI0 TenedoHa.

NMpakTuka: Pazbeputechb c yBeJlOMNeHMEM O BXofe

YyebHoe yBeOMNEHNE MPOCUT OTMEHUTb Uy>XKO0W BXOA MO CChinke. BoibepuTe oaHO creaytoLlee

Jencraeme.

YyebHbIn npumMep. «HoBbIV BXOA: HEM3BECTHbIV Bpay3ep, Apyron ropon. ECnm 3To He Bbl,
CPOYHO NOATBEPAMTE OTMEHY MO CChinke https://cancel-login.invalid». H1kakoro
HACTOSLLEro akkayHTa B YMpaXHeHUN HeT.

Y10 6e3onacHee caenatb NepsbiM? BoibepnTe 0aMH OTBET.

e 1) OTKPbITb 3HAKOMOE MPUNOXEHNE CaMOCTOATENBHO U MPOBEPUTHL COBLITUS M YCTPOMCTBA
e 2) OTKPbITb CChINKY OTMEHbI U BBECTU Naposib
 3) MNoaTBepauTb 3anpoc, YTOBb! yBEAOMIEHUS NepecTani NPUXOanTb

e 4) Cpasy BbIITV U3 BCEX YCTPOWCTB, BK/OYas € AMHCTBEHHbIN AOCTYMNHbIN TenedoH

Pa36op BapuaHTOB

v OTKPbITb 3HAKOMOE MPUNOXEHNE CaMOCTOATENBbHO M NMPOBEPUTL COBLITUA N YCTPOWUCTBA. [poBEpKa BHYTPH
HaCTOSLLEro CepB1ca NO3BOMNAET OTAENUTb PeanbHOe CO6bITUE OT MOAAENbHOIrO YBELOMIEHUS.

OTKpbITb CChIKY OTMEHbI M BBECTM Naposb. CChlka MOXET BECTU Ha NOAAENKY 1 COBMpaTb cekpeTbl. CHavana
HY>€eH CaMOCTOSTENBHO BbIOPaHHbIM OdULIMANBHbIA BXOA,.

ﬂOﬂTBep,[lMTb 3arpoc, YTOObI yBe4OMIEHNA NepecTanin NpuxoanThb. He3anpomeHHoe noaTeBepXaeHne MoxeT
pas3pewnTb l-Iy>KOl7I BXO[A, a He OCTaHOBUTbL €ro0.

Cpa3sy BbITK 13 BCEX YCTPOWCTB, BKKOYas €AMHCTBEHHbIV JOCTYMNHbLIM TeNedOoH. Tak MOXHO NOTEPATL
nocnenHu padoummn goctyn. CHavana nposepbTe CObbITUE 1 BOSMOXHOCTbL BOCCTAHOBMEHWMS, 3aTEM
3aBepLianTe YyxXune CeaHchbl.

HeobblYHbIN ropoA - noBo4 NpPoOBeEpPUTb, a HE IOKa3aTeNlbCTBO B3/10OMa. |_|pl/1 I'IO,EI,TBEp)KIJ,éHHOM Uy>XOM BXoae
3alMTUTE CeaHCbl, NapOJib M KOHTaKTbl BOCCTaHOB/TIEHUA.
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CamonpoBepka
OTBeTbTE, 3aTEM cBepbTeCb C 06bSACHEHNAMN. HECKONBKO NnpaBUbHbIX OTBETOB OTMEYEHbI B

ycnosuun. B PDF oTBeTbl NprBeaeHbl Cpasy Nocne Kaxaoro Bonpoca.

1. «MNoppepxka» NpocuT npountatb SMS-Kkoa. Yto caenatb?

BbibepuTe 0amH BapuaHT.
1) HasBaTb TOMbKO NOMOBMHY Koaa
e 2)He nepepnaBaTb KO/l M CAMOCTOATENbHO MPOBEPUTH aKKayHT

o 3) MepecnaTb CKPUHLLIOT BMECTO UTEHMS

OTtBeT: 2.
1) YacTtmyHoe pacKpbITME TOXE NoMoraeT I'IOIZl6l/lpaTb NN BbIMaHMBaTb MPOLOJTIXEHMNE.

2) Kon noaTeepxaaeT AenCTBMe BNaaesbLa, a He NMMYHOCTb 3BOHALLErO.
3) CHMMOK NepeaacT TOT Xe CeKpeT.
KntoueBoW HaBbIK: 3Ty CUTYaLLMIO HY>XXHO pa306paTh A0 YBEPEHHOMO OTBETA.

roBTOPUTE NPaBUIO: CEKPET NOATBEPXKAEHUA BBOAAT TOMNBKO /1 CBOErO OCO3HAHHOIO AENCTBUSA B
oduLManbHOM MHTepdence.

2. Mpuwno noaTeepXaeHne Bxoaa, KOTOpbI Bbl HE HaUMHaNW. Kak nencTeoBatb?

BbibepuTe 0amH BapuaHT.
e 1) MoaTBepamTb, YTOBLI Y6paTh yBEAOMNEHWE
o 2) OTK/IOHUTb 3aMPOC M MNPOBEPUTL COBLITUA Yepes OduLIManbHOE NPUIoXEHNE

e 3) [MO3BOHUTL MO HOMEPY BHYTPM TPEBOXHOMO COOBLLEHNS

OTBeT: 2.
1) MoaTBepXOEeHNE MOXET Pa3PELLMTb YyXOM BXO.

2) He3aBucMan NpoBepKa MokasbiBaeT, YTo MPOM30LLIO B aKKayHTe.
3) Homep MOXeT BECTV K aBTOPY NOAAENKM.
KntoueBor HaBblK: 3Ty CUTYaLMIO HY>XXHO pa3obpaTb [0 YBEPEHHOIO OTBETA.

HeoxXnaaHHbIM 3anpoc BXOAa HE Hy>XHO MNOATBEPXAATb.
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3. Bam npucnanu QR «ans ronocoBaHus», KOTOPbIKM OTKPbIBaeT noATBepXAeHWe Bxoaa. YTo aTo
3HaUUT?

BbibepuTe 0OmH BapuaHT.
1) QR BCerna 6e3onacHee CChinkm
e 2) HyXHO NoaTBEpanTb, BeAb Naposib He CrpallmBatoT

e 3) HyXHO OCTaHOBUTLCS: IENCTBME HE COBMaaaeT C 06eLLaHHbIM

OTBeT: 3.
1) KapTuHKa MOXET KOAMPOBAaTb CCbIMKY WM 3anpoc BXoaa.

2) JocTyn MOXHO BblAaTh 6€3 py4YHON nepeaaym napornsi.
3) HecoBnageHwue HasHaueHWs - OCTaTo4YHas MPUYMHA OTMEHUTL MNOATBEPXAEHME.

MNepen QR-noaTBEpPXOEHNEM COMOCTaBNANTE CEPBUC, OENCTBUE U CBOE HaMeEPEHHE.

4. Y4710 caenaTb C HEMOHATHbLIM CeaHCOM? BbibepuTe BCe noaxoasiume.

BbibepuTe BCe noaxosiume BapmuaHThl.
e 1) MpoBepuTb YCTPOMCTBO, BPEMS 1 U3BECTHbIE COBCTBEHHbIE BXOAbI
o 2) MNpY NOoO03PEHMIN 0TO3BATL Yy>KOM JOCTYM 1 NMPOBEPUTL CNOCO6LI BOCCTAHOBMNEHNS

o 3) My6nMYHO 06BUHNUTL YEMNOBEKA M3 YKa3aHHOMO ropoaa

OTBeT: 1, 2.
1) Fopof ¥ Ha3BaHWE MOrYT 6bITb MPUBINSUTENBHBIMU; HY>XEH KOHTEKCT.

2) Maponb He BCeraa npekpallaeT BCe BMAbl JOCTYNa aBTOMaTUUYECKMU.
3) Mo reonokawummn ceaHca IMYHOCTb HEe YCTaHaBMMBAIOT.

YnpaBnanTe LOCTYNOM Yepes 0puLManbHbIN CMIMCOK YCTPOWCTB, He MO AOrafKe O ropoe.
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5. Kak xpaH1UTb pe3epBHble Koabl?

Bbibepute oanH BapuaHT.

o 1) OTnpaBKTb COBECEHMKY, KOTOPbIN O6EeLLaeT XpaHUTb X

e 2) B3aWwmiéHHOM MecTe, JoCTyNHOM 6e3 NoTepAHHOro TenedoHa

o 3) Cuutatb NM060M 0gHaX b pacreyaTaHHbI Habop 6eCCPOYHbIM

OTtBeT: 2.

1) Pe3epBHbiil KOl TOXE SBNAETCA CPeaCTBOM AOCTYnNa.

2) Peseps [omxeH paboTaTb Npu yTpaTe OCHOBHOMO YCTPOMCTBA.

3) Y npoBaiinepa Habop MOXET 6bITb 3aMEHEH 1MW OTAebHbIE KOfbl UCTOMNb30BaHbI.

MpoBepbTe akTyanbHOCTb U HE3aBMCUMYIO LLOCTYMHOCTb PE3EPBHOI0 crocoba.

MpooonmknTb obyyeHue

09. MNepenan KOA UMY NOATBEPANIT YYXOW BXO
11. Mponana cBs3b: BO3MOXHasa npobrnema ¢ SIM

18. YBemoMneHue o 4yxom Bxoae

20. CeMenHbIv NNaH 3aWuTbl ¥ BOCCTAaHOBNEHUS

OTKpPbITb YROK Ha canTe
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YPOK 4

Ccbinku, cantbl u QR

Pa3bupaeMcs B agpecax v NpoBepsieM LLenb Nepexoaa.

Bepcus 1.0 - PegakumoHHasa nposepka: 2026-10-26

%k‘
Y

YuebHasa nnmocTpaLms

lNMpoBepka ccblnku

O ©, ®

PaccMoTpuTe NONHbIN OTkpownTe cepsuc MpoBepbTE CMbICH
agpec CaMOCTOATENbHO NpOCbObI

CMbICcoBas cxema rno MaTtepwuany. HewncTteua n orpaHnyeHnsa I'IO,ELpOﬁHO OnnCaHbl H1Xe.

UTO Bbl CMOXeTe caenaTtb

HanTu noamMeHy agpeca v npoBepUTh BaXHOE COBbITUE Yepe3 COBCTBEHHbLIW MYy Tb BXOAA.

YuebHbIr npumep

YuebHbIVi MpuMep € HepaboyrM agpecoM. B nncbMe npefnaratot BOUTU Ha

https://lexample.com.account-check.invalid/ paaun «nposepku npoduna». 3aecb
example.com - 4acCTb Yy>Oro MMeHW; AOMEH 3akaHuMBaeTCHd Ha account-check.invalid.
TpeHupoBKa He TpebyeT OTKPbIBaTb CTPAHMLLY.

YTO MMEeHHO noka3biBaeT agpec

Ccblnka MOXET 0TOBpaxaTbCsi KpaCMBOW MOAMUCHIO, KOTOPasi OTNIMYAETCS OT €€ Ha3HaYeHUs.

HassaHue OpraHm3aumnn B TEKCTE NMMCbMa HE O3Ha4YaET, UTO Nepexon BEOET K HEW. ﬂepen Ba>XHbIM
OEeNCTBMEM CMOTpuUTE MOSTHbIN agpec. Ha KOMIMbKOTEPE €ro HaCTo MOXHO YBMOETD MNP HaBeOEHNN,

Ha TenedoHe - Yepes NpeyCMOTPEHHbIN Bpay3epoM NPOCMOTP CChiNkK. He yaepxusanTte

HEWN3BECTHYIO CCblIJIKY, ECIM1 HE YBEPEHbI, Kakoe OEeNCTBME BbINOSHAT npunoxeHune.

B 06bluHOM afpece https://faccount.example.com/help yacTb nocne https:// n oo cneayoLen

KOCOW YepTbl - UMA XOCTa. B yuebHOM npurmMepe account gsngeTcs nogaomMeHoM example.com, a
/help - NyTéM CTpaHuLbl. TEKCT NOCe KOCOM YepTbl MOXET COAepXaTb Noboe 3HakoMoe

Ha3BaHWe 1 He MeHdET BnaaenbLa AoMeHa. Aqpeca CnoxHee 3Ton CxeMbl 6e3onacHee He

p836l/|paTb noa fAasrneHneM, a 3aMeHMTb CaMOCTOATETbHbIM BXOOOM.
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Kak BbiIrngauT nogMeHa

CpaBHuTe account.example.com n example.com.account-check.invalid. Bo BTopom criyyae
3HaKoMOe UM MOMELLEEHO CMEBa B YyX0on agpec. ELLE BCTpeyaloTCs NMLLHWe CrioBa, NoXoxue
BYKBbI M pa3nnumsa B O4HOM MNo3unLmKn. Konus norotuna, Ha3saHWe BKNaaku 1 KapTUHKa
MNPUMNOXEHUS He UCNPaBNSAIOT afapec. [nsg TPeHPOBKM UCMOMb3YIOTCA 3ape3epBUPOBaHHbIe
example.com, example.org v .invalid; 370 He CNNCOK HAaCTOALUMX BPEAOHOCHbIX CalTOB.

Y MHOMMX OpraHn3aumn eCTb HECKObKO 3aKOHHbIX IOMEHOB Y TEXHUYECKUX MapTHEPOB, MO3TOMY
yrafblBaHue no KpaTKOCTWN TOXe HEHaAéXHO. Ecnun agpec HenpuBblYeH, He HY>XXHO 40Ka3blBaTb,
4YTO OH MPECTYMHbIN. [JOCTaTOYHO BbIOPaTL NYyTh, KOTOPOMY Bbl AOBEPANN PaHbLUE: OTKPbITh
oduLManbHoe NPUNoXeHe, COBCTBEHHYIO 3aKTaaKy U BPYYHYIO HabpaTb M3BECTHbIV afpec.
[NpoBEpPKY MOXHO 3aKOHUUTL 6€3 OTKPLITUSA MOO03PUTENBHOW CTPaHULLbI.

Yto paét HTTPS nuero B HEM HeT

HTTPS 3awwuLiaeT coeanHeHWe C yKa3aHHbIM IOMEHOM MNPV KOPPEKTHOM MpoBepKe cepTudukaTa
Bpay3epomM. JTO He NpoBepKa YeCTHOCTU MarasunHa, NPaBUIbHOCTY BAHKOBCKMX PEKBU3NTOB UK
HaMepeHun noaaepXku. NoaaenbHas cTpaHuLLa TOXe MOXET UMETb 3aLUMLEHHOE COeANHEHNE.
He obbsacHaNTe 3eMEéHbiM 3HAUKOM, MoYeMy er MOXHO nepeaTth Naposb, JOKYMEHTbI U KOA: 3TO
Lpyrov Bonpoc.

MNpepnynpexaeHue 6pay3epa o cepTudmkaTe He 06XoOAT paan BbiMONHEHUA HEOXMOAHHOM
NpPOCbLOLI. HO M OTCYTCTBKME NpenynpexaeHns He rapaHTupyeT 6e3onacHOCTb. [ng BaXxHOro
BXO[Ja CBepAnTe CepBuC, agpec 1 oxunaaemoe gencreme. Ecnv ctpanvua npeanaraet
«YCTaHOBWUTb OBHOBMNEHME 6€30MacHOCTU» U3 BNOXEHWS, HE MPeBpaLLanTe NpoBepKY CanTa B
YCTaHOBKY MPOrpamMMbl; CUCTEMHbIE OBHOBMEHUS ULLLYT B LUTATHbLIX HACTPOWKAX U oduLmanbHOM
NCTOYHMKE MPOM3BOANTENS.

COKpaLI.leHMFl, peKnaMa un nogaenbHad noMollb

COKpalLLEHHbI afipec CKpbIBAET KOHEYHOE Ha3HaueHwme. OH 6biBaeT 3aKOHHbIM, HO HE MOMOraeT
YOOCTOBEPUTL BaxkHOE yBeAOMEHMe. He BBOANTE CeKPEThLI paan MPOBEPKM, Kyda Bbl Nonanm.
Korpa peyb naéT o0 6noKMpoBKe, JOCTaBKe UMW NiaTexe, CaMOCTOATENbHO OTKPbIThIN CEPBUC
06bI4YHO MNO3BONSAET MPOBEPUTL COBLITME 63 AOBEPUS K MPUCIaHHOMY nepexoay. He HyxeH
CTOPOHHMI «MPOBEPSIOLLMIN», KOTOPOMY NPUAETCS NepefaTb Naposb.

B novckoBow Bblfaye BCTPeYatoTCH O6bABNEHNA 1 MOXOXME Ha3BaHWA NoaaepxXku. lNepsoe Mecto
He yOOCTOBepsAeT opraHn3aLmio. Monb3ynTech pa3aenomM NnoMoLLm BHYTPU M3BECTHOMO
NPUNOXEHNS 1 CBepAnTe OMEH nepen obpalleHeM. YenoBek 13 cryyanHom peknamsl,
npeanaratoLmi MrHOBEHHOE BOCCTaHOBMEHKE MOH0ro akkayHTa, He CTaHOBUTCA OpULLMabHbIM
npencraBuTeneM nocne nokasa norotuna. He ycraHasnMBanTe CpeAcTBO yYAanéHHoro Aoctyna
ANS TakoW «NPOBEepKM».
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QR - ynakoBKa AaHHbIX

QR-ko[f He COObLLAaeT, KTO Hakneun ero Ha npeameT. Haknenky Ha o6baBneHun, CTone unm
NNaTEXHOM YCTPONCTBE MOXHO 3aMeHNTb. CHavana noCMOTpUTE, YTO NpeanaraeTcsl OTKPbITb U
KOMY YMOET nNnaTéx, 3aTeM CBEPANTECH C HE3aBUCUMbIM MCTOYHUKOM. ECnv ko4 HEOXMAAHHO
Be[ET Ha noaTBepXaeHWe BXxo4a BMECTO 06€eLLaHHOr0 MEHIO UM FO10COBaHWA, OCTaHOBUTECD.
Pa3Hble Ha3HadyeHna QR TpebytoT pa3HbiX MPOBEPOK.

Ha TenedoHe akpaH MeHblLLE, a NOMNHbIN apec MOXET BbITb CKPLIT. HE KOMNEeHCHpynTe 3TO
[l0BEpUEM K KapTuHKe. ECnm HEeBO3MOXHO YBEPEHHO NOCMOTPETL Ha3HauYeHne, BEpPHUTECH K
oduUManbHOMY NPUNOXEHWUIO UMK COTPYAHMKY M3BECTHOW OpraHmn3aLmnm Yepes eé 0bblUHbIN
KOHTaKT. deTam QR 06bACHAIOT KaK 3anncky BHYTPU KAPTUHKKX: CHavana pa3tuparioT BMECTe CO
B3POC/IbIM U HE BbIMOHAIOT NMPOCbObI HEN3BECTHOMO aBTOPA.

Ecnu nepexopn yxe cocTodance

CaMO OTKpbITME CTPaHWLLbl HEe [OKa3biBAET aBTOMaTUYECKOE CNMCaHMe U MOMHbIV B3/TOM.
3aKkpouTe eé 1 BCMOMHUTE AeNCTBUA: BBOAWIM N MapOrib, COOBLLanu niv Ko4, Ccornatwannchb v Ha
yBELOMIEHNH, CKauMBanu v Gawn, 3anyckanv nv nporpammy. NposepbTe 3arpy3ku u
pa3peLlleHna bpay3epa. He 3anyckanTte HanaeHHbIn dann Angd BbISCHEHWUA, YTO OH eNaeT, U He
3BOHWTE BO BCMN/bIBAIOLLYIO «CrYX6Yy 6€30MacHOCTU.

Ecnv naponb BBEAEH, MEHANTE ero B HaCTOSLLEM CepBuUce ¢ 6e30nacHoOro yCTponcTaa u
nposepsAnTe AOCTYMN. ECnn pa3pelueHa vyxas onepaums Unm yCTaHoBNEH MOAO3PUTENbHbIN
MOMOLLHWK, HY>EH ApYrov anropuT™ U3 ypoKa O MPOUCLLECTBUSX. ECNn AeHbr yxe ywnu, CBs3b C
B6aHKOM BaxHee 3aBepLUeHns ypoka. TouHasa 3anncb CBOUX AENCTBUM MOMEe3Hee KaTeropuyHoOro
BbIBOJA «MEHS B3/1OMaria CChInka.

BapuaHTbl AN YCTPOMUCTB

lNpoBepka Ha HE60MbILIOM 3KpaHe

1. locMOTpuTE NOMNHBIV aApec NPeayCMOTPEHHbIM NMPUNOXEHNEM CMTOCOOOM.
2. He BBOOMTE CEKpPETHI ANF NPOBEPKM NOANTUHHOCTU.

3. Ipy COMHEHWM OTKPOWNTE M3BECTHOE NPUNOXeHWe OTAENbHO.

OrpaHnyeHna: Cnocob npeaBapuUTenbHOro NPOCMOTPa pasnmMyaeTcsa Mexay bpay3epamm U MeECCEHXEPaMU.

CpaBHUTe yuebHble agpeca

1. BolbepuTe agpeca, OTHOCSLMECH K example.com.

2. OToenuTe UMA XOCTa OT MyTw.

3. ObbacHUTe, NnoveMy HTTPS He noaTBepXaaeT npoaasLa.

4. [1na coobLeHna 0 JOCTaBKe Ha30BUTE MPOBEPKY Yepe3 COBCTBEHHbIN 3aKa3.
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MNpoBepbTe cebs

» {1 He JOBepsito NOAMMCHM BMECTO afpeca.
e fAnoHumato npenens HTTPS.
e QR He ocBoboOXOaeT OT MPOBEPKMY.

e {pas3nuyato nepexon v nocrnemyolime AencTBus.

MpakTuka: NMpountante agpec camta

CpaBHUTE BbIMbILLIEHHBIE aApeca M HaManTe POBHO TOT AOMEH, KOTOPbIN yKa3aH B YCIOBUM.

YuebHbIvi MpumMep. Bce agpeca MCnonb3ytoT 3ape3epBrpoBaHHblie example.org v .invalid, Hu
OOMH He BeET K HacTosdweMy Bxoay. 3aMok HT TPS He foka3blBaeT YeCTHOCTb BnagernbLa.

B ycnosuun foBepeHHbIn y4ebHbIn agpec - https://school.example.org. Kakown BapuaHT umeeT
WMEHHO 3TOT AOMEH? BbibepuTe 0anH OTBET. HUYEero oTKpbIBaTb HE HYXHO.

1) https://school.example.org/lessons
e 2) https://school.example.org.login.invalid/enter
 3) https://portal.invalid/school.example.org

o 4) https://school.example.org/lessons

Pa36op BapuaHTOB

v https://school.example.org/lessons. [lomeH To4HO school.example.org; /lessons aBnseTcd nyTém. B aTon
3aflave 3TO COBMafeHve C yCNoBreM, a He yHMUBepCcarnbHOe AoKa3aTeNnbCTBO 6€30MacHOCTY.

https://school.example.org.login.invalid/enter. JomMeH 3akaHumBaeTCH Ha login.invalid. [JoBepeHHoe nms
BCTaB/IEHO B Ha4aro Yy>oro JOMEeHa.

https://portal.invalid/school.example.org. [lomeH portal.invalid, a 3HakoMoe UMA HaXOAUTCSH NOCE KOCOW YepThl
N ABNSETCSH YaCTbio Ny TH.

https://school.example.org/lessons. B cnose school ungpa 1BMecTo 6yksbl |. 3TO Apyroe nMsa; Menkoe otrnume
He crnefyeT UrHOpUPOBaTb.

CHauana ornpepgenanTte nosHbii JOMeH 0 NepBoro 0ANHOYHOro / nocne https://. 3atem nposepanTe
MponCxXoxaeHne obpaLleHVsa Yepes CaMOCTOATENIbHO OTKPbIThIV CEPBUIC.

CamonpoBepka

OTBETbTE, 3aTEM CBEPbTECH C 0ObACHEHUAMU. HECKOMBKO NPaBUIbHbIX OTBETOB OTMEYEHDI B
ycnosuu. B PDF oTBeTbl MpMBeAeHbl Cpa3y Nocne Kaxaoro Bonpoca.
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1. Kakon anpec oTHOCUTCA K y4e6HOMY flIOMEHY example.com?

Bbibepute oanH BapuaHT.
* 1) https://example.com.account-help.invalid/login
o 2) https:/laccount.example.com/login

 3) https:/lexample-help.invalid/example.com

OTBeT: 2.
1) XocT 3akaHumnBaeTCs Ha account-help.invalid; example.com 30eCb YaCTb YyXOro UMEHMW.

2) account - nogaoMeH example.com. B peanbHOM 06palleHin elLé Hy>XHO NPOBEPUTL Leb CTPaHMULLb.

3) TekCT nocne KOCoW YepThl He MeHAET BaaenbLia qoMeHa example-help.invalid.

HanguTe rpaHuLLbl IMEHW XOCTa 0 MEPBOI KOCOM YePThl MOCE CXEMBI.

2.Yto noareepxpaet HTTPS?

BbibepuTe 0MH BapuaHT.

1) YTo NpoaaBew, UCMOMHUT ObellaHme
e 2) Y70 Ha caiTe He MOXET 6biTb ObMaHa

o 3) YTO coeMHEHME C yKa3aHHbIM OMEHOM LIMPPYETCH NMpu KOPPEKTHOM NpoBEpKe
cepTudukaTta

OTBeT: 3.
1) 3aWwmwéHHoe coeavHeHe He NPoBEPSeT 406POCOBECTHOCTL NPoAaBLA.

2) 3M0YMbILLIMEHHMKM TOXE UCToNb3yoT HTTPS.
3) OTO CBOMCTBO COEAMHEHMS; AOBEPHE K OPraH13aLLIUM NMPOBEPSIOT OTAEBHO.

OToenanTe 3alWMLLEHHYIO Nepefady OT YeCTHOCTU MonyyaTens.
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3. CokpalluéHHas ccbifika He MoKa3biBaeT KOHeUYHbI aapec. Kak 6e3onacHee NnpoBepuTb BaXHoe
yBeaomneHuwe?

BbibepuTe 0OmH BapuaHT.

e 1) OTKPbITb M3BECTHOE NPUMNOXEHME CAMOCTOATENBHO
e 2) BBECTV Naporb M MOCMOTPETb, MPUMYT NN €ro

o 3) CuMTaTb KOPOTKMUIN aapec obuUManbHbIM 13-3a ero ANUHDI

OTBerT: 1.
1) MpoBepKa BHYTPU CepBM1Ca He TPpebyeT 0BEePATb HEM3BECTHOMY Nepexo/y.

2) MpOBEPATbL CTPaHMLLY CEKPETOM OMacHO.
3) OnvHa HUYero He roOBOPUT 06 OTMNpaBuTenNe.

[N BaXHbIX COBbITUM UCMONb3YNTE COXPaHEHHbBIN ODULMATBHBIN MY Thb.

4. MouyeMy nepBasi CTPOKa NOMCKOBOW BblAAYMN HE rapaHTUPYET HYXXHYIO NoAaepXKY?

BbibepuTe 0amH BapuaHT.
e 1) Monck BOOBLLE HE COAEPXUT ODULIMANBHBIX CTPAHWLL
o 2) Peknama 1 Noxoxwme Ha3BaHWs MOTYT BECTM K APYroM OpraHu3aLmm

o 3) ITioboM peknamHbiit pe3ynbTaT 3apaxaeT yCTPOMCTBO

OTBeT: 2.
1) OduLManbHbIE CTPaHMLLbl TaM ECTb; BOMPOC B NPOBEPKE KOHKPETHOro pesyrnbTaTa.

2) MNosunums 1 obopmreHne pesynbTaTa He 3aMeHsIOT NMPOBEPKY aapeca.
3) Pexnama cama no cebe He [oKa3biBaeT 3apaxeHue.

CBepsifiTe HOMEH U ULLMTE NOAAEPXKY YePE3 N3BECTHBIN CEPBUC.
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5. Haknenka QR Ha NapKOBOYHOM aBTOMaTe NPOCUT ONnaTy HeM3BeCTHOMY rnony4yartento. Yto
Bbl6paTb?

BbibepuTe 0OmH BapuaHT.
1) MpoBepUTb PEKBU3UTHI M CMOCO6 OMNaThl Yepes obuLManbHbIN KaHan onepaTopa
e 2) ONnaTUTb Manyo CyMMy AN NPOBEepKM

e 3) OTnpaBuTb GOTO KapThbl B 4aT nomoLm rno QR

OTBerT: 1.

1) Haknerky MOXHO 3aMeHUTb; BaxXeH HE3aBUCHMBIA UCTOYHWIK.

2) Oaxe npobHas onepaLys He NOATBEPXAAET NOAMMHHOCTb 1 PACKPbIBAET AaHHbIE.
3) [daHHble kapTbl HE HY>XHbI 4715 IPOBEPKU HAKMENKM.

QR He YOOCTOBEPAET Bl1afellbLla obbekTa u nony4yartend oeHer.

Mpooonkntb obyyeHue
e 07. OTKpbINI NOAO3PUTENBHYIO CChINKY

e 15. TpebytoT onnatuTb JOCTaBKY UK LWTPad

e 18.YBegomneHue o 4yxxoMm Bxoae

OTKPbITb YPOK Ha canTe
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YPOK 5

CoobueHus, 3BOHKU U BNTOXXeHUS

HpOBepFIeM 3HaKOMbIX, HEOXNOaHHbIE CDaMﬂbl 7 I'IpOCb6bI NOKa3aTb 3KPaH.

Bepcus 1.0 - PegakumoHHasa nposepka: 2026-10-26

Ecnu cooblieHne ToponuTt

%E\A@Q) © ®

’ Cpoenawvte naysy CBAXUTECH 3HAKOMbIM PeluanTe nocne npoBepku
Crnocobom

CMblicnoBas cxema no mMatepuany. [IencTsus 1 orpaHn4eHnsa noapobHO OMMCaHbl HUXE.
YuebHasa nnmocTpaLms

UTO Bbl CMOXeTe caenaTtb

MpoBeEPUTH HEOHBLIUYHYIO MPOCHBY M HE BblAaTb AOCTYN YEPE3 BNOXEHWE, FONOC UM TPAHCNALMIO
3KpaHa.

Yue6HbIn npumep

YuebHbIvi npuMep. V13 NprBbIYHOMO akKayHTa 3HaKOMOIo MpuxoamnT «TBoM GOTO» 1 hann,
KOTOPbIV TeNedOoH npeanaraeT YCTaHOBUTb Kak MpunoxeHue. Nonyvatens He
yCTaHaBMMBaeT €ro 1 CBA3bIBAETCA CO 3HAKOMbIM MO NMPeXHEeMy HoMepy. IcTopua
MoKasblBaeT HECOOTBETCTBME ObelLLlaHHOro MaTepurana 1 GakTUYecKoro AencTeums.

3HaKOMbIM aKKayHT 1 HOBas npocbba

Nma n doTorpadus npodung NoOMoratoT y3HaTb YenoBeka, HO He NOATBEPXAAIOT, KTO cenvac
yrnpasnaeT nepennckon. AKKayHT MO CKOMMPOBATb, MOMYYUTb K HEMY AOCTYM Un
MCNONb30BaTh NepecrnaHHoe coobLeHne 6e3 NoHMMaHna cogepxaHma. OcCobeHHO BHUMaTENbHO
npoBepsanTe BHE3anHble NPocbbbl 0 AeHbrax, KoAax, yCTaHOBKE MPOrpaMMbl U COXPaHEHUN TalHbI.
MNpoBepATL NONE3HO 1 3HAKOMOT 0, ¥ CaMO HEOBbLIYHOE OeNCTBHE.

OcTaHOBWUTE NEpPEnUCKyY U UCNOMb3yNTe paHee N3BECTHbIN OPYron KOHTaKT: COXPaHEHHbIN HOMEP,
NUYHYIO BCTPEYY, MPMBLIYHOMO O6LWEero 3HaKoMOro. Bonpoc «3TO TOYHO Thl?» B TOM Xe yaTe He
CO3[aéT HOBOW NpoBepku. ECnmn coobLLeHne okasanoch YyXuMm, NpeaynpeanTte HacTosLWero
BnagenbLa 1 65IM3K1MX CMOKONHbBIM GaKTOM: OT akkayHTa nayT HeObblUYHbIE MPOCLOLI. He
nyénukynTe 6e3 HeobxoAMMOCTU NNYHYIO NEPENUCKY U NPEANONOXeHUS O BUHOBHUKE.
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Fonoc v BUaeo Toxe TpebyoT NPOBEPKU

Y3HaBaeMbl ronoc M Lo YCUINBAIOT AoBeEpHeE. O,D,HaKO 3arnncCb MOXXHO BblpBaTb M3 KOHTEKCTa, a
TEXHONOrMM NO3BONAIT CO3[aBaTb yoeanTenbHble Nogaenkn. 3To He 3HaUUT, YTO Kaxaoe BUAEO
HeHacTosLee. [1ns BaXHOro peLeHns 4OCTaTOYHO COXPaHUTb NpexHee NpaBuio: HEOBbIYHYIO
NpOCbLOY NOATBEPXAAT HE3aBMCUMbIM CNOCOH60M, OCOHBEHHO KOIrla COBeCeHNK TOPOMUT,
3anpeLLaeT Nepe3BoHUTb U TpebyeT COBEPLLNTL GUHaHCOBOE OENCTBME.

He npeBpallanTe ceMernHoe KoaoBoe CMoBO B € AMHCTBEHHYIO 3awnTy. Ero MOryT ycnbiwaTtb Unu
y3HaTb 13 Nepenucku. Jlydiie JoroBOpUTLCH, YTO NtoB0e CPOYHOE NOPYUEHNE pa3peLLeHo
nepenpoBepATb N HUKTO HE OBUANTCSH Ha 0B6PAaTHbIV 3BOHOK. ECNY pOACTBEHHUK AENCTBUTENBHO B
6efne, oTAenbHasg NpoBepKa NOMOraeT MOHATb MECTO, HYXHYHO MOMOLLb 1 3aKOHHbIN CMOCO6 CBA3W,
a He BbINOMHATL HEN3BECTHbIE YKa3aHWd MO NepeBoay.

dann MOXeT genaTtb Apyroe, yem obewaet

BrnoxeHwe - nepenaHHbI pann: n3obpaxeHue, LOKYMEHT, apXuB U NporpamMmMa. 3Ha4oK v
Ha3BaHVe BblbUpaeT oTnpaBuTE Nb. YCTaHOBKa NPUIOXEHNA BMECTO NPoCcMOoTpa poTorpadum -
ABHOe HecooTBeTCTBMe. Ha Android yCTaHOBOUYHbIM dann MOXET UMETb OKOHUYaHWeE .apk; Ha
Windows nporpamMmy 3arnyckaroT, Hanpumep, Gannsl .exe. He HyXXHO 3anoM1HaTbL BCe
pacLIMpeHns: HAaCTOPOXUTECH, ECNY CUCTEMa NpeanaraeT YCTaHOBKY, BbINMOMHEHWE UK
L[OMOMHUTENbHbIE MPaBa BMECTO OXMAAEMOrO UTEHUS.

He BkNtovanTe NCnonHAemMble BO3MOXHOCTU AOKYMEHTa, HE pacnakoBblBanTe HEM3BECTHbIN apXMB
paav MobonbITCTBA U HE OTKITIOYaNTE NPeaynpexaeHua 3amTbl Mo NPocbbe oTnpasnTens.
Hy>XHbIn MaTepuan 3anpocuTe B 06blMHOM HopMaTe UNM HaManTe Y U3BECTHOrO U3JaTens.
CkaunBaHWe eLLé He TOXAECTBEHHO 3amyCKy, a 3arnyck - He JoKa3aTeNbCTBO KOHKPETHOrO
pe3ynbTaTa. [locne NnoAo3pUTENbHOrO COBbITUA BaXHO TOYHO BCMIOMHUTb, Kakoe AenCTBme
[EeNCTBUTENbHO NPOU3OLLIO.

NMoka3biBaTb dKpaH - TOXe nepenaeaTtb cBeeHUs

Mpy AEMOHCTPaLMM aKpaHa CobeceHNK BUANT MEHSIOLLEECS COAePXNMOoe ancnnes. Mosepx
06bIYHOr0 OKHa MOryT MOSBUTBLCS COOBLLEHWMS, 0OHOPa30BbIN KOA, AOKYMEHT UMW OCTaTOK Ha
cyéte. Nepedaya BUAMMOCTM OTIMYAETCH OT YAANEHHOrO YNPaBneHus, HO 06e BO3MOXHOCTY
TPebyOT OTAENBbHOIO COrNacus U MOHSATHOW Lenn. He oTKpbiBanTe GrHaHCOBbIE MPUNOXEHWUS 1
XpaHUIuLLE CEKPeTOB BO BPEMS HEOXMAAHHOWN «MPOBEPKM».

Ecnv noMoLLb HyXHa, 3apaHee onpeaenuTe, YTO NOMOLLHMK OOMKEH YBUAETb, N 3aKponTe
nviwHee. [Ing npoCcToro 06bACHEeHNA YacTo AOCTAaTOUHO ONMcaTb Ha3BaHWe OWNBKKN 6e3 CH1UMKA
NVYHBIX AaHHbIX. 3aBepLlanTe TPaHCIALMIO Nepe BBOAOM CEKPETOB. He coobLuanTe Koab!
NOAKNIOYEHNA K YyAaNneHHOMY ynpaBneHuio HEM3BEeCTHOMY MacTepy U He NpUHUManTe HOBOE
pas3peLleHe aBTOMaTUYECKN: OHO MOXET AaTb BOMbLLEe BO3MOXHOCTEN, YeM MPOCMOTP OAHOrO
OKHa.
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Yrposbl, WaHTaX 1 HexxenatenbHoe obLeHne

Yrpo3a onybnnkoBaTb NMYHble MaTepuansl, 06BUHUTL B/IM3KOro Uy pa3pyLwmTs penyTaumio
CO30aéT CunbHOoe faBrneHne. He BoinonHanTe TpeboBaHnsa paan obellaHusa «Toraa BCeé yaanmm»:
Takoe obellaHve HeMnb3a NPOoBEepPUTbL OnnNaTon nnmv Hosom oTtorpapuen. OctaHosuTe
B3aUMOLENCTBME N 0BpaTUTECH K IOBEPEHHOMY YenoBeky. [1pn HenocpeaCTBEHHOW OMacHOCTU
CHa4ara Hy>»Ha NoMolLLb Ana Gpr3nyeckon 6e30nacHOCTU, a yXXe 3aTeM HaCTPOWKM akKayHTa.

CoxpaHuTe OOCTYMHble CBEAEHNS O KOHTaKTE U BpeMeHW yrpo3 6e3 fanbHemnLwero
pacrnpoCcTpaHeHWs YyBCTBUTEbHbBIX MaTepunanos. XXanoba 1 6n1oKMpoBKa BbIBUPaOTCA nocne
OLLeHKW CUTYaLLMKN; OHU HE TPEBYIOT NyBIMYHOIrO pacckala. PE6EHOK MOXET 06paTUTLCH K
poauTento, ApyroMy 6e30nacHOMy B3pOCIOMY UMW CMELMANmUCTY, KOTOPOMY LOBEPSET.
MoMOLHWKY He criefyeT TpeboBaTb NePECHITKU MHTUMHOIO MaTepuarna, O6BUHATL
MOCTpafaBLUEero U HakasbiBaTb 3a CaM QaKT MPU3HaHWS.

CnoKoWHbIN NOPAAOK Ha KaXkAblW AeHb

[na HeoXnaaHHOro COObLLEHWA 3a4anTe TPU BONPOCa: OXMAaN N 4 3TOT MaTepuran,
COOTBETCTBYET /1 eNCTBNE OBELLaHWMIO M MOTY 11 4 MPOBEPUTL aBTOPa OTAENbHO? HeOUEBMOHbIN
OTBET - JOCTaTOYHasA NPUYNHA OTNOXNUTb OTKPbITME. 3TO MPaBmIo NOAXOAUT 1 ANA IMYHOM MOYThI,
M ONK WKOMbHOIO YaTa, U Ang paboyero MmecceHaxepa. OrpaHuymBanTe OCTYM MPUNOXEHUN K
KOHTaKTaM, kKamepe 1 MUKPOPOHY Mo peanbHOM HEO6XOONMOCTH.

Ecnu dann yxe ycTaHoBMNEH WUNu Bbl pa3peLunny yaanéHHbi OOCTYN, NepexoanTe K OTAeNbHON
namsTke. CBA3blBaNTECH C 6aHKOM 1 NOLAEPXKKOM C 6e30MacHOro Apyroro yCTponcTBa, Korga
eCTb PUCK HabnaeHWA. He nbiTanTeCb CNpaBnTb BCE NOA PYKOBOACTBOM TOMO Xe HEM3BECTHOrO
yernoBeka. YuebHas NpoBEepKa B 3TOM YPOKE He 3arnyCckKaeT HacTosALwme pannbl, He 3anncbiBaeT
rOM0C U HE MPOCUT NPUCNaTb Nepenmncky.

BapuaHTbl AN YCTPOMUCTB
YcTtaHoBKa BMecTo poTorpadpum

1. OTMEeHUTE HEOXMOAHHYIO YCTaHOBKY.

2. He pa3pelanTe 06xon orpaHNYEeHHbIX HACTPOEK paau NpucrnaHHoro anna.

3. NpoBepbTe NPOUCXOXAEHWE MPUMOXEHUS MO OPULLMaANBHOM CrPaBKe NPON3BOaANTENS.
OrpaHunyeHnd: NMponssoanTernb 1 Bepcra Android MEHAKOT NPeaynpexaeHNs U pa3peLleHus.

HeoxupaaHHbIM 3anyck nporpaMMbl

1. locMOTpuTE NONHOE UMSA U Ha3HadveHWe danna 6e3 3anycka.
2. He BblAaBanTe agMMHUCTPATUBHbIE MPaBa HEU3BECTHOMY BIOXEHUIO.

3. YTouHUTE 6e3onacHbit GopMaT y M3BECTHOIO OTMNpPaBUTeNS.
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BbibepuTe cneaylowmm Wwar B nepenucke

1. OTkponTe y4ebHYI0 MPOCLOY 3HAKOMOTO.

2. Hanonte gencreune, KOTopoe TpebyeT OTAeNbHOW MPOBEPKY.

3. Boibepute Opyron N3BeCTHbIV KOHTAKT.

4. O6bACHUTE, Novemy GOTO NPOPUNA U FOMI0C HE 3aMEHAIOT NPOBEPKY.
NMpoBepbTe cebs

e A npoBepsto HEOObIYHYIO MPOCHOY OTAENBHO.

* flHe yCTaHaBNMBaIO MPUIOXKEHNE BMECTO NPOCMOTPa MaTepuarna.

e A MNOHMMAIO, YTO BUOHO NPU AEMOHCTPALIMN IKpaHa.

e {AMOry obpatmuTbCA 3a MOMOLLBIO MPU Yrpo3ax.

MpakTuka: YTo OTBETUTb «3HAKOMOMY» ?

3HaKOMbIV aKkayHT NPOCUT NepeBecTu AeHbrv. Bolbepute oaHO 6e3onacHoe cneaytollee
LeNCTBME.

YuebHbi npumMep. C akkayHTa «Anekcemn, coceny» Npuwno: «O4yeHb CpoYHO oformkm 4 000 P,

3BOHUTb He Mory. BoT HOBas KapTa, MOTOM BCE OBbACHIO». [1eHbrn B TPEHaXepe He
nepeBoaATCS.

Kakoe fencreue cenyac nyye? Boilbepute oanH OTBET.

e 1) Mo3BOHWTL ANieKceto Mo paHee COXpaHEHHOMY HOMEPY M MPOBEPUTL MPOCLOY
o 2) CHayana oTnpaeuTb 100 P aAnsa npoeepky
e 3) MNonpocuTb roNoCcoBoe COObLLEHUE M IOBEPUTLCSH 3HAKOMOMY roNocy

e 4) MO3BOHUTb MO HOBOMY HOMEPY M3 3TOMO COOBLIEHNS
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Pa36op BapuaHTOB

v T103BOHUTL ANleKCeto Mo paHee COXPaHEHHOMY HOMEPY W MPOBEPUTL MPOCLOY. 3TO HE3aBUCUMBIV KaHar,
BbI6paHHbIM Bamu. ECrn He yOaétcd CBA3aTbCH, NepeBO OTK1aAbIBatOT.

CHavana otnpaeuTb 100 P ans nposepku. [pobHbIM NepeBo He MOATBEPXAaeT Bafeblia akkayHTa Unm
ronyyaTens v yxe Co3faéT pearnbHylo NOTEPIO AeHeT.

MonpoCUTb rONOCOBOE COOBLLEHWE N AOBEPUTLCS 3HAKOMOMY FOMOCY. 3anuCh MOXET 6biTb YKpadeHa 1nm
nofaenaHa. OHa He 3aMEHSIET HE3aBMCUMOT O 3BOHKA.

MO3BOHUTbL MO HOBOMY HOMEPY M3 3TOrO COOBLLEHNS. HOBbIN KOHTAKT YKa3aH TEM Xe HEMPOBEPEHHbIM
cobeceHNKOM, MO3TOMY HE3aBMCHMOW MPOBEPKM HE MOTyYaeTCs.

MpoBepka Mo M3BeCTHOMY KaHasy BaxHee CPOYHOCTU. ECnn AeHbr yxe OTnpasneHbl, HeMea1eHHO coobLwmTe
CBOeMy BaHKy.

CamonpoBepka

OTBeTbTE, 3aTEM CBEPbTECH C 06bACHEHUAMN. HECKOMBbKO NPaBuIibHbIX OTBETOB OTMEYEHDI B
ycnosuun. B PDF oTBeTbl NprBeaeHbl Cpasy Nocne Kaxaoro Bonpoca.

1. 3HakoMbI BHe3anHo npocuT nepesop B Telegram. Kak npoBepuTb NPoCcb6y?

BbibepuTe 0amH BapuaHT.

o 1) CNpocuTb B TOM Xe YaTe, TOYHO N 3TO OH

e 2) CBA3aThCA MO paHee N3BECTHOMY [IPYroMy KOHTaKTy

e 3) CuntaTb poTorpaduio NPodUnIa 4OCTaTOUHbIM 0Ka3aTENbCTBOM

OTtBeT: 2.
1) MpW Yy>OM [OCTYMe OTBET AACT TOT K& MNOCTOPOHHMIA.

2) HesaBvc1Mas CBA3b MOMOraeT NPOBEPUTb U NIMYHOCTb, 1 CaMmy NMPOCHEY.
3) ®OTO MOXHO CKOMMPOBATb BMECTE C UMEHEM.

CHavana npoBepbTE YeroBeka n I'IpOCb6y BHE NOOO3PUTENTIbHOI O Ananora.
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2.Tonoc noxox Ha poACTBEHHUKA. YTO 3TO MeHAeT?

Bbibepute oanH BapuaHT.

e 1) MOXHO BbINOMHATL CPOYHbIE MPOCHGLI 6E3 MPOBEPKM

e 2) OTO 0653aTENbHO NOAaeNKa

o 3) MpocbBy BCE paBHO HYXXHO NOATBEPANTL HE3ABMCUMbIM CMIOCOHOM

OTBeT: 3.

1) TIOXOXMI FONOC HE MOATBEPXAAET HAaMEePEHMEe M 06CTOATENbCTBA.
2) OHOrO CXOACTBA HEJOCTATOUHO M [19 TaKOro BbIBOAA.
3) 3anucb, CUHTES W aBNeHWe AenatoT OTAeNbHYO MPOBEPKY MNONE3HOMN.

MpoBepsnTe OENCTBUE U KOHTAKT, @ HE TONbKO Y3HAaBAEMOCTb FOI0Ca.

3. ®ann «poTorpadpuun.apk» npeanaraioT yctaHoBUTb Ha Android. YTo Bbi6paTb?

BbibepuTe 0MH BapuaHT.

e 1) He ycTaHaBnvBaTb 1 3aMpocuTb GOTOrpadmm 06bI4HbIM 6E30MaCHbIM CMOCO60M

 2) [laTb BCe paspelueHns 4ns npocmoTpa GoTo

o 3) OTK/MIOUMTb 3aLMTHbBIE NpeaynpexaeHms

OtBeT: 1.

1) APK npefHasHayeH Ans yCTaHOBKM MPUIOXEHUS, YTO HE COOTBETCTBYET 06eLLaHmnio GoTorpadmit.
2) MpaBa NPUNOXEHWS MOTYT OTKPbITb 6O/bLIE AAHHBIX, YEM HYXHO.
3) MpeaynpexaeHns Hemb3s 06X0anTb Mo NPOCLEE HE3HAKOMOr0 OTNPaBUTENS.

ConocTaBnanTe oxuaaemMbli MaTepuan ¢ GakTM4ecknM eNCTBMEM CUCTEMBI.
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4. Kakne naHHble MOryT MonacTb MOCTOPOHHEMY MpU AIEMOHCTpaL M aKkpaHa? Bbibepute Bce
noaxopasuwme.

BbibepuTe BCe Noaxosiume BapuaHThl.

e 1) TekCT yBeAOMIIEHWUI M OAHOPA30BbIE KObl

e 2) TonbKo KapTuHKa 060eB

° 3) ®rHaHCOBbIE CBEAEHMA U OOKYMEHTbI B OTKPbITbIX OKHaXx

OTBeT: 1, 3.

1) OHM MOTYT MOSIBUTBLCS MOBEPX OTKPLITOMO MPUMOXEHMS.
2) TpaHCNALUMS NoKasbiBaeT U3MEHSIIOLLMINCS 3KPaH, a He 0HY 6€30MacHyo KapTUHKY.
3) Ha akpaHe MoryT 6bITb NIMYHbIE AaHHbIE HE3aBUCUMO OT LLENU 3BOHKA.

3aBepLuanTe 4EMOHCTPALMIO [0 PaboThl C CEKPETAMU U GUHAHCOBLIMU MPUIOXEHUAMM.

5. HeaHakomeu, yrpoxaeT nyénukaumen nMyHoro MaTepuana. Kakon nepsbi BbiI6op
6e3onacHee?

BbibepuTe 0OmH BapuaHT.
° 1) 3annaTtuTb 3a obellaHne YOoannTb

o 2) MpekpaTuTb BbiNoNHeHWe TpeboBaHuUil 1 06PaTUTbCSA 3a MOMOLLIO

 3) MepecnaTb MaTepuan BCeMy Kaccy Ans 06bsACHEHWS

OTtBeT: 2.

1) OnnaTta He rapaHTUPYET yAANEeHUs 1 MOXET Bbl3BaTb HOBble TPEGOBAHUS.
2) BesonacHbIv B3pOC/bIN 1Y APYroi JOBEPEHHbIN YEMOBEK NMOMOraeT BblbpaThb AarbHeLMe warw.
3) PacnpocTpaHeHve yBenmumBaeT Bpea 1 HapyLiaeT NPpUBaTHOCTb.

[MomolLLb OOCTYMNHa 6e3 nepechbIsiKnN YyBCTBUTENIbHbIX MaTEpPUarnoB A 6e3 06BNHEHMS nocCTpafasLllero.

MpoaoomKuTb obyyeHune
e 10. YcTaHoBUN NpUNOXeHne nnun gan yoanéHHoiv 4oCTyn
e 14. 3HaKOMbIV MPOCUT AEHbBIM B MEpPEenmncke

o 16. PebéHka 3anyrmeatoT UM WaHTaxupyoT

OTKPbITb YPOK Ha canTe
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YPOK 6

TenepoH, KOMNbIOTEP U AOMALLHSASA
ceTb

HacTpanBaeM yCTpOWCTBa, pe3epBHble KOnum 1 6e3onacHyto nepenavy.

Bepcus 1.0 - PegakumoHHasa nposepka: 2026-10-26

3a6oTta 06 ycTponcTee
\’_A’f O6HoBNeHus Pa3yMHble pa3pelueHuns MNpoBepeHHas pe3epsBHasd

Konud

CMbicnoBas cxema no matepuany. [JencTBrs U orpaHnUYeHns NoAPOBHO ONMUCaHbI HXKE.
YyebHasa unnoctpaums

UTOo Bbl CMOXETe caenaTb

ﬂpOBepMTb OB6HOBMEHNS, OOCTYynMbl, AJOMaLUHIKOK CETb A CMOCOBHOCTb BOCCTAHOBUTL fJaHHblE 0
N3MEHEHNA 3aLlUNThI.

Yue6HbIn NnpuMep

YuebHbin npumep. MNepen npogaxen tenedoHa Oner NnpoBepseT HOBbIV annapar:
OTKPbIBAIOTCH NN aKKayHTbI, NepeHeceHbl v GoTorpadum, OCTYMHbI NN pe3epBHbIe
Cnoco6bbl BxoAa. 3aTeM OH UCMOMb3yeT MHCTPYKLLMIO NPON3BOANTENS MO NOArOTOBKE
CTaporo ycTponcTaa. lNpocToe yaaneHne 3HauykoB 1 GOoTorpadun He 3aMeHSEeT 3Ty

npoLieaypy.

CHavana 6noknpoBKa 1 noaaepXxusaemMasa cucteMa

Kopn akpaHa orpaHuynBaeT 4OCTYN K YCTPOMCTBY, a bBoMeTpua AenaeT pa3bnokMpoBKy yoobHee;
3anacHoOW Kof, BCE paBHO HYXHO 3HaTb M 3almLLaTh. CKponTe UyBCTBUTENbHbIV TEKCT
yBeOM/EHNN Ha 3a610KMPOBaHHOM 3KpaHe. CUCTEMHble 06HOBNEHUA, O6HOBNEHWS Bpay3epa 1
NPUNOXEHUN yCTaHaBNMBaNTE LITATHbIM CMOCO60M. [NMpednoxeHne ckavaTb «MCnpaBneHe» n3
HeOXWAaHHOIro YaTa NPOBEPSIOT OTAENBHO, a 3aLUMTHbIE MPEeaYNPEeXaeHUs He OTKNOYaloT paau
NPOCHLOLI 3BOHSALLETO.

OBHOBMAEMOCTb BaXHee HafilMUCK «yCTaHOBMEH aHTUBUPYC». [poBepbTe NOAOEPXKY
KOHKPEeTHOW cucTembl y npomssoantensd. [na obbliuHon Windows 10 6a3oBasa noanepxka
3aKoH4YMNach; ydacTtue B OTAENbHOW NporpaMme O6HOBNEHUN HENBb3A CYMTaTb aBTOMATUUYECKUM.
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l'lepe,u KPYMHbIM OB6HOBMEHNEM npoBepbTE KOMUN BaXKHbIX OaHHbIX 1 BOCCTaHOB/IEHNE. He
MEHANTE Cpa3dy HECKOMbKO CNOXHbIX HACTPOEK, eCrN HE NMOHNMaeTe, Kak BEPHYTb OOCTYI.

MprNoXXeHuto HYXXHbl TONIbKO HE06XoaAMMbIEe NpaBa

MNpaBa onpenenstoT, MOXET N NPUNOXEHWE MoMb30BaTbCH KaMepow, MUKPODOHOM,
MECTOMONOXEHNEM, COOBLLEHNAMU 1 OPYTMU BO3MOXHOCTAMKW. COMOCTaBMANTE NPaBo C
3afayen: HaBUraTopy Hy>XHO MECTOMOOXeHue, PoHapKKy He TpebyeTcsa untate SMS. 1o
BO3MOXHOCTU pa3pelLanTe OJOCTYN TOMbKO Ha BpeMs paboThl. OTAeNbHO NpoBepsanTe
cneumanbHble BO3MOXHOCTW YNPaBneHus, YTeHUA yBeJOMIEHUI, YCTAaHOBKM NPOrpaMm v
yOanéHHoOro AoCTyna: OHU LWipe 06bl4HOro NpocMoTpa Ganna.

Android 1 iPhone nMeloT pa3Hble MexaHn3Mbl. Ha iPhone 4ononHUTENbHO YUY ThIBAOT MPOodUIn
ynpaBneHnsa YCTPONCTBOM: OHW CNOCOBHbI 3aaBaTh HACTPOWKK 1 OOCTYMbl. PAbounn nnu
LWKOSbHbIM NPOdUIb HE yOANaoT Hayra - 3TO MOXET 3aTPOHYTb CBA3aHHbIE aHHble. He
yCTaHaBnmBanTe npodusb, CEPTUDUKAT UM CPEACTBO YNpaBneHna AN «3alinTbl AeHer» no
HeOoXWAaHHOM MHCTPYKLUMKX. 3a NPUNOXEHNEM N N3[AaTENeM HYXHO CNeauTb AaXe B NPUBbIYHOM
MarasuHe.

KoMmnbloTep: oTAenbHble YYETHbIE 3aNUCU U pacLUMPEHUS

[na o6bl4HOM PaboTbl HE HYXHbBI NOCTOAHHbIE NPaBa aagMUHUCTPaTopa. OTAeNbHbIe YYETHbIE
3annMcy CeMbM YMEHbLLAKT CriydarHbIv JOCTYN K YyXow noyte n dannam. [NposepsanTte
YCTaHOBMNEHHYIO 3aLUMTy M 6paHaMayap, TO eCTb CPEACTBO KOHTPOIA CETEBbIX COeANHEHNN. He
3anyckanTe nporpamMMmy C noBbILLEHHbBIMW MPaBaMm TONMbKO NOTOMY, YTO 3TO ObeLlaeT UCrpaBnTb
aKkKayHT. PaclumpeHus 6pay3epa ToXe NonyyatoT JOCTYMbl M TPebyioT MPOBEPKM n3naTeng.

YnanéHHasa MoMOLLb MO3BONAET APYroMy YENOBEKY BUOETb 3KPaH UK YMPaBIATb KOMMbIOTEPOM.
MNpenocTtaBnanTe €€ TONbKO NPOBEPEHHOMY MOMOLLHWKY A9 OrOBOPEHHOM 3a4auK,
NPUCYTCTBYMTE NPW paboTe 1 3aTeM NpekpaLlanTe JOCTYr. He OTKpbiBanTe 6aHK BO BpeMs Takoro
ceaHca. Ecnv ynpaBneHue nosiBUnoChb HEOXMOaHHO, MPeKpaTuTe CoeanHEHME C CEThIO U
obpallanTech 3a NOMOLLBIO C APYroro YCTPOUCTBA; HOBbIE MapoIv Ha NOAO3PUTENBHOM
KOMMbOTEpe Nnoka He BBOAUTE.

[omMawHsasa ceTb U ny6nnuHbin Wi-Fi

MNaponb Wi-Fi noaknovaeT K ceTu, a Naponb aagMUHUCTPaTOpa poyTepa NO3BONAET MEHATL €€
HaCTPOWKN. OHW AOMXKHbI Ppa3NnYaTbCH. B MHCTPYKLMM CBOErO NPON3BOANTENSA MPOBEPLTE
OBHOBNEHWS, 3aLUMLLEHHbBIN PEXMM BECMPOBOOHOM CETU, OTKITIOUYEHHOE HEHYXHOE YrpaBrneHne 13
WHTEPHETa M OTOENbHYIO FOCTEBYIO CETb. TeNeBM30Pbl M YMHbIE YCTPOWCTBA MO BO3MOXHOCTU
OTOEeNAT OT Paboumx JOKYMEHTOB. HEMOHATHOE MMSA B CMIMCKE CHavaa ConocTaBnsatoT CO
CBOWMMU YCTPOMCTBAMMU, 3aTEM OrPaHUYMBAKOT HEN3BECTHbIV AOCTYM.
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B ny6nnyHoM ceTu yTOUHANTE NpaBunbHOE Ha3BaHWE TOYKM U HE yCTaHaBNMBanTe ceptudukaTsl
N Nporpammbl paam NOAKMOYEeHUA. [1na YyBCTBUTENbHbLIX AEVCTBUA MPU COMHEHWUN
MCMNONb3yMNTE COBCTBEHHYIO MOBUMbHYIO CBA3b. VPN MEHAET MapLpyT Tpaduka, HO He
noaTeepXaaeT YHeCTHOCTb CanTa, He OT30BET BblAaHHbIN KO U HE MCMNPaBUT 3apaxeHHoe
yCTPOMCTBO. OTKNIOUMTE HEHYXXHOE aBTOMaTUYECKOE NOAKMOYEHME K OTKPbITbIM CETAM M 06LLMIA
AOCTYM K dannam.

O6nako, Konuu un Kno4ym BOCCTaHOBNEHUSA

CUHXPOHM3aLMA MOBTOPAET U3SMEHEHNA MeXAY YCTPONCTBaMMU; yaarneHne MoOXeT
pacnpocTpaHUTbCA Ha 06n1aKko. Pe3sepBHasa Konua HyXXHa A9 BOCCTaHOBNEHWA BbIBpaHHOro
cocToaHud. lNMpoBepanTe gaTy, COCTaB M LOCTYNHOCTbL KOMWUK, a He TONbKO 3Ha4YoK 0bnaka.
MNonpobyrTe BOCCTaHOBUTL OOWH HEBaXHbIN dann 6e3 yaaneHus opurnuHana. 4ng BaxHoro
apXxvBa none3eH AOMOMHUTENbHbBIN 3aLUMLEHHbBIN SK3EeMMNNAP, KOTOPLIM HE OCTAETCH MOCTOSAHHO
NOAKTOYEHHBIM K paboyeMy YyCTPOWCTBY.

LLIndppoBaHMe aenaeT AaHHbIE HeYnTaeMbiMy 6€3 COOTBETCTBYIOLLEro cpeacTsa gocTtyna. [Jo ero
BK/TIOUEHWSA BbISCHUTE, e XPaHUTCA Pe3ePBHbIN KoY 1 Kak NONy4YnTb ero 6e3
3abnokmpoBaHHOro avcka. [na BitLocker 310 oTAeNbHbIV 48-3HauHbIV KNOY; NOAAEPXKa
Microsoft He BOCCO34aET NOTEPAHHbLIN. He XpaHUTe eAUHCTBEHHbIV 9K3EMMIAP Ha TOM Xe
3alnppoBaHHOM Ancke. Koy ancka, pe3epBHbIN KOA akkayHTa U KO 3KpaHa BbINOMHAOT pa3Hble
3apaun.

NMoTepq, 3aMeHa U [O6poBONbHadA Npoaaxa

3apaHee nposepbTe 0OPULIMANbHBIN MOUCK M BNOKMPOBKY YCTPOWCTBA, AOCTYM K aKKayHTY
Npon3BOANTENA C APYroro annapaTta 1 KOHTaKT onepaTtopa. [1pn noTepe oTAeNbHO peLatoT
BOMpochl TenedoHa, SIM/eSIM 1 BaxHbIX akkayHTOB. He yaananTe yKpaaeHHoe yCTPOWCTBO U3
3awmTbl N0 Npocbbe Halweawero. OTKNoYeHWe 3awnThbl TPy 4O6POBOLHOW NPOoAaxe 1
CoXpaHeHMe 3aLMTbl MPU Kpaxe - pasHble CUTYaLnUn, Y HUX pasHble NHCTPYKLLUN.

MNepen npofaxen ybeamMTech B NepeHoce faHHbIX, AOCTYyMne K NoyTe U pe3epBHbIM CNOCobaMm.
CnefynTe WtaTHOW NpoLedype Npomn3BoanTens Ang BbiXo4a U3 akkayHTOB U CTUPaHUS,
yunTbiBanTe SIM/eSIM, KapTy namMATK 1 NOAKMIOYEHHbBIE Yackl. He CTupanTe
CUHXPOHN3NPOBaHHbIE GOTO BPYUHYIO Paan OUNCTKM: 3TO CNOCOBHO 3aTPOHYTb 06naKko. [Ang
KOMMbtOTepa NpOBEepbTE OUMCTKY MO OPULMATBHON MHCTPYKLLIMM €r0 CUCTEMBI; MEPEerMeHOoBaHe
Mo/b30BaTENA He YAANSET NTMYHbIE AaHHbIe.

BapuaHTbl AN YCTPOMUCTB

Android: npoBepka BnaaenbLem

1. MNMpoBepbTe 6IOKMPOBKY, OBHOBMEHNA U TEKCT YBEAOMIEHUN.

2. [NepecMoTpuUTE paspeLleHns NPUNoXeHNn, o0cobeHHO SMS, yBeJOMNeHUS 1 CrieupnanbHble
BO3MOXHOCTM.
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3. NpoBepbTe KOMUIo M MOUCK YCTPOMCTBA; yuTUTE SIM/eSIM nepen nepenayent.
OrpaHunyeHnd: NyTn HaCTpoek pasnnyatoTCs Y MPOV3BOAUTENEN; KOMWUS COOEPXKUT He BCE AAaHHbIE KaXa0ro NPUNOXEHUS.
iPhone: akkayHT, pa3peLeHus u npopunu

1. lNpoBepbTe KoL 3KpaHa, 0O6HOBNEHWS U NpaBa KaMepbl, MUKPOGDOHa M reorno3unLLmm.

2. [locMOTpUTE, eCTb NN HEM3BECTHbIE NPOOUIV yNPaBneHus; LWKOMNbHbIE N paboyne cornacymrte
C aOMWUHUCTPAaTOPOM.

3. MNepen npofaxen NpoBepbTe KOMUIO 1 OTKPOMTE aKTyanbHY MHCTPYKLMIO Apple.

OrpaHuyeHus: CTupaHue Npu Npoaaxe He PaBHO anropuTMy AENCTBUN NPU Kpaxe; yaaneHne npoduis MOXeT 3aTPOHYTb
CBSA3aHHbIe JaHHbIE.

Windows: 3awmTa n 4OCTYnN K KNtovy

1. MNMpoBepbTe NoAAEPXKKY CBOEW BEPCUM, OBHOBNEHWA N COCTOAHME BCTPOEHHOM 3aLLMThI.

2. [pocMOTpUTE yCTaHOBMNEHHbIE MPOrPaMMbl, paclUMpPeHUs 1 yoanéHHyo noMoLLb.

3. Yéepnutecsb, 4To Ko BitLocker npu ncnonb3oBaHuM WMGPOBaHWA AOCTYNEH BHE 3TOM0 AUCKaA.
OI'paHl/MeHl/Iﬂ: YcnoBus OBHOBNEHWIM 3aBUCAT OT BbIMyCKa 1 NporpaMMbl NOOOEPXKN; HaCTpOPIKa LLIl/ICDpOBaHVIﬂ pasnn4yaeTca.
PoyTep: Nno MHCTpyKLUUKN CcBOEW Moaenu

1. Hangute TouHyto Moaenb 1 oduumanbHbIM KaHan OBHOBNEHWN.

2. Paspgenvte naponb ynpasneHusa n Wi-Fi; ncnonb3ymnte nogaepxmBaemMbi 3aUMLEHHBIN
PEXUM.

3. [NpoBepbTe roCTen, yMHbIE YCTPOUCTBA U HEHYXHbIN YAaNEHHbBIN AOCTY.

OrpaHuyueHns: YH1BepcanbHOro agpeca naHenv n Nyt MeHto HeT. [Nepe n3aMeHeHsIMM COXpaHUTe HaCTPOWMKM NpoBanaepa v
Cnocob BOCCTAHOBEHWS CBA3MN.

I'Iposepre OQWMH Y4YaCTOK 3allinTbl

1. BblibepuTe CBOE YCTPOUCTBO, HE YYXOW aKKayHT.

2. [poBepbTe 06HOBNEHWSA M OOHO Heobs3aTeNnbHOe pa3peLleHue.

3. YbeauTech, UTO BaxHas KONus CyLweCcTBYeT, BOCCTaHOBMB HEBaXHbIV Gann.
4. Ha3zoBuTe MECTO XpaHeHus Kito4va 6e3 3anmcu ero Ha 3ToM camnTe.
MNpoBepbTe cebs

e Mod cucTemMa nogaepxmBaeTcs.

e {MNoOHWMaIO creumanbHble NpaBa NPUNOXeHUN.

e Konus genctenTenbHO BOCCTaHaBNMBaETCS.

e Knouy BOCCTaHOBNEHWA HE 3anepT B TOM Xe YCTPOWCTBE.

e fpa3nuyalo Npoaaxy 1 noTeplo.
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MoBTOPUTE 3HAKOMYIO NPaKTUKY

Cobepute cemenHbiv NnaH: NonHbIN Y4ebHbI TPpUMEP 1 Ppa3bop NpUBEAEHbI Bhille B 3TOU
MeToanYKe.

CamonpoBepka

OTBeTbTE, 3aTEM CBEPbTECH C OObACHEHNAMU. HECKOMBKO NPaBU/IbHbIX OTBETOB OTMEYEHbI B
ycnosuu. B PDF oTBeThl MprBeAeHbl Cpa3y Mocrne Kaxaoro Bonpoca.

1. Kakoe pa3pelieHne HeobblyHO Ana GoHapuka?

BbibepuTe oanH BapuaHT.

1) Mcnonb3osaHwe ceeTa

e 2) JocTyn kK SMS v ynpaBneHunto ApyrMm NprUnoXeHaMm

e 3) 3anpocC NOHATHOrO AENCTBIUA NONb30BaTENs

OTtBeT: 2.
1) CDYHKLLMFI CBEeTa COOTBETCTBYET 3a9BNeHHON 3afave, XoTd NponcxoxneHne npunnoxeHua BCE PaBHO BaXxHO.

2) 3TV BO3MOXHOCTU HEe 06bACHAOTCS 06bIYHOM 3aaa4en GoHapuKa.
3) Cam o cebe 3anpoc NoATBEPXAEHNS He ABMNSAETCSA NPU3HaKoM 06MaHa.

[1na kaxporo npasa CNpocuUTe: 3a4eM OHO HYXHO 3asaBNEHHON QYHKLNN?

2.Mepen naMeHeHveM wndposaHua ancka Windows yto nposeputb?

BbibepuTe 0amH BapuaHT.
e 1) YTO KtOY BOCCTAHOBEHNA COXPaAHEH 1 AOCTYMNEH OTAENbHO OT 3TOrO ANCKa
e 2) YTO KoY 3an1CaH TOMbKO Ha 3alMdGPOBaHHOM AMCKe

e 3) YTo Nnopgaepxka obellaeT BOCCTaHOBUTL 060 MOTEPAHHBIN KoY

OTBerT: 1.
1) bes kntoya npu cb0e MOXHO NULLINTbCA 0OCTyna K COBCTBEHHbIM OaHHbIM.

2) Mpw 6IOKMPOBKE 3Ta KOMWS TOXE CTaHeT HEAOCTYMNHa.
3) Microsoft He MOXeT Bocco3aaTb NOTepsHHbIN Kitod BitLocker.

CHavana npoBepbTe NYyTb BOCCTAHOB/IEHNA, 3aTEM MEHANTE 3alnTy.
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3. Kakve oBa napons poyTtepa HY>XHO pa3nuyaTtb?

Bbibepute oanH BapuaHT.
o 1) Maponb aneKTPOHHOM NoYThl M PIN KapThi
e 2) Maponb ceTn Wi-Fi 1 naponb ynpasneHna poyTepom

o 3) OavH 061U MaPONb AN BCEX AOMALLHMX YCTPONCTB

OTtBeT: 2.

1) OHM He 3aMEHSIOT 3aLUMTY poyTepa.
2) MepBbliit AAET NOAKMOYEHME K CETH, BTOPOW - USMEHEHWE €€ HACTPOEK.
3) MoBTOPHOE MCMOMb30BaHNE PaCcLIMPSAET NMOCNEACTBUS YTEUKM.

I'IpOBepre OoTAeNbHO NOAKMYEeHNe KCeTU U aD,Ml/IHl/ICTpaTl/IBHbIl;I OOCTyn.

4. Kak ybeamnTbces, UTO pe3epBHas Konua nonesHa?

BbibepuTe 0MH BapuaHT.
1) Tonbko yBMAETL 3HAYOK 06n1aKa
o 2) Yoanutb OopuUrnHanbel Cpady nocre BKNo4YeHNA CUHXPOHN3aU NN

 3) MpoBepuTb AaTy, COCTaB M BOCCTaHOBMEHWE OHOMO HEBAXHOI 0O Gaiina

OTBerT: 3.

1) 3Ha4YyoK He MOKa3blBaeT COCTaB, aKTyallbHOCTb 1 BO3MOXHOCTb BOCCTaHOB/TIEHUA.
2) YoaneHue MoxeT CUHXPOHN3NPOBATbCA N YHUUTOXNTb €ONHCTBEHHbIV aK3eMnnap.
3) I'Ipo6Hoe BOCCTaHOB/TEHNE BbIABNAET HeﬂOCTyrIHbIVI AKKaYyHT U HEMOJTHYHO KOMUIHO.

MpoBepsanTe BOCCTaHOBIEHWE, a He TOMbKO OTMNPaBKy AaHHBIX B 06/1aKO.
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5. Yto cpenaTb Ao no6poBonbHON Npoaaxu TenedpoHa? Boibepute BCe noaxoasLwme.

BbibepuTe BCe noaxosiume BapuaHThl.

o 1) MpoBepuTb NepeHOC AaHHbIX 1 CMOCO6bI BXO4a Ha HOBOM YCTPONCTBE

e 2) BbINOMHUTb WITATHYO MNOArOTOBKY NMPOM3BOAMTENS U y4eCTb SIM/eSIM 1 kapTy namaTu

e 3) MpocTo yoanuTe GoTorpadunm BpyUHyHo Npu BKIKOYEHHOM 0bnake

OTBeT: 1, 2.

1) Mepef CTMpaHMeM HyXeH paboTatoLLMM 3arnacHOM OOCTY.
2) Y pa3HbixX yCTPOWCTB CBOW NPOLLEAYPbI Nepeaaqm 1 yaaneHns MnUHbIX AaHHbIX.
3) OTO MOXET 3aTPOHYTb 06/1a4HbIE OPUrUHANbLI 1 OCTaBWUTb APYrUE NUYHbIE AaHHbIE.

I'Ipona>|<a Tpe6yeT npoBepeHHOro nepeHoca, NoAroToBKM akkayHTa U LUTaTHOro CTUPaHUA.

MpooonmknTb obyyeHue

06. MNoTepan nnu ykpanu TenedoH

10. YcTaHOBWM NPUNOXEHWe Unu fan yaanéHHbi 4OCTym
11. Mponana cBA3b: BO3MOXHasa npobrnemMa ¢ SIM

12. KoMnbtoTep 3abnoknpoBaH Ui pannbl 3alLndpoBaHsb

20. CeMenHbIv NnaH 3aWuTbl U BOCCTAHOBNEHUS

OTKPbITb YPOK Ha canTe

learn.ivan-it.net - Bepcusa 1.0

44177


https://learn.ivan-it.net/courses/basics/lessons/devices-and-home-network

Lindposas wkona - MeaH tOpbeBuny - LiBeTHas Bepcus

YPOK 7

[MoKynKu, nnaTeXxu u 3apaboTok

HpOBepﬂeM onnarty, BO3BpaThl, MOANMNCKN N NMPenNoXeHNA I'IO,D,pa6OTKl/I.

Bepcus 1.0 - PegakumoHHasa nposepka: 2026-10-26

Mepen noaTBepXAeHMEM NepeBoja

%E\A@Q) © ®

’ MNpoBepbTe nonyyarens CeepbTe CyMMY U MoaTeepxganTe TOMbKO
Ha3HaueHue CBOE flencTaue

CMbicnoBas cxema no mMatepuany. IencTsus 1 orpaHn4eHnsa noapobHO ONMCaHbl HUXE.
YuebHasa nnmoctpaLms

YTO Bbl CMOXeTe caenaTtb

He BbIMOMHATBL YyXune GUHAHCOBbIE MHCTPYKLMN U MPOBEPHATL OMNepPaLLmIo Yepe3 COOBCTBEHHbIV
HaHK NN 3aKas.

Yue6HbIn npuMep

YuebHbIv npumMep. NoapocTKy npeanaratoT BO3HarpaxaeHue 3a nonyyeHme nepesoioB U
OTMpaBKy danblue ¢ ero kapTbl. OH 0TKa3biBaeTCH 1 06CyXaaeT npeanoxeHue ¢
[OBEpPEHHbIM B3POC/bIM. OTO yuebHasa afgantaums opuLmansHO ONMCaHHOro pucka, 6e3
HaCTOALLMX OeHer 1 6e3 yTBEPXOEHNN O KOHKPETHOM paboTofaTene.

MnaTéx nonkeH COOTBETCTBOBAaTL Ballen 3afaye

Mepen onnaton cOPMYIMPYNTE, YTO UMEHHO MOKYMaeTe, Yy KOro 1 Ha Kakux ycnoBusix. CBepbTe

CYMMY, nonyyaTens n onncaHue. TPeBOXHbIN MPU3HAK - KOrAa NpuBbIYHasa NoKynka BHe3anHo
TpebyeT NepenT B NNYHbIA YaT, YCTAaHOBUTL MPUMOXEHWE, NepedaTth KOA4 Uv OnnaTuTb
OTAENbHbIN «A0MNYCK». He oTnpasBnanTe NPobHbLIM NepeBOA ANd MPOBEPKM YenoBeka: OH
NOATBEPXAAET TOMbKO BO3MOXHOCTb MOJYYUTb BaLUW OEHbBI .

KBUTaHLMSA, CKPUHLLOT M COObLLEeHME MoKynaTensd He 3aMeHsAoT CBejeHWA B BalleM CO6CTBEHHOM
BaHke. Ecnu Bbl MpoaaéTe Bellb, NPoBepAnTe peasnbHOe NOCTYNNEeHNe CaMOCTOATENbHO. PopMa
«MOJyYEHUS ONNaTbl», MPUCNaHHAasA MOKynaTeneMm, He OOMKHa CTaHOBUTLCA MECTOM PaCKPbITUS

napons unu NoATBepXAeHU. [na nonyyYeHns eHer He HyXXHO paspeLLaTh YyXow BXOA B BalLl
aKKayHT U YyCTaHaBNMBaTb CPEACTBO YAaNEHHOMO YNpaBneHus.
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[locTaBka U MapKeTnneunchl

CoobLeHne «He xBaTaeT He6OMbLIOM CyMMbl 38 OCTaBKY» MOXET MCMO/b30BaTb HACTOALLMN
MHTEepec K nocbinke. OTKponTe CBOM 3aKa3 Yepes NPuBbIYHOE MPUNOXEHWE 1 MOCMOTPUTE CTaTYC,
CTOMMOCTb ¥ KaHarn noaaepxku. He nepexoauTe K ornnaTe TOMbKO MOTOMY, YTO COOBLLEHMe
MPVLLIO B AE€Hb OXMAAHWA Kypbepa. HoMep 3aka3a 1nu JoMallHUM adpec TOXe He yAOCTOBEPAIOT
OTMNpPaBUTENS: 3HAaKOMbIE CBEAEHWA MPOBEPSAIOT OTAENNBHO OT NMOTHOMOYMN.

MNpw obLLEeHMM Yepead NMOoLLAAKY N3yunTe eé npasuna 3aLwmTbl NoKynku. lNepexon n3 Heé B
CTOPOHHUI YaT UNK NepeBoa No APYr1M PeKBU3NTaM CNOCOBEH M3MEHUTb OOCTYMHbIE CMOCOO6LI
pelleHna cnopa. He yteepxaanTe, 4To nobas nnoLuanka Bcerfa Bo3MellaeT yuwepb: ycnosus
pa3nuyatoTcs. [Nepen onnaton None3Ho NoHMMaTb oduLLManbHbIKM NOPAO0K BO3BpaTa, a He
LOBEPATHb 06eLlaHMIo NPoAaBLLA «BCE BEPHEM MO NEPBOMY 3BOHKY».

JNoXXHbIX BO3BpPAaT M OLIMGOYHbIN NepeBos

Ob6ellaHWe BO3BpaTa MHOIr4a ConpoBOXaakoT NPOCbOHOWM CHavana caenaTb NPOBEPOYHOE
CnmncaHve, Ha3BaTb KO UK «pa3bnokMpoBaTb NOCTyNNeHne». OCTaHOBUTECH U YTOUHUTE
peanbHyo onepaLLmio B CEPBUCE, rAe OHa CoBepLLanach. He ncnonb3ymnTe NpucnaHHyo Gopmy,
€Cn1 OHa TpebyeT HECBSA3aHHbLIX CEKPETOB. YBEAOMIEHWE O 3aUMCEHMM NPOBEPSIIOT NO CBOEMY
CYETY, a He MO KapTUHKe aBTopa COOBLLEHNS.

Ecnn HensBeCTHble AeHbr 1 AENCTBUTENBHO MOCTYNWUAW, HE TpaTbTe UX U HE BO3BpallanTe
CaMOCTOSATENbHbIM MNEPEBOOM Ha HOBblE PEKBU3NTLI U3 3BOHKa. ObpaTmnTeCh B CBOM BaHK U
BbIACHUTE OdULLMaNIbHbBINM MOPAOOK. Bbl MOXETE He 3HaTb MPOUCXOXAEHWE CPEACTB U POSb
yernoBeka, KOTopbIn obpatlaeTcs. CoxpaHuTe GakT NOCTYMNNEHWS, BPEMSA 1 AaHHbIe Onepauum B
3aLlUMLLEHHOM MECTE, He My6nKys 6BaHKOBCKYHO BbIMMUCKY LLEMMKOM.

«CnaceHune» fieHer 4Yy>kuM nepeBoaoM

®pa3za «b6e3onacHbI CHET» B HEOXMAAHHOM Pa3roBOpe YacTo NpuKpbiBaeT TpeboBaHne
OTMNPaBuUTb HAKOMMEHWUS APYroMy nonyyaTtento. [laxe ecrnv 3BOHSALMN 3HAET MMS, NPUCbINaeT
[IOKYMEHT 1 NEPEKITIOYaET Ha «CrefoBaTeNs», He BbINONHANTE GUHAHCOBbIE AENCTBUS.
3aBepLunTe KOHTaKT U CaMOCTOATENbHO 06pPaTUTECH B CBOW 6aHK. [lepeBof, CHATUE HanUYHbIX U
odopmMmrieHve KpeanTa He CTaHOBATCH 3aLLMTON TONbKO 13-3a YBEPEHHOO 06bACHEHUS
cobecefHuKa.

He npopomnxanTe pa3roBop 13 XenaHus noMoYb paccnenoBaHuio. Bel He 0693aHbl MPOBEPATH
HEen3BeCTHOro COTPYAHWKaA NepeBOaOM, Nepeaaden KapTbl N BCTPeYen C KypbepoM. Ecnu Bl
y>Xe COBepLUUV OnepaLmio, He oTknaabiBanTe obpalleHne B baHK paan OCTaBLUMXCA MaTepPUanos
Kypca. Pe3ynbTaT pacCCMOTPEHNS 3aBUCUT OT OBCTOATENLCTB; ObeLlaHe rapaHTUPOBAHHOIO
BO3BpaTa OT Yenoseka 13 NMYHbIX COOBLLEHNN - MOBOLA ANS HOBOW HE3aBUCUMOW MPOBEPKMU.

learn.ivan-it.net - Bepcus 1.0 46177



Lindposas wkona - MeaH tOpbeBuny - LiBeTHas Bepcus

NMonpaboTka n nM4Hasa KapTa

MpennoxeHve «NpoCTOo NPUHATL AEHbIM M OTNPaBNUTL Aabliue 3a MPOLLEeHT» UCMOb3YeT Ball
MUYHBIV CHET ANA YYXUX onepauuin. He cornawanTtech nepeaasaTh KapTy, AOCTYM K 6aHKy, SIM

N1 KOObl OPraHn3aTopy. BaHbl peanbHbie 0693aHHOCTU, N3BECTHbIN pa6OTO,D,aTe}'Ib N NOHATHOE

NPOMCXOXAEHME onnaTbl. Bonboe BO3HarpaxaeHue 3a 0TCyTCTBME paboTbl HE 3aMEHSIET 3TU
BOMPOCHI M HE AenaeT GUHAHCOBLIM MOTOK NMPO3PaYHbIM.

MoapocTKy None3Ho o6CyanTh NPeanoXeHne ¢ OBEPEHHbIM B3POCbIM [0 NEPBbIX JENCTBUN.
ObellaHne «3T0 3aKOHHO, BCE TaK fienatoT» He NOATBEPXAaeT ycnosud. Ecnv focTyn yxe
nepenaH Unn nepesobl Ha4anCb, OCTAHOBUTE yYaCTUE, CBAXMUTECH CO CBOMM BaHKOM U
nonyyMTe NOMOLLL MO OBCTOATENBCTBAM. He NblITanTECh CKPbITL Mponcxoasilee ApobneHnem
NepeBOaOB UMW HOBbIMW OMepaLnsaMmM Mo MHCTPYKLUMKU OPraHn3aTopa; 3TO He UCNpaBnaeT
NCXOAHYIO NPoBiemy.

Moanuckn n ceMenHble pacxonpbl

1o npobHoro neproia NPoBepPbTE LLeHY MNOCNe OKOHYaHWA, YaCcTOTY NPOANEHNA U MECTO
ynpaBneHusa noannckon. Nognmcka MoxeT odopMAaTLCA Y NpodaBLLa NMMbo Yepes MarasuH
NPUNOXEHWW. YOaneHne npunoxeHus camMo rno cebe He Bcerga oTMEHAET AOrOBOPEHHOCTL O
cnmcaHusax. lNocne 0TMEeHbI COXpaHUTe NOATBEPXKAEHNE N MPOBEPbTE CTaTyC B OPULIMANBHOM
KaHane. He nepedaBanTe KapTy HEN3BECTHOMY «MeHeaXepy OTMEHbI».

C peb&HKOM MOKYMKM B Urpe 06CyXAatoT A0 UCMOMNb30BaHWUA peanbHbIX CpeacTB. HacTponTe

LOCTYMHblEe BO3PACTHbIE OrpaHMYEHWs M NOATBEPXAEHME PAaCX0O0B, HO HE CUMTaNTE UX 3aMEHON

pa3roBopy. Y4ebHoe 3afaHne NPpOoXoanT Ha rOTOBbIX BapraHTax 6€3 HaCTOSLLEero nnaTexa.
CeMenHoe npaBuio AOMKHO pa3peLlaTth NPU3HaTLCH B CyYanHOM MNOKYMKe U obMaHe: Yem
BbICTpee n3BecTeH GaKT, TEM paHbLLEe MOXHO 06PaTUTLCA B MOAAEPXKKY M 6aHK.

BapuaHTbl AN YCTPOMUCTB

MpoBepka B CBOEM cepBuCEe

1. OTkpownTe 6aHK, 3aKa3 1 NoANUCKY CaMOCTOSATENbHO.
2. CBepbTe paKkTnyeckoe cobbiThe, CYMMY U MonyyaTens.
3. YTouHAanTe NpaBuna Bo3BpaTa Yepes noaaepxKy BHyTpU M3BECTHOIo CepBuca.

OrpaHunyeHna: baHku, MarasuHbl 1 NnaTOopMbl UMEIOT pasHble YCnoBus. Kypc He OaéT rapaHTui Bo3BpaTa U He 3aMeHseT
WHAOMBMAYanbHOE PaCCMOTPEHME.

OcTtaHoBUTE PMHAHCOBYIO YNIOBKY
1. MpounTtante yyebHyto NpocsLOy O Nepesose.
2. OnpepenuTe, Ybé fencTBME BaM HABA3bIBAIOT.

3. BbibepuTe He3aBMCUMBIN NMYTb NPOBEPKMU.
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4. HazoBuTe, K KOMY 06paTUTBLCH, eCrn AeHbIMM yXe YLInW, 6e3 peanbHom onepaumu.
MpoBsepbTe cebsa

e A nNpoBepsto NOCTyMNNeHne B CBOEM BaHKe.

e { He Ha3blBalO KOAbl paau NonyyeHna oeHer.

e {Henepenato CYET ANA YYXMX NEPEBOLOB.

e {3Halo, rae OTMEeHAETCA Noanncka.

MoBTOpUTE 3HAKOMYIO MPAKTUKY

YTO OTBETUTL «3HAKOMOMY»?: NOMAHbIA YYEOHbIV NpUMEP 1 Pa360oR NPUBEAEHDI Bhillie B 3TOM
MEeTOANYKeE.

CamMonposepka

OTBETbTE, 3aTEM CBEPbTECH C 0ObACHEHNAMU. HECKOMBKO NPaBUIbHbIX OTBETOB OTMEYEHbI B
ycnosuu. B PDF oTBeTbl MpMBeAeHbl Cpa3y Mocre Kaxaoro Bonpoca.

1. 3BOHSALWMNM BENUT NEepeBECTU cbepexeHuns Ha «3aWwmIéHHbIN cYéT LIB». Kak npencteoBatb?
BbibepuTe 0amH BapuaHT.

1) MNepeBecTy YacTb CyMMbI

e 2) OCTaHOBMUTb Pa3roBOP M CAMOCTOSATENBHO CBA3aTbCA CO CBOVMM 6aHKOM

e 3) MNonpocuTb NpucnaTth neyaTb U yOOCTOBEPEHME

OTBeT: 2.
1) Pa3amep He AenaeT cxemy 6e30MacHOMN.

2) TpeboBaHwe cnacaTb AeHbM M Yy>X1UM NEPEBOIOM - XapakTepHas cxema obMaHa.
3) Konuum oOKyMEHTOB BHYTPM TOW Xe LLeNoYKM He YAOCTOBEPSAIOT NMOTHOMOYMS.
KntoueBol HaBbIK: 3Ty CUTYaLMIO HY>XXHO pa3o6paTb 10 YBEPEHHOI O OTBETA.

ﬂOBTOpVITe: He nepesoanTe AeHblr paan «cnaceHna» no MHCTPYKLMKY 3BOHALLETO.
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2.MokynaTenb NpocuT koA U3 SMS, UTo6bl «BaM NpuLLia onnaTa». YTo Boi6paTh?

Bbibepute oanH BapuaHT.

e 1) He nepenaBaTb kof; NPOBEPUTb MOCTYMNIEHUE B CBOEM HaHKe
e 2)Ha3ssaTb koA, Belb Bbl MOMy4YaeTe AeHbIM

o 3) OTNpaBuUTb AaHHbIE 06PATHOM CTOPOHbI KApPThI

OTBerT: 1.

1) KoZl MOXET pas3peLuunThb Yyxoe AeNCTBE, a NMoCTyrnneH1e BUOHO B COBCTBEHHOM CepBice.
2) Pornb NpofasLa He AenaeT nepeaavy cekpeTta 6e30mnacHOMN.

3) OTvi cBEAEHUS He Hy>XXHbl NS NPOBEPKM pearnbHOro NoCTYNNeHus.

KntoueBoW HaBbIK: 3TY CUTYaLMIO HYXHO pa3obpaTb 40 yBEPEHHOrO OTBETA.

He McnonbayiTe NpyucnaHHyto nokynatenemM GopMy A8 packpbiTUs CEKPETOB.

3. Ha cuét pencTBMTENbHO NPULLEN HEM3BECTHbIV NepeBo, 3aTEM NPOCAT BEPHYTb Ha ApYyrown

HoMep. Kak nyywe?

BbibepuTe 0aMH BapuaHT.
1) HeMedneHHO OTNPaBWTb MO YKa3aHHbIM PEKBU3UTaM
o 2) lMoTpaTuTb AeHbrM A0 BbISCHEHUS

o 3) CBA3aTbCHA CO CBOMM 6AHKOM M BbISCHWUTb ObULIMATNBbHBIN MOPAA0K

OTBerT: 3.

1) HoBbIM NEpeBOA MOXET BTAHYTh BaC B YyXXYHO CXEMY.
2) HensBecTHOe NOCTYMNEHWE He CTaHOBUTCS 6€30MaCHbIM JOXOAOM.

3) bBaHk nomoxeT pa306paTbcs:| 6e3 caMOCTOATENbHOIO nepesoja HEN3BECTHOMY Mony4vaTento.

He co3pnaBanTe HOBYIO OnepaLmio Mo Npocbbe HeN3BeCTHOro OTNPaBUTENS.
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4. MNpepnaratoT AeHbrn 3a obopmneHne KapTbl U nepenavy eé aopyroMy yenoseky. Yto
6e3onacHee?

BbibepuTe 0amH BapuaHT.
o 1) OTKa3aTbCA M Npu yXe NepeaaHHOM JOCTYrne COObLLIMTL CBOEMY 6aHKY
e 2) Cornacutbcs, eCnv NepeBooB HEMHOMO

e 3) MepenaTb TONbKO NPUNOXEHWE 6aHKa

OTBerT: 1.

1) JIMUHBIV CYET MOTYT UCMONB30BATH AN YyXKNX HE3aKOHHbIX OMepaLyi.
2) Marnoe 41crno onepawmin He 06bACHAET MPOUCXOXAEHME CPEACTB.

3) OTo TOXe Nepenava ynpasneHns CYETOM.

PaboTa He fonmxHa TpeboBaTb CAaBaTh NIMYHbLIA CYET HEM3BECTHOMY OPraHM3aTopy.

5. Kak KOHTpon1poBaTb MPO6HYIO NOAMUCKY?

BbibepuTe 0amH BapuaHT.

e 1) YOanuTb NpunoXeH1e 1 cumMTaThb NNaTéX OTMEHEHHBIM

o 2) [pOBEpUTL YCMOBWA NMPOANEHMS, KaHan onnaTthl M NOATBEPXAEHMNE OTMEHb!

o 3)Mepenatb KAaPTy MOMOLLHUKY 13 PEKMambi

OTtBeT: 2.

1) YoaneHwve He BCceraa OTMeHsieT NoANUCKY Y NpoaaBLLa Uu MarasvHa.
2) OTMeHa NpoBepseTCsa TaMm, rae 0QOPMIEHbI JOrOBOP W MIATEX.
3) OTO packpblBaET CPEACTBa ONNaThbl HEU3BECTHOMY UETOBEKY.

3anuwnTe NpoaasLa, Nepmos CnvcaHui n oduLLManbsHbIM Cnoco6 ynpasneHusa NoANUCKOW.

nponon)KMTb OGyHeHMe

e 13.TlepeBén AeHbr MOLEHHNKaM

e 15. TpebytoT onnaTuUTb 4OCTaBKy Unu Wwtpad

e 17.MpepnaratoT 3apaboToK Yepes KapTy Ur NepeBoabl

OTKPbLITb YROK Ha canTe
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YPOK 8

Ecnu y)xe cnyumnnocb

Bbibrpaem oencTeuna no Gakrtam 1 obpallaeMcs 3a NoOMOLLbIO 6e3 CThlaa.

Bepcus 1.0 - PegakumoHHasa nposepka: 2026-10-26

MoMoLwb 3aBUCUT OT CO6bITUA

%k‘ @ BbibepuTe BETKY Mo CBOEW CUTYyaLMu.

\/Al [eHbrn: HemeaneHHo AKKayHT: coxpaHuTe YCTPOWCTBO: UCMOMb3YyNTe

CBSXUTECH C 6aHKOM OCTaBLUMNCSH [OCTYN 6e30nacHsbivt Cocob CBA3N

YuebHas nnntcTpauma CMbICoBas cxema rno MaTtepuany. OewncTeua n orpaHnyennsa I'IO,EI,pO6HO OnnCaHbl H1Xe.

UTOo Bbl CMOXETe caenaTb

Pa3nnunTb ypoOBEHb MPOUCLLECTBUSA, OCTaHOBUTbL AaNbHENLLMI Bpea M BbIbpaTh HYXHbIV
opuLManbHbIV KaHan.

Yue6HbIn Nnpumep

YyebHbIn npumep. Mmnxann cHadana roBOpUT «A OTKPbIN CChINKY». [1pyv COKOMHOM
YTOYHEHWW BLIACHAETCS, YTO OH ELLE YCTaHOBWN NMPEOIOXEHHOIO «MOMOLLHMKA» U OTKPbIN
BaHK. CeMba ncnonb3yeT Apyroe 6e3onacHoe yCTPOMCTBO AN CBA3M C 6aHKOM. YuebHasq
NCTOPWA HE YCTaHaBNMBAET 3apaxeHue Nno OAHOMY NePeExXoay.

HauHuTe c paKkTOB M OCTAaHOBKU KOHTaKTa

3aKOHYMTE NOOO3PUTESbHbBIN Pa3roBOP 1 HE BbIMOMHANTE HOBbIX TpeboBaHWW. Ecnn foeHbrv noa
YrPO30U1 UNn ye yLwn, cpasy CBA3bIBANTECH CO CBOMM BaHKOM Mo oduLLMansHOMY KaHany -
YTeHWe Kypca He OOMXHO 3a4epXu1BaTh NOMOLLb. [1py HENOCpeACTBEHHOW OMacHOCTH YEOBEKY
CHavana obecneumBatoT Gu3nYeckyto 6e3onacHOCTb. OCTanbHbIE Warv BbIbBUpakoT Mo pearnbHO
BbINOMTHEHHBIM OENCTBUAM, @ He MO NyratoLLeMy Ha3BaHWIO COOBLLEHWS.

CnpocuTe cebs nnv 6rm3koro: ToNbKO OTKPbITa CTPaHWULA, BBEAEH Maposib, NepenaH Ko,
pa3peLLéH BXOA, YCTaHOBNEH Gann, BblAaHO yNpaBneHue nnu otnpasneHsl AeHbrn? MoxeT 6biTb
HEeCKONbKO COBbITUI OOHOBPEMEHHO. 3anuLmnTe BpeMs M KpaTkmne GakTbl 6e3 caMux cekpeTos. He
06BUHANTE YenoBeKa: CThl[ 3aTpyaHAET BOCCTaHOBMEHWE NOCNeA0BaTENbHOCTN. MOXHO CKa3aTb
«Cenyac BaXHO OCTaHOBWUTb AanbHENLWN Bped, NoAPOBHOCTM pa3bepémM CMOKONHO».
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TONbKO CCbINIKa UMY CKaumMBaHume

Ecnv Bbl NnLWb OTKPbIK CTPaHULLY, 3akponTe eé. [1poBepbTe, He NOABUIOCH NN HEOXMAaHHOM
3arpysKku v He Bblanv v Bbl CanTy pa3peLLeHus, HanpuMmep Ha yBe JOMeHWs. He 3anyckanTe
CKavaHHOe ONd NPOBEPKM 1 HE 3BOHWUTE MO BCM/bIBatoLWwemMy npeaynpexaeHuto. Cam Gakt
nepexofa He yCTaHaBMBaeT B3/10M UNW cnivcaHue. [ogaepxusanTe CUCTEMY 1 Bpay3ep
OBHOBMNEHHbIMU, HabntoanTe 3a COBbITUAMU B BaXKHbIX CEPBUCAX.

Ecnu dann ckadaH, HO He 3anyLLeH, 3TO OT/IMYaEeTCA OT YCTaHOBKM MPOrpamMmsbl. He oTKpbiBanTe
ero, yTOYHUTE MPOUCXOXOEHNE Y U3BECTHOIO OTMNPaBUTENA N UCMOMb3YUTE NPOBEPKY 3aLUUTHI,
AOCTYMHYIO Balen cucteme. Korga nosBnaoTCa HEOXMAaHHbIE OKHa, YCTaHOBKM U
yrnpaBneHve, nepexoamTe K CLLeHapu1io NoA03PUTENBHOIO NMPUMOXEHUS. He HaunHanTe ¢
B6ECKOHTPOMBHOIrO CTUPaHWNA TenedOoHa: MOXHO MOTEPATL AaHHbIE M € AMHCTBEHHbIV AOCTYM, He
pa306paBLUMCb B COBLITUN.

Maponb, KOA MNu paspeLLéHHbIN BXO,

Maponb, BBEAEHHbIN Ha Yy>XOW CTPaHuLLE, CUYMTanTe packpblTbiM. C 6€30MacHOro yCTpomncTaa
CaMOCTOATENIbHO OTKPOWTE HACTOSALLMIA CEPBUC, 3aMEHUTE ero, MPOBEPbTE CeaHCbI, KOHTaKTbI
BOCCTaHOBEHWNA U MOAKTIOYEHHbIE MPUNOXEHWS. ECN TOT Xe naporib MOBTOPSAICH, 3aMEHUTE ero
1 TaM, HauMHaA C OCHOBHOW MOYTbI M BaXHbIX aKKayHTOB. 3aKpbiTVe BKNaOKN HE OT3bIBaAET yXe
OTMpaBfeHHble CBEAEHNS U HE MeHSAET Napoib aBTOMaTUYECKM!.

MNocne nepepayn KoAa BaXHO NOHATL €ro Ha3HadeHue. [poBepbTe, He MOATBEPXAEHbI N
nnaTéx, BXo4 Unn CMeHa KoHTaKTa. baHKOBCKUW KO - MpUYMHa HeMeneHHOo 0bpaTUTbCS B BaHK.
[nga akkayHTa ncnonb3ynTte obuLmanbHbIi anropuTM BOCCTaHOBNEHWSA M OT3biBa OOCTYMA.
CoxpaHEéHHbIV MoCNefHWN CeaHC He 3aKpblBanTe OO0 NOAOTOBKM Apyroro nyTn. ObellaHne
HEen3BeCTHOrO NMOMOLLHWKA «BEPHYTb BCE 3a MATb MUHYT» HE OTMEHSAET NPOBEPOK NpoBanaepa.

Mopo3puTenbHOe NpUNoXeHue n ynanéHHoe ynpasneHue

Ecnu Bbl yCTaHOBUNIN HEM3BECTHYIO NPOrpamMmy, paspeLinnm cneuyanbHble BO3MOXHOCTU NN
BMAMTE YyXO0e yrnpaBneHne, He BBOAWTE Ha 3TOM YCTPONCTBE HOBbIE MapOoiv U He OTKPbIBanTe
6aHK 4N npoBepKu. INMpr BO3MOXHOCTU OTKIIOUUTE €ro OT CEeTW, YTOBLI NpepBaTh NOTEHLMaNsHoe
ynpasneHue. ing cBs3u ¢ 6aHKOM, onepaTopoM 1 NOA4EPXKKOM UCMONb3yNTe OTAENbHOE
6e3onacHoe yCTpomnCTBO. CHauarna HyXeH KaHars, KOTOpPbIN He KOHTPONMPYET NpeanonaraemMoln
Habnogatens.

[anbHewnLwasa npoBepka 3aBUCUT OT CUCTEMbI, BblAaHHbIX MPaB 1 CUMATOMOB. MIcnonb3ynTe
oduLManbHy NOAOEPXKY NPOU3BOAUTENSA UMW MPOBEPEHHOMO CNeLmanmcTa; 3apaHee yTOUHUTE,
KaK COXPaHUTb HY>XHble JaHHbIe 1 OCTYN K akkayHTaM. YoaneHue oAHOro 3Hayka He Joka3blBaeT
OUMCTKY, a 3aBOACKOWN CHPOC HE LOMKEH NULLIAaTL Bac BCEX pe3epBOB. [10Crne BOCCTaHOBMEHNS
[IOBEPUS K YCTPOMCTBY NEPECMOTPUTE AOCTYMbl U CMEHUTE 3aTPOHYThle CEKPETbI 6€30MnacHbIM
Crnoco6om.
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HeHbrun, SIM, TenedoH un 3awmdpoBaHHbIE Pansbl

O nepeBofe aeHer coobLUmMTe CBOEMY BaHKy Kak MOXHO ckopee. COXpaHUTe PEKBU3UTDI
onepaLmn, Bpems 1 OOCTYMHYO Nepenncky 6e3 nybrmkaumm NMMYHbIX CBEAEHUN; yTOUHUTE
LanbHevLlee obpalleHne B MpaBOOXpPaHUTENbHbIE OpraHbl. He nnatuTe NoBTOPHO 3a obellaHne
BO3BpaTa. Ecnu HeoxmaaHHO nponana CBA3b, NPOBEPbTE CUTYaLIMIO y CBOEro ornepaTopa vYepe3
N3BECTHbIV KOHTaKT: NPUYNHON BbIBAET M 0BbIYHbBINM COON, 1 MpOobBeMa C HOMEPOM.

MNpw noTepe TenedoHa MCNonNb3ynTe oduULLManbHbI MOUCK M 6TOKUPOBKY C APYroro YCTPOMUCTBA,
OTAEeNbHO pelanTe Bonpoc SIM 1 BaXHbIX akkayHTOB. He yaananTe 3awwmTy no npocbbe
Hawepawero. Ecnv koMnbioTep 610KNMPYETCA C BbIKYNOM UK Gannbl CTan He4OCTYMHbI,
OTK/IOUUTE €ro OT CEeTU 1 HE MOAKITIYaNTE pe3epBHble ANCKM. CoOXpaHUTe CBeAEeHNSA O COBbITUN;
obellaHHbI He3HakoMLUEM felundpaTop v onnaTa He rapaHTUPYIOT BOCCTaHOBNEHWUS.

CeMenHbIX NNaH 4o 1 nocne NnpoucLecTBUs

MnaH fonxeH 6biTb KOPOTKUM: KOMY 3BOHWUTb, KaK CBA3aTbCA C 6aHKOM 1 OnepaTopoMm, rae
HaxoAMTCA 3alWMnLLEHHAA MHCTPYKLMA BOCCTaHOBNEHUS U pe3epBHble konun. OH AocTyneH 6e3
NOTEePAHHOIro TenedoHa, HO He COAEPXUT OTKPLITbIX Naponen n koaos. [JoroBopnTech 0 ABYX
naax ona noMoLwm Ha cnyyan HegoCTyNHOCTM NePBOro. Pas B pa3yMHbI MEPUOL NpOBepaAnTeE
aKTyanbHOCTb KOHTaKTOB 1 CNOCOBHOCTL BOCCTAHOBUTb HEBAXHbIN dans.

C pebEHKOM peneTmpyroT NPOCTYIO MPOCLOY: «MeHA Hanyranu B UHTepHETe, Nobydb CO MHOW». He
TpebyeTcd nepechinatb MUHTUMHbIE MaTepuarbl, My6IMYHO AOKa3biBaTb Cy4YMBLIEECH UMK
CHauvarna BbIMOMHUTb MOPYYEHKe WaHTaxncTa. B3pocbin mMoMOraeT OCTaHOBUTL AABNEHNE U
HanTU HY>XHbI KaHan. [Tocne TEXHNYEeCKNX AeNCTBUN O6CYANTE OAHY YNYULEHHYIO MPUBbIYUKY, a He
BEUHbIN 3anpeT Ha MHTepHeT. OWwnbkn pas3bupatoT 6e3 obellaHnn abCOoMOTHOW 3aLLUMThI.

BapuaHTbl AN YCTPOMUCTB

CHauana Bbi6epuTe NpaBunbHbIA KaHaNn MOMOLLM

1. BaHkoBckas onepaLms - CBOW BaHK Mo M3BECTHOMY KOHTaKTY.
2. AKKayHT - MOAOEPXKa Yepe3 CaMOCTOATENBHO OTKPbITbIV CEPBUC.
3. Homep - cBOV OMepaTop; YCTPOWCTBO - €ro NPOU3BOAUTENb UMW NPOBEPEHHbIN CreLManmcT.

4. TpeBora pebéHka - 6e3onacHbIV B3pOCbln 6e3 TpeboBaHWA CEKPETOB.

OrpaHunyeHns: BocctaHoBNEHWE 1 BO3BPAT HE rapaHTUPOBaHbI. YCNOBUA MPOBaviAepOB M OBCTOSATENbCTBA NPOUCLLECTBUS
pasnuuyaroTCcs.

CobepuTe nopssaoK AeNCTBUMN
1.B yqe6HoV1 CUTyaumm oTgenmTe CrioBa 3BOHALWET O OT BbIMOMHEHHbIX OEeNCTBUN.
2. CHavana OCTaHOBUTE KOHTaKT U BblbepuTe CPOYHYIO MOMOLLb MO GaKTy.

3. BblbepuTe 6e3onacHoe yCTPONCTBO, ECMNY BO3MOXEH YYXOW KOHTPO!b.
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4. CocTaBbTe 3annCb COBbITUN 6E3 CEKPETOB 1 MePCOHarbHbIX JOKYMEHTOB.
MpoBsepbTe cebsa

e fHe npupaBHMBaIO Nepexo K yCTaHOBKE.

e {1 3Hato NPUOPUTET CBA3N C HAHKOM.

e { He 3aKkpbIBato NOCNeaHUM 4OCTyn 6e3 pe3epsa.

e {MOry noMoub 6e3 06BUHEHUN.

e [lnaH gocTyneH 6e3 noTepsaHHOro yCTPOMUCTBA.

MpakTuka: PaccTaBbTe AenCTBUSI NOCNe nepeBoa

B yqe6HoM CUTyaunn OeHbrn y>xe OTrpaB/ieHbl. CocTaBbTe nopAnokK, B KOTOPOM CPpOYHaA NMOMOLLb
He OTK/agblBa€TCA.

YyebHbIn npumep. YenoBek NOHAN, YTO NEPEBEN BbIMbILLNEHHYIO CYMMY MOLLEHHUKY.
MNoJo3puTenbHbLIX MPOrpaMM Ha ero YCTPOWCTBE HET, BaHKOBCKMM KaHan MoOMOLLM N3BECTeH
3apaHee.

PacnonoxwuTe yeTblpe 4eNCTBUS OT NEPBOIro K nocneaHeMy. B peansHOM NponcluecTBum
obpallaTbCs B 6aHK HYXHO Cpas3y, He 3aBepLuUas 3TO YNpaxHeHWe.

e 1) MpekpaTuTb KOHTaKT U HEMEe[NEHHO 06PaTUTLCS B 6aHK Yepes oduULLManbHbIN KaHan
e 2) BbINONMHUTL yKasaHWs 6aHKa U noaaTb odULmMaibHoe 3adBieHne no onepawmm
e 3) COXpaHWTb KBUTAHLWMIO U Nepenimncky, 06paTuTbCs B MOMMLMIO

o 4) MpoBEpPUTL CBA3AHHbBIE aKKayHTbl M pa306paTb CXEMY C NMOMOLLBIO NMaMATKM
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BesonacHbin nopsaok

1. MpeKkpaTUTb KOHTaKT U HeMeaNeHHO 06paTUTLCS B 6aHK Yepes oduLIManbHbIN KaHan
2. BbInonHUTb yKasaHusa 6aHka 1 noaaTe oduLmanbHOe 3asBeHMe No onepaLmm
3. COXpaHWTb KBUTAHLLMIO U MEPenmncKy, 06paTUTbCS B MOULLMIO

4. HpOBepVITb CBA3aHHbIE aKKayHTbI U pa306paTb CXeMy C MOMOLLBIO MaMATKHN

v TpekpaTnTb KOHTaKT U HeMeANeHHO 06paTUTLCS B 6aHK Yepes oduLIManbHbI KaHarm. OTO NepBbln MPUOPUTET:

BbICTPO COOBLLUMTL 06 ONepaLLMm 1 MPOBEPUTL BO3MOXHOCTb €€ OCTaHOBKM, a TakxXe 3aluMTy AOCTyna.

v BbIMOMHUTL yKasaHus 6aHka 1 nofaTh oduLmManbHoOe 3asgBreHre no onepauun. 3apukcupymnTe obpalleHne u

cnenyvTe npoLeaype 6aHka Kak MOXHO CKopee. He xaunTe, Moka MOLUEHHUK OTBETHT.

v COXpaHWTb KBUTaHLIMIO M MEPEenmnCKy, 06paTUTLCS B MOAULLMIO. [loka3aTenbCTBa U 3asiBNEHME HyXHbl Mocne
Heme[1IeHHOW CBSI3M C 6aHKOM; CHOP MaeanbHOro KOMMIeKTa He AOMKEH 3aAePXMBaTb NEPBbIA 3BOHOK.

v MNpoBepUTb CBSI3aHHbIE akKayHTbl M pa306paTh CXeMy C MOMOLLbKO NaMATKN. MpodunakTnyeckunii pa3éop
nomoraeT no3xe. OH He AOMKEH OTHUMATb MUHYTbI O 06PALLEHNS 338 CPOYHOW MOMOLLIO.

MNepBoe fencTame - 6aHk. 3aTeM opuLmanbHas GUKCaLMA M [OKa3aTENbCTBa, a 0by4YeHWe 1 HACTporKa
NPOPUNAKTUKM - MOCNE CPOUHbIX MeP. HEKOTOpble AENCTBUA MOXHO BbINOMHATL NapanienbHoO C LOBEPEHHbIM
MOMOLLHNKOM.

CamonpoBepka

OTBETbTE, 3aTEM CBEPbTECH C OObACHEHNAMU. HECKOMBKO NPaBU/IbHbIX OTBETOB OTMEYEHbI B
ycnosuun. B PDF oTBeTbl MpuBeAeHbl Cpa3y Nocrne Kaxaoro Bonpoca.

1. Bbl TONbKO OTKPbIIM NOAO3PUTENBHYIO CTPaHWULLY, HUYEro HE BBOAWM U HE YCTaHaBNMBaW.

YT1o penartb?

Bbibepute oanH BapuaHT.
o 1) Cpasy 3asBu1Tb, YTO BCE aKKayHTbl B3TOMaHbI
e 2) 3aKpbiTb CTPAHMWLLY, MPOBEPUTb 3arpy3Kku 1 paspeLleHuns, HabnoaaTb 3a COBbITUAMM

e 3) BbINOMHUTb BCE, YTO MPENOXMT BCM/IbIBAKOLWASA «MOMOLLb»

OTBeT: 2.
1) Mo aToMy (hakTy HENb3s A0KA3aTb B3/IOM.

2) OencTaus BbIGUPAIOT M0 TOMY, UTO pearibHO NPOU30LLIIO.
3) OTO MOXeT NPOAOXNTL OBMaH.

CHavana oToenute nepexon ot BBOAa CeKpeToB U YCTaHOBKM NPOrpaMMbl.
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2. Maponb BBeAéH Ha YyXKoM caunTe. Kakoe gencTene HyxHo?

Bbibepute oanH BapuaHT.
o 1) C 6e30MacHOro yCTponcTBa CMEHUTb €0 B HACTOSLLEM CEPBICE M MPOBEPUTL CEaHCHI
o 2)XpgaTb NoaTBepXAEeHVA OT aBTopa CTPaHMLbI

e 3) 3aKpbiTb BKIAAKY ¥ CYMTATb NMaposib aBTOMATUYECKM OTO3BAHHbIM

OTBerT: 1.
1) Mapornb cnefyeT cunTaTh PACKPbITbIM; NMPOBEPbTE TaKXe CBSA3aHHbIE CNOCo6bl AOCTYMa.

2) 3TO CoXpaHsieT BpeMst A1 UCMOMNb30BaHKsA PacKpbITOro napons.
3) 3aKpbiThE CTPaHULLBI HE MEHSIET YyXXe NepefaHHble CBeeHVS.

MeHsiTe pacKpbIThIM Maposib OdULLMAMIBHBIM MY TEM U MPOBEPLTE MOBTOPHOE UCMOMb30BaHME.

3.Mocne ycTaHOBKN HEM3BECTHOIO MPUMOXEHUS YXKe OTKPbIT 6aHK. Kak 6e3onacHee
obpallaTbcs 3a NOMOLLbIO?

BbibepuTe 0amH BapuaHT.
e 1) MpoOomkMTb OBLLEHME Yepes YCTaHOBNIEHHOE MPUTOXEHNE
e 2) [laTb TOMY Xe «MacTepy» eLlE 60/bLie paspeLleHmit

e 3) OCTaHOBUTbL B3aMMOAENCTBME 1 CBA3ATLCS C HaHKOM C OTAENBHOro 6830MacHOro
yCTponcTBa

OTBeT: 3.
1) MoTeHWmanbHbI HabnAaTeNb COXPaHUT AOCTYM K BALLMM AEUCTBUAM.

2) 3TO MOXET YCUMWUTb KOHTPOSTb MOCTOPOHHETO.
3) CHavana Hy>eH KaHas MOMOLLM BHE MOTEHLLMANbHO KOHTPOIMPYEMOro YCTPONCTBA.

Mpv NOLO3PEHNN Ha YAANEHHbIN LOCTYMN HE BBOAMTE HOBbIE CEKPETHI HA TOM e YCTPOMCTRE.
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4. [leHbru yxxe nepeseaeHbl MOLWEHHUKY. YTO AenaTb B nepByto ouepenb?

Bbibepute oanH BapuaHT.

o 1) Kak MOXHO CKOpee CBA3aTbCs CO CBOMM 6aHKOM Mo oduLIManbHOMY KaHarmy

o 2) CHauana 3aKOHYMTb BECb KYpC

o 3) OnNnaTuTb «yCryri BO3BpaTa» YENoBEKY M3 NMUYHbLIX COOBLLEHM

OTBerT: 1.
1) BaHK [OMKeH y3HaTb O COBbITUM 63 3aepPXKM; BO3BPAT HE rapaHTUPOBaH.

2) Yuéba He [oMKHa 3aaepX1BaTh ObpalleHme.
3) MNocne NponCLIECTBUSA BO3MOXEH NMOBTOPHbIN O6MaH.

He 3anepxuBaiiTe CBA3b C 6aHKOM paav c6opa naeanbHOro OTUYETa.

5. Kak noaaepxatb 61M3Koro nocne owmokn?

BbibepuTe 0MH BapuaHT.

e 1) MoTpeboBaTb BCe Maponu 1 Ny6nmndHbIN pacckas

e 2) CNOKOWMHO BbISICHUTb CAeNaHHble AENCTBUS U BMECTE Bbl6paTb NOMOLLb

o 3) 3anpeTuTb pacckasbiBaTb O NMPOUCLIECTBUM

OTtBeT: 2.
1) 3T pacKpbiBAET CEKPETHI M YCUIMBAET CThif.

2) ®aKTbl MO3BONSAIOT BbI6PATh HYXHYIO MAMATKY 683 06BUHEHWIA.
3) M3onaumsa MelaeT OCTaHOBUTb BPea U MOMyYUTh MOMOLLb.

HauHuTe C noaaepXku, 3aTeM CNpocUTe O AeNCTBUAX 6e3 TpeboBaHWS CEKPETOB.

MpooonknTb obyyeHue

e 06.lloTepan nnu ykpanu tenedoH

e 07.OTKpbIN NOO03PUTENBHYIO CChINKY

e (8. BBén naponb Ha YyxoM canTte

e 09.[llepenan ko nnu NOATBEPANI YYXOW BXO

e 10. YcTaHOBWM NPUNOXEHWE W fan yaanéHHbi 4OCTYN
e 11.lMponana cBA3b: BO3MOXHasa npobnema c SIM

e 12. KoMnbtoTep 3ab6n10okMpoBaH 1nu Gannsl 3awmdpoBaHbl

e 13.TlepeBén AeHbr1 MOLEHHNKaM
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e 16. PebéHka 3anyrmeatoT UM WaHTaxupyoT

e 20.CeMenHbIV NnaH 3aWwmTbl 1 BOCCTaHOBNEHMA

OTKPbITb YROK Ha canTe
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Pa36opbl cxeM U yuebHble npuMepbl

NonesHbi dpann c HeoXMaaHHOW YCTaHOBKOM

OduLmanbHO onvcaHHasa cxema - Bepcus 1.0 - PegakuvoHHas nposepka: 2026-10-26

BaHk Poccun npeaynpexnaeT o BpeAOHOCHbIX BNOXeHWAX. Pa3bupaem cxemy 6e3
NPEANONOXEHNN O KOHKPETHOM 3apaxeHuu.

YTOo NnoaTBEpPXAEHO

e [lpenynpexaeHue onybnmkosaHo 27 dpespand 2026 roga.

e BkauecTBe npvMaHKu onmncaHbl None3Hble MaTepuarnsl U MPOrpaMmbl.

e VICTOYHMK He yCTaHaBNMBaET UCXO4 ANA Kaxaoro nonyyartensa danna.
NMocnenosaTenbHOCTb

1. B nepenucke noasngeTcs obellaHve none3Horo Matepuana.

2. MNony4yaTensa y6exnaloT OTKPbITb BOXEHME.

3. B onacHoM BapwuaHTe 3anyckaeTcs BpeJOHOCHasa NporpamMMa.
Ha yém cTpouTca naBneHue

e [lonb3anpepnaraeTtca boicTpee, YeM AaETCA BO3MOXHOCTb NMPOBEPUTHL MPOUCXOXAEHME.

e [IpMBbIYHBIV 3HAYOK Qarnna NOAMEHAET NPOBEPKY ero Ha3HauYeHUs.

He 3anyckaTb HEOXnOaHHOE BNOXEHWE; HYXXHbI MaTepUan HanTW y U3BECTHOMO M3gaTens
CaMOCTOATENBLHO.

HesaBucuMas npoBepka

e YTOUHUTH Yy OTrpaBUTENA Yepe3 paHee N3BECTHbIN KOHTAKT, YTO MIMEHHO OH npuncnan.

e Ecnvnporpamma yxe ycTaHOBMEHa, MCNONb30BaTb OTAEMbHOE 6e30MnacHoe YCTPOMCTBO ANA
CBA3M C BAHKOM M MOAOEPXKKOWN.

LLIkonbHbIN npepnoru Tp660BaHMe XpaHUTb CEKpeT

OduupmansbHO onncaHHas cxema - Bepcua 1.0 - PegakumoHHas nposepka: 2026-10-26

OdvumanbHoe NpeaynpexaeHve O NoMbITKE BbIMAHWUTL KOA MOA WKOMbHLIM MPeanorom. 31o
CXeMa, a He UCTOPMSI KOHKPETHOIO YYeHWKa.

YTOo NnoaTBEpPXAEHO

e [lybnukaumsa oeTckoro oMbyacMeHa gatuposaHa 20 maa 2026 roga.

e BnpenynpexaeHun WKOMbHbIN MOBOA CMEHSIETCH 3anyrmBaHMeM U TpeboBaHMEM MONYaTb.
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NocnepoBaTenbHOCTb

1. He3HakoMbIVi cobecejHMK CChINMaeTCA Ha WKONbHYO 3a4auvy.
2. MNosBnseTcd npocbba Ha3BaTb KOA.

3. [aBneHwve YCHUnnBaeTCd yrpo3amMu 1 3arnpeTom O6paLLl,aTbCF| K 6IIN3KNM.

Ha yém cTpouTca naBneHue
e OnaceHve NoABECTY LWKONY.
e ABTOPUTET BbIMbILLIEHHOMO COTPYAHMKA.

e W3onaumns pebéHka oT NOMOLLM.

OcTaHOoBWTb 0BLLIEHNE N 0BPaTUTLCHA K 6E30MaCHOMY B3POCIOMY; Y4ebHbIN BOMPOC
NpOBEPUTL Yepe3 3HAKOMOIO YUUTENS.

He3aBucuMaa npoBepka

e lcnonb3oBaTb M3BECTHbIN KOHTAKT LUKOSbI, @ HE HOMeEpP 13 COOBLLEHMSA.

o BSpOCﬂOMy Ha4daTb CO C/oB NoAAEPXKN N HE Tpe6OBaTb I'IY6I'IW—IHOFO rnepeckasa.

3apaboToK 3a Ucrnonb3oBaHMeE CBOEU KapThl

OduupmanbHO onncaHHas cxema - Bepcua 1.0 - PegakumoHHas nposepka: 2026-10-26

BaHk Poccum onmcbiBaeT pyUCK BOBMEYEHNS MOAPOCTKOB B YyXMNe AEHEXHbIE OnepaLmm. YUe6HbIN
pa36op NOMOraeT pacno3HaTb Takoe NpeanoxXeHve.

YTo noaTBepXaAeHo

e MaTepwuan peryngropa onybnukosaH 19 ceHTa6pa 2025 roga.

e PaccMaTpuBaloTCd cueTa KIMeHTOB 14-18 nerT.

e /HavBuAayanbHble CyMMbI, HaKa3aHWsa M MCXOAbl 34eCb He yTBepXaatoTCs.
MNocnenosaTenbHOCTb

1. ObellLatoT Nerkoe BO3HarpaxaeHue.

2. MNpocAaAT NpeaoCTaBUTb KapTy, AOCTYM K CYETY NMO0 BbIMOMHUTL YyXXOW MEPEBOA.
3. Yepes NnyHbI CYET NPOXOOAT CpeacTBa HEM3BECTHOMO NPOUCXOXAEHMUS.
Ha yém cTpouTca naBneHue

e (Ob6eLllaHne NpocToTHI.

e YroBop He 06CyXaaTb NPOUCXOXAEHWNE OeHer.

o [lpencrtaBneHune Yyxux onepauuin kak 06bl4HOM MOAPaboTKM.
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OTkazaTbCs OT nepefnaydn oocTtyna un onepaumm B MHTEpEeCaxX HEN3BECTHbIX NTULL; €CNA
ydyacTme yxe HadanocCb, HeMeaneHHO CBA3aTbCA CO CBOUM BaHKOM.

HesaBncuMasn nposepka
e O6CyOuTb NPEeOnoXeHne C JOBEPEHHbBIM B3POCIbIM.

e [IpoBepuTb paboTomgaTtend n ycnosusa 6e3 npefoCTaBneHusa KapTbl U KOOOB.
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UTorosaa caMmonpoBepkKa

20 cuTyauum on§a 3akpenneHus
OTBeTbLTE, 3aTEM CBepbTECH C 06bACHEHNAMN. HECKONBKO NnpaBWUlbHbIX OTBETOB OTMEYEHbI B

ycnosuu. B PDF oTBeThl MpmBeAeHbl Cpa3y Nocne Kaxaoro Bonpoca.

1. B 0OAHOM 3BOHKE Bac NepEeEK/IoYalOT U3 «4OCTaBKM» B «NONULUIO». YTO Nydlue caenatb?

BbibepuTe 0MH BapuaHT.

o 1) CaMOCTOATENbHO 3aBEPLLNTDL LLENOYKY M MPOBEPUTL O6paLleHne Yepes M3BECTHbIN KaHan
e 2) CuMTaTb YUCMO YYACTHNKOB AOKA3aTENbCTBOM

o 3) CoOBLNTL KOAbI MOCNEAHEMY YUYACTHMKY

OTBeT: 1.
1) HeckornbKo rofocoB MOryT 6biTb OAHVM CLIEHAPUEM; HyXHa OTAeNbHas NpoBepKa.

2) KonnuecTso cobeceaHNKOB He NMOATBEPXAAET UX MOTHOMOUMS.
3) HoBbI rOMOC He MonyyaeT npasa Ha CeKpPeThI.

MpoBepka BHe 3BOHKa BaxHee y6eanTenbHOM LLenoYku pone.

2. Bapocnbin o6ellaeT pe6EHKY NnoaapokK 3a TanHoe nopyyeHue. YTto BbibpaTb?

BbibepuTe 0MH BapuaHT.
e 1) BbINONHWTB, pas yrpos HeT
e 2) OCTaHOBUTBLCA M pacckasaTb 6€30MacHOMY B3POCTTOMY

o 3) CnpocuTb Yy HE3HAKOMLLA, MOXHO /11 eMy A0BEPSATH

OTBeT: 2.
1) ObeLLaHme Bbirodbl TOXE MOXET CO3[aBaTb AaBMNEHNE.

2) PE6EHKY He HYXHO CaMOCTOATENbHO MPOBEPATL ONACHOE MopyYeHHe.
3) Takom OTBET He ABMNAETCH HE3aBMCHMOW MPOBEPKOMN.
KntoueBow HaBbIK: 3Ty CUTYaLMIO HY>HO pa3obpaTh 40 YBEPEHHOrO OTBeTa.

Pa3birpanTe obpalleHme 3a NOMOLLbIO 6e3 peanbHOro 3a4aHus.
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3. Maponb Mara3nHa pacKpbIT; TakoW Xxe CTOUT Ha nouTe. YTo HyXHO?

Bbibepute oanH BapuaHT.

o 1) CMeHUTb 06a Ha pa3Hble YHUKarbHbIE, HauMHasA C BaXHbIX akKayHTOB
e 2) CMEHUTb TOMbKO UM MNOMb30BaTeNsd Mara3mHa

e 3) [JoGaBUTb OOMH M TOT e 3HaK B KOHeL, 060X

OTBerT: 1.

1) MOBTOPHbI MAPO/b CBA3bIBAET NOCNEACTBUS ABYX CEPBUCOB.

2) 3TO He OT3bIBAET U3BECTHbIM NaPOsIb MOYTHI.
3) Mpenckasyemoe N3MeHeHMe CoXpaHAeT OBLLMIA WaBIOH.

MpoBepbTe, e packpbiTbii AP0 MOBTOPSNCS.

4. MeHepxep naponen yctaHoBneH. Yto eweé Heo6xoammo?

BbibepuTe 0MH BapuaHT.

o 1) Cpasy yoanuTb BCe pe3epBHble CNocobbl
o 2) 3alUMTUTb XPaHWUMLLE U NOArOTOBUTL HE3ABMCUMOE BOCCTaHOBIIEHME

e 3) OTNpaBuUTbL MNaBHbIM NapPOsib CEMENHOMY YaTy

OTBeT: 2.
1) MOXHO NOTEpsTb AOCTYM K CAMOMY XPaHUULLY.

2) OavH MHCTPYMEHT HE OTMEHAET 6I'IOKl/IpOBKy YCTpOlZCTBa M nnaH BOCCTaHOBNEHUA.
3) YaT He aB9eTCa NoAXOASLWLMM OTKPbITbIM XpaHUNLLEM ITaBHOIO CeKpeTa.

MpoBepbTE 3aLLMTY Y BOCCTAHOBIIEHWE CaMOro MeHeaXepa.
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5. Mpuwén kop 6e3 Balwero 3anpoca, 3aTeM 3BOHUT «OWNBUBLUMIACA abOHEHT». YTo aenaTtb?

Bbibepute oanH BapuaHT.
e 1) MepecnaTb kof: 3TO ero oLmbKa
e 2)HenepepnaBaTb M NPOBEPUTH CEPBUC HE3ABUCKMO

 3) HassaTb ko[ nocre obeLlaHnsa yaaniTb

OTtBeT: 2.
1) Kog MoxeT noaTeepxaaTb AENCTBME C BallMM HOMEPOM UM aKKaYHTOM.

2) Yyxoe 06bACHEHWE HEe MEHSIET Ha3HauYeHWs cekpeTa.
3) ObellaHre He 0T3bIBAET MOMyYEHHYIO BO3MOXHOCTb.
KnioueBow HaBbIK: 3Ty CUTYaLLMIO HYXXHO pa3obpaTh O YBEPEHHOrO OTBETA.

He nepepnaBaiite HeoxXuaaHHble KOAbl PYrUM MOLAM.

6. Bbl camu Hauanu Bxo Ha CBOEM KoMMnbiloTepe. Korga aonycTtMMo noaTeepaAnTb 3anpoc?

BbibepuTe oanH BapuaHT.
1) Korga coBnagatoT CepBucC, AeVCTBUE 1 Balle HamepeHve
e 2) Mpu noboM 3anpoce Ha TenepoH

 3) Mocne npocbbbl HEM3BECTHOMO NMOMOLLHWKA

OTBerT: 1.
1) HonTBepxneHme OO/MKHO OTHOCUTBCA K BalleMy KOHKPETHOMY BXOAY.

2) MiHaye MOXHO paspeLLmnTb Yy>Ko AOCTyn.
3) Mpocbba He NoATBEPXAaeT MPOUCXOXAEHME BXOAA.

CeepbTe AevcTBre A0 NOATBEPXKAEHUS.

learn.ivan-it.net - Bepcus 1.0 64 /77



Lindposas wkona - MeaH tOpbeBuny - LiBeTHas Bepcus

7. CTapblit TenepoH oCcTaéTcs €eAMHCTBEHHbIM BOLIEAWNM YCTPOUCTBOM. Kak MEHSITb 3aumTy?

Bbibepute oanH BapuaHT.
e 1) CHayana BbliTM U3 HEro

e 2) CHauyana npoBepuTb KOHTaKTbl BOCCTAHOBNEHMS 1 HOBBIV CMOCO6 BXOAA

o 3) YOoanuTb akkayHT

OTtBeT: 2.

1) Bbl puCkyeTe NoTepsaTb paboumni Ny Ts yrpasneHus.
2) CoxpaHEHHbI CeaHc NMomoraeT NoAroToBWUTb 6e30MacHY0 3aMeHY.
3) OTo HeOBpPaTNMO MEHSIET 3afady 1 He ABNASTCA HAaCTPOMKOM 3aLLUMTHI.

He YHVI‘-ITO>Kal;ITe nocnegHnm OOCTYyn OO NOoAroTOBKM BOCCTaHOBIIEHUA.

8. B yuebHoM appece https://example.org.verify.invalid/help koMy npuHaanexuT uma xocta?

BbibepuTe 0MH BapuaHT.
e 1) example.org
o 2) verify.invalid

e 3) OpraHu3aLmm c 1oroTvna CTpaHmLb

OTtBeT: 2.
1) OTa yacTb 9BNSETCH NOALOMEHOM YYy>XOro XocTa.

2) MpaBas 3HauMMas YaCTb UMEHM yKa3biBaeT Ha y4ebHbI JoMeH verify.invalid.
3) NoroTvn KonupyeTcs v He onpeaenseT BhaaensLa agpeca.

MpoBepsTe agpec OTAENbHO OT OroTuna.
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9. CtpaHuua nmeet HTTPS 1 npocuT napornb «Ans Bo3BpaTa 4OCTaBKU». YTO BbI6paTb?

Bbibepute oanH BapuaHT.
o 1) JoBepuTbCs WNdPOBAHMIO
e 2) BBecTu naponb TONbKO OAMH pa3

o 3) MpoBepuUTL 3aKa3 Yepe3 CaMOCTOSATENBHO OTKPbITbIN CEPBUC

OTBerT: 3.
1) HTTPS He noaTBepxaaeT Liesb 3anpoca.

2) OanH BBOZ YXe PacKpblBaeT CEKpeT.
3) HezaBMCHMbIN MyTb UCKTI0YaET HEOB6XOAMMOCTb A0BEPSATL NOAAENbHOM GOpME.

MpoBepsanTe CaM 3aKka3 U Heobx0ANMOE AeNCTBUE.

10. Buaeo 3HaKoMOro NPOCUT CPOYHO OAOMKUTb AEHBIM U HUKOMY He 3BOHUTb. YTo caenatb?

BbibepuTe 0MH BapuaHT.
o 1) MepeBecTu, pas BUOHO NMLO
e 2) MpoBepuUTh Yepes paHee N3BECTHbIN KOHTaKT

o 3) OTnpaBuTb KapTy Ha NPOBEPKY

OTtBeT: 2.

1) M306paxeHue He 3aMeHsIET MPOBEPKY MNPOCLObI 1 0BCTOATENBCTB.
2) OTaenbHasa CBA3b HyXHa gaxe npu ybeauTensHoM Meama.
3) OTO packpblBaeT NnaTéxHble CBeaeHUs.

MNpoBepsanTe NPOCHOLI O AeHbrax He3aBNCUMO OT PopMaTa COOBLLEHNS.

learn.ivan-it.net - Bepcus 1.0 66 /77



Lindposas wkona - MeaH tOpbeBuny - LiBeTHas Bepcus

11. JOKyMeHT TpebyeT BKIIOUNTb [OMNOMHUTENbHbIE UCTONTHSIEMbIE BO3MOXHOCTU A/151 UTEHUS.
Yto 6e30nacHee?

BbibepuTe 0amH BapuaHT.

e 1) OTKa3aTbCA M YTOUHWUTL Y M3BECTHOrO OTNpaBuTeNs 6e3onacHbIin popmat

o 2) OTKNIOUMTb 3aLWNTY HaBCeraa

e 3) 3anycTuTb Ha paboyeM KOMMbIOTEPE BMECTO [JOMaLLHEr0

OTBerT: 1.
1) O6blyHOE YTEeHUE He OOJ/TXKHO aBTOMaTUYEeCKN I'IpeBpaLLI.aTbCFl B 3aI'IYCK NPUCaHHOro Koaa.

2) 3710 yBENMUMBaEeT pUCK 63 NPOBEPKM MPOMCXOXAeH! daina.
3) CMeHa Bnafernbla yCTponcTBa He AenaeT dain 6e30mMacHbIM.

He obxoouTe npenynpexnoeHnda paam HeOXnaoaHHOr o BNOXeHNA.

12. YTo noaroToBUTbL Ha cny4an NnoTepu TenedoHa? BoibepuTe BCe noaxoaswme.

BbibepuTe BCe noaxosiume BapuaHThl.
e 1) Cnocob cBsa3M C onepaTopoM 1 JOCTYN K akkayHTy C APYyroro yCTpOoMCTBa
o 2) EAMHCTBEHHYIO KOMMIO KOAOB B ranepee noTepsiHHoro TenepoHa

o 3) MpoBepeHHble pe3epBHbIe CNOCOBbI BXOAa W KOMUM BaXHbIX (hainos

OTtBerT: 1, 3.
1) TenedoH, SIM v akkayHT TPE6yIOT OTAEbHbIX AENCTBMI.

2) Takas KOst MOXET 0Ka3aTbCs HeJOCTYMHOM BMECTE C TeNedOHOM.
3) BoccTaHoBMEHVE AOCTYMA U BOCCTAHOBMEHWE AaHHBIX - Pa3Hble 3a4aun.

Pa3nenuTe nnaH Ana yCTPOWCTBa, HOMEpPa, akkayHTOB 1 Gannos.
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13. YMHbIN TeneBu3op He TpebyeT AocTyna K BawmM AoKyMeHTaM. Kak ero noakntoyatb goma?

Bbibepute oanH BapuaHT.
e 1) Mo BO3MOXHOCTW B FOCTEBYIO UMW BblAENEHHYIO CETb C 0BHOBNEHMAMM
o 2) OTKpbITb yNpaBneH1e POoyTEPOM /1S BCEro MHTEPHETA

o 3) CoOBLINTL EMY IMaBHbIA MaAPOsb MNOYTHI

OTeeT: 1.
1) PaspeneHune yMeHbLIaeT HEHYXHbI OCTYM K APYrvM yCTPOUCTBAM.

2) 310 N06aBNAET PUCK YNPaBNeHWs JOMaLLHEN CETbIO.
3) Takom CekpeT He HyXeH A9 06bIYHOr0 CeTEBOro NOAKMOUEHMS.

BblgaBante YCTpOl;ICTBaM TONbKO HEOBXOANMbIE BO3MOXHOCTM.

14. Bbl cobupaeTech BPYUYHYIO yAanuTb CUHXPOHU3UpPOBaHHble GOTo nepepn npoaaxeu iPhone.
UTo yuectb?

BbibepuTe 0amH BapuaHT.
1) YoaneHue MOXeT pacnpoCTPaHUTLCA Ha 0611aKo U Apyrie yCTPOoMCTBa
o 2) O6nako BCceraa XxpaHuT BeYHYIO OTAENbHYIO KOMMIO

o 3) YoaneHwve GOTO CTMpaeT BCe akkayHTbi 1 SIM

OTBerT: 1.
1) CHayana nposepbTe NEPEHOC 1 CreaynTe NpoLeaype nepenayun npon3soamTENs.

2) CUHXPOHM3ALMS MOXET NMOBTOPUTD YAaNEHeE.
3) OTO pasHble fAaHHbIE U NMPoLLEeaypbl.

OTnnyanTe CUHXPOHU3aLMIO OT PE3EPBHON KOMUN.
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15. BaM npucnanu «yaoctoesepeHue LIB» n pekBU3nTbl ANA cnaceHus c6epexeHnn. Yto nenatb?

Bbibepute oanH BapuaHT.
e 1) He nepeBoanTb 1 CBA3ATHCA CO CBOMM 6aHKOM CaMOCTOATENbHO
e 2) BbINOMHUTBL NOCHE BUOEO3BOHKA

o 3) 3aHaTb AeHbIM Ana nepesoaa

OTBerT: 1.
1) IOKyMEHT 13 TOrO e pa3roBopa He NOATBEPXAAET 3alUMTHbIN NepeBol.

2) B1eo Toxe He yAOCTOBEPSET NOHOMOUMS Ha TaKyto OnepaLmio.
3) Kpeamt yBenuumnT BO3MOXHbIN yiLep6.
KntoueBoW HaBbIK: 3TY CUTYaLMIO HYXHO pa3obpaTb 40 yBEPEHHOrO OTBETA.

Pa3bepuTe cxeMy «6e30nacHOro CYéTa» 1 He3aBUCUMbIM KOHTaKT 6aHKa.

16. 3a noapaboTKy NPpOCAT NPMHMUMAaTb YyXXue nepeBobl U OCTaBNATb NPOLLEHT. Kak nocTynuTb?

BbibepuTe oanH BapuaHT.
1) Cornacutbcs 6e3 MMCbMEHHOro JOroBopa
o 2) OTKa3aTbCs; ECMNM yXe y4acTBOBaNM, 06paTUTbCA B CBOM 6aHK 1 3@ NMOMOLLbIO

e 3) PasgenuTb nepeBo/bl Ha ManeHbKme

OTtBeT: 2.
1) I‘Ipomcxox,ueHme aeHer v uenb onepaumm OCTaKTCA HEN3BECTHbIMW.

2) NNYHbIN CYET He cnedyeT OTAaBaThb AN YyXnX GYHAHCOBbIX MOTOKOB.
3) OTO He yCTpaHsAeT PUCK U MOXET yXYALIMTb CUTYaLMIO.

O6bluHas paboTa He TpebyeT MacK1poBaThb YyXune ornepaLm IMYHbIM CHETOM.
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17. YBegpoMmneHue obellaeT BO3BpaT AEHEr nocrne «npoBepoyYyHoro cnmcaHus». Kak nposeputb?

Bbibepute oanH BapuaHT.

o 1) OTKPbITb 3aKa3 UM 6aHK CAMOCTOATENbHO Y YTOUHUTb ObULLMAMIBHbIN MOPAOOK
e 2) BbINOMHUTB HEBOMBLLOM NNaTEX

o 3) Mepenatb KO MOMOLLHUKY

OTBerT: 1.

1) Bo3BpaT Hy>HO MPOBEPSATH MO pearnbHOM orepaLyin BHe NPUCNaHHOMO CLEHapUs.
2) MpoBEPOUHbIN NepeBoa He NoATBEePXAaeT BO3BPAT.
3) Koa MOXeT paspeLnTb CrvcaH1e Uim BXoA.

He onnauvBanTe obellaHme BEpHYTb AEHbMN.

18. Bbl coo6wmnu koa v yBuaenu 4yxon sxoa. Kakme nencteus HyXHbl? BoibepuTte Bce
noaxopsiume.

BbibepuTe BCe noaxosiume BapuaHThl.

e 1) MpoBepuTb OpMLManbHbIN akkayHT C 6e30MacHOro YCTPOWMCTBA 1 0TO3BaThb
noAO03pUTENbHbIV JOCTYM

e 2) CumTaTb CMeHy 060€eB OCTATOYHOM 3aLLUMTON

» 3) Ecnukof kacancs 6aHka - cpasy CBA3aTbCs C 6aHKOM

OTBeT: 1, 3.
1) Hy>HO OCTaHOBUTL LOCTYM U MPOBEPUTH U3MEHEHHbIE HACTPOVKU.

2) OHa He BNUAET Ha CeaHCbl 1 NOATBEPXAEHUS.
3) PVMHaAHCOBYIO MOMOLLb HEMb3S OTKMaAbIBATL PaaM OCTaNbHbLIX HACTPOEK.
KntoueBow HaBbIK: 3Ty CUTYaLMIO HY>HO pa306paTh 40 YBEPEHHOrO OTBeTa.

OnpepennTe, YTO UMEHHO NOATBEPXAAN KOA, ¥ BbIGEPUTE MOMOLLb MO 3TOMY CEPBUCY.
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19.Y 6nu13koro nocne ycTaHOBKM «MOMOLLHUKa» ABUraeTCcA ykasaTtenb. Yto 6e3onacHee?

Bbibepute oanH BapuaHT.
e 1) M3on1poBaTb NOA03pUTENBHOE YCTPOMCTBO OT CETU M 06paLLaTbCA 3a MOMOLLBIO C APYroro
o 2) OTKpbITb Ha HEM BCe 6GaHKOBCKME NPUMOXEHNA NS MPOBEPKM

e 3) daTb HOBbIN KO MOAKIIOYEHNS TOMY XE MacTepy

OTBerT: 1.
1) Hy>HO npepBaTh BO3MOXHOE YNpaBeHWe v MoMyYnTb HE3aBUCHMbIN KaHar.

2) 3TO MOXET MoKa3aTb AaHHbIE MOCTOPOHHEMY.
3) Tak MOXHO BO306HOBWTb Yy>KOW JOCTYT.

He MeHsInTe CekpeThl Ha YCTPOUCTBE C BO3MOXHbIM YAANEHHBIM KOHTPOMEM.

20. Kak BbiIrnaanT none3Hbi ceMenHbIN nnaH?

BbibepuTe 0MH BapuaHT.
e 1) KOHTaKTbl MOMOLLK, NOPAO0K NEPBbIX AENCTBUI 1 NMPOBEPEHHOE MECTO PE3EPBOB
o 2) ObellaHne HUKOrAa He OWn6aThCs

 3) 3anpeT pacckasbiBaTb 06 OWNGKaxX

OTBeT: 1.
1) MnaH aomxeH paboTaTb 6€3 PacKpbITUA CEKPETOB U 63 NMOTEPAHHOr 0 TenedoHa.

2) OHO He NoMoraeT AeNCTBOBaTb NPy MPOUCLIECTBUN.
3) Takom 3anpeT 3aaepXmBaeT NOMOLLb.

CocTaBbTe KOPOTKMM M1aH 1 CNOKOWHO MPOBEPbTE ero y4ebHOoW CUTyaLmen.
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MCTOYHUKN N PEOAKUMNOHHBIE OFPAHUYEHUA

[MpoBepaUTE NO NEePBOUCTOUYHUKY

KaHarbl, BO3MOXHOCTW 1 Ha3BaHWS pa3aenoB MOryT U3MEHATLCH. MaTepuanbl MOMOoratoT BblbpaTh
[IENCTBUE, HO HE rapaHTMPYIOT BOCCTAHOBIEHNE akKkayHTa, BO3BPaT AEHEr UK OTCYTCTBME PUCKa.
Mpw AeHEXHOM NponCLIECTBUKN ObpaLLanTech B 6aHK cpasy.

1. MBJ Poccuu - MBAl Meauma. MpoBepka NoANMHHOCTHU cooblleHuni oT uMeHu Mocycnyr

https:/mvdmedia.ru/news/ofitsialnyy-predstavitel/mvd-rossii-napominaet-o-neobkhodimosti-proveryat-podlinnost-
soobshcheniy-ot-imeni-portala-gosuslug/

CogaepxaHuve nposepeHo - 2026-10-26 - MNybnvkaumsa: 2026-02-12

MB[ onvcbiBaeT noanenbHbie yBeAOMTEHNS O B3/TOME 1 PEKOMEHOYeT NPOBEPATL COObITUA B CAMOCTOATENBHO
OTKPbITOM JIMYHOM KabuHeTe.

OrpaHuyeHuns: 3T1o npenynpexneHne o Cxeme, a He [oKas3aTeNbCTBO B3/IOMa KOHKPETHOro Yenoseka. O603HauveHne
OTMNpPaBUTENA CaMo Mo cebe He yOoCTOBEPAET COOBLLEHNE; MePEYHIN KaHaroB MOryT MEHATLCS.

2. BaHk Poccun. BpeaoHoCHbIe daitnbl no BUAOM None3HbiX MaTepuanos

https://www.cbr.ru/information_ security/pmp/typical_fraudulent schemes/27022026/

CopepxaHue nposepeHo - 2026-10-26 - MNMybnvkauuna: 2026-02-27
OduLmanbHO onmncaHa pacchlnika BpeOHOCHbIX Garnios, 3aMacKMPOBaHHbIX MO KHUMM 1 MPOrpaMMmbl.

OrpanunyeHna: O606LLEHHas cxema 63 MCCneaoBaHNsa KOHKPETHOro yCTponcTaa. OTKPbITas CCbifika, CKadaHHbIv Gann u
YCTaHOBMNEHHasA NporpaMma - pasHble COBbITUSA; 3apaxeHne Henb3d YyCTaHaBNMBaTbL 3a04HO.

3. YNOnMHOMOYEHHbIN npv Npe3ngeHTe PP no npasaM pe6éHka. 3BOHKM NOf BUAOM COTPYAHUKOB LUKOSbl
https://deti.gov.ru/Press-Centr/news/1771

CopepxaHuve nposepeHo - 2026-10-26 - MNMybnvkaumd: 2026-05-20
OnuncaHa cxema Co LWKObHbIM MPeANoroM, 3anpocoM SMS-koda 1 NoCNeayoLWmM 3anyrmBaHeM pebeHka.

Orpanuyenus: MNpenynpexanexHve, He MHAMBUOYyanbHoe NponCLLIeCTBME. He BOCNPOM3BOAMM CrIOpHOE 0606LLIEHNE O
3awmTe oT nepesbinycka SIM npu nomoLwm ogHoro SIM-PIN.

4. BaHk Poccum. lNMpenoTBpalleHne BOBNeYeHUs MOAPOCTKOB B YyXXUe fAeHEXHble onepauuu
https://www.cbr.ru/press/event/?id=26957

CopepxaHuve npoBepeHo - 2026-10-26 - NMybnukauud: 2025-09-19

PerynsTop npeaynpexaaeT 0 BOBEYEHNM KNMEHTOB 14-18 neT B UICNONb30BaHWE CYETOB A5 YYXUX HE3AaKOHHbBIX
onepaumn.

OrpaHmuequ: ﬂ,OKYMeHT agpecoBaH B TOM 4Yncne baHkaM. He naét YHVBEPCarbHOro BbiBO4a O NMpaBOBbIX
NOCMNEeACTBUAX Kax 40w MH,D,MBI/I,ElyaFIbHOl;I onepaumnn.
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5. baHk Poccuun. UHbopMaumnoHHas 6e30NacHOCTb: OTBETbI O MOLIEHHMYECTBE M 6aHKOBCKMX Onepaumax

https://www.cbr.ru/fag/information_security/

CopepxaHuve nposepeHo - 2026-10-26

MoaTeBepxaaeT HEOH6XOAMMOCTb HE3aBMCMMOIO 06paLLeHUs B 6aHK M OTCYTCTBME CreumanbHoro cuéta LI ans
CraceHus NIMYHbIX AEHET.

OrpaHunyeHuns: Y pa3fnenos pasHble JaTbl 0OGHOBNEHUA. TOr pacCMOTPeHMs onepaLmmn 3aBUCUT OT OBCTOATENBLCTB U
[OEeNCTBYIOLWMX NpaBuil; Kypc He obellaeT BO3BpaT.

6. Google. 3awmTa B3NOMaHHOr 0 akkayHTa
https:/support.google.com/accounts/answer/6294825?hl=en-Gen

CogaepxaHve nposepeHo - 2026-10-26
OnucbiBaeT NPOBepPKY CObbITHIN 6E30MacHOCTU, YCTPONCTB U M3MEHEHHbBIX CMOCO60B BOCCTaHOBEHUS.

OrpaHnyeHuns: IHCTPYKLMSA KOHKPETHOr O MpoBaaepa; BOCCTaHOBNEHME MOXET NOTPE60BaTh AOMOMHUTENBHDBIX
NpoBepokK. MecTononoxeHWe ceaHca He JoKa3biBaeT NIMYHOCTb BOLIeLLEro.

7. Google. Bxoa ¢ NOMOLLbIO pe3epBHbIX KOJOB
https:/support.google.com/accounts/answer/1187538?hl=ru

CogaepxaHve nposepeHo - 2026-10-26
PesepsHble koabl Google oiHOpa30Bble; CO3aHMe HOBOIO Habopa AenaeT CTapbil HeAENCTBUTEbHbBIM.

OrpaHuyeHuns: Crnocob 4OCTYMEeH He BO BCEX peXMMax akkayHTa. Y1Ccno KOAOB M MyTb MEHIO HE CUMTAIOTCA OBLLMM
MpPaBWIOM /15 BCEX CEPBUCOB.

8. Google. Bxoa ¢ kntouoM goctyna

https:/support.google.com/accounts/answer/13548313?hl=en

CopepxaHuve nposepeHo - 2026-10-26

Kntou focTyna ceA3aH ¢ NoATBepxaeHeM Ha ycTponcTae; Google npeaynpexnaeT NpoTUB CO34aHUA TakuX KItoYen Ha
obLLeM ycTponcTse.

OrpaHuyeHus: MPUMEHUMOCTb 3aBUCUT OT YCTPOWCTBA, 6pay3epa 1 NONUTUKM akkayHTa. OTO MHCTPYKUMA Google, eé
MEHIO HeNb3s NepeHOCUTb B IPYr1Me CEPBUCHI.

9. Google. Pa3spelieHus npunoxeHui Android

https:/support.google.com/android/answer/9431959?hl=en-GB_ALL
CopepxaHue nposepeHo - 2026-10-26
Pa3peLueHnst kKamepbl, MUKPOGhOHa 1 MECTOMONOXEHNSA MOXHO NepecMaTpuBaTh B HacTporkax Android.

OrpaHuyeHuns: Ha cTpaHuLLe onmcaH B TOM uncne Pixel; nponssoamnTens 1 Bepcus Android MeHAIOT Ha3BaHNS U
OOCTYMHOCTb MYHKTOB.
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0. Google. OrpaHuueHHble HacTpoiku Android
https:/support.google.com/android/answer/12623953?hl=en-77

CopepxaHuve nposepeHo - 2026-10-26

HeoxunaaHHbIN KOHTaKT 1 Npocbba paspelnTb 3aLMLLEHHbIE CUCTEMOW HACTPOWKM pacCMaTPUBAIOTCA Kak MPU3HaKu
pucka.

OrpaHuyeHusa: He Bcakas ycTaHOBNEHHasA BHE Mara3nHa NporpamMma BPeAOHOCHa; PUCK 3aBUCUT OT NMPOUCXOXAEHNS U
haKTUYECKMX BO3MOXHOCTEN MPUNOXEHNS.

1. Google. PesepBHoe konvpoBaHue Android
https:/support.google.com/android/answer/2819582?hl=ru

CogaepxaHve nposepeHo - 2026-10-26

CocTaB Konuu 3aBMCUT OT NPUNIOXeHUS U Bepcumn Android; He BCe faHHble MPUMTOXEHWM BOCCTaHaBMVMBAKOTCA
aBTOMaTUYECKM.

OrpaHnyeHnsa: CUHXPOHM3aLMA U KOMUA HE TOXAECTBEHHbI. [IOCTYMHOCTb ONPeaensieTCs akkayHTOM, MPON3BOANTENEM
1 HaCTPOMKaMU.

2. Apple. NMepen npopaxein, nepeaayen unn o6MeHoM iPhone u iPad
https://support.apple.com/ru-ru/109511

CopepxaHuve nposepeHo - 2026-10-26

Mepel nepenadyen yCTPONCTBa HYXHbl MPOBEPEHHAS KOMUS U LUITATHOE CTUPaHWe; pyYHoe yaaneHue
CUHXPOHM3MPOBAHHbIX MAaTEPHANoB MOXET 3aTPOHYTb iCloud.

OrpaHuyeHuns: CTpaHuLLa onvcbiBaeT HECKObKo Bepcui i0S. ANropuTM OB6POBOMbHOM MPOAaxXu He MepeHOCUTCS Ha
YKpaoeHHoe yCTPONCTBO.

3. Apple. NMpoBepka npodunel ynpaBneHus yCTponcTBOM
https://support.apple.com/en-gb/quide/personal-safety/ips327569a75/web

CopepxaHue nposepeHo - 2026-10-26

Mpodunu ynpasneHus MOryT 3afaBaTb HACTPOMKM YCTPOWCTBA; Nepes yaaneHmem npoduis WKOMbHOro U paboyvero
YCTPOWMCTBA HY>XHO 06paTUTLCH K aAMUHUCTPATOPY.

OrpaHudeHus: YaaneHve crnocobHO 3aTPOHYTb CBA3AHHbIE AaHHbIE U MPUNOXEHMS. MIHCTPYKLUMS HE 3aMEHSIET OLLEHKY
NYHOW 6e30MacHOCTU NPU KOHTPOIE CO CTOPOHbI APYroro Yenoseka.

4. Microsoft. Mouck knoya BoccTaHoBneHus BitLocker
https://support.microsoft.com/en-us/windows/security/encryption/find-your-bitlocker-recovery-key

CogaepxaHve nposepeHo - 2026-10-26
Kntou BoccTaHoBnenud BitLocker conepxuT 48 undp. Microsoft He MOXeT BOCCO3[aTb MOTEPSHHbIN KO,

OrpaHuyeHusa: Koy MOXeT HaxOAMTbCA B IMYHOM NMB0 paboyen yHETHOW 3anncu, Ha pacrnedyaTtke Unm Apyrom
HOCUTENe; Hanuune Konum Haao NPoBEPATL 3apaHee.

learn.ivan-it.net - Bepcus 1.0 74177


https://support.google.com/android/answer/12623953?hl=en-ZZ
https://support.google.com/android/answer/2819582?hl=ru
https://support.apple.com/ru-ru/109511
https://support.apple.com/en-gb/guide/personal-safety/ips327569a75/web
https://support.microsoft.com/en-us/windows/security/encryption/find-your-bitlocker-recovery-key

Lindposas wkona - MeaH tOpbeBuny - LiBeTHas Bepcus

5. Microsoft. BcTpoeHHoe npunoxeHue 6esonacHocTn Windows

https://support.microsoft.com/en-gb/windows/security/windows-security/stay-protected-with-the-windows-
security-app?nochrome=true

CogaepxaHve nposepeHo - 2026-10-26
OnuncaHbl BCTpOEHHas aHTMBUPYCHasa npoBepka 1 6paHamaysp Windows.

OrpaHnyeHuns: Hanmume npunoxeHuns He NoaTBepxaaeT 6€30MacHOCTb YCTPOWCTBA, He 3aMeHsIeT NOAAEPXKMBAEMYIO
CUCTEMY M 06HOBNEHMS. Ha3BaHWs OTNMYaIOTCA MeXY S3bIKamu U BbINyCKaMu.

6. Microsoft. 3aBeplueHue o6bluHOM Nnoaaepxxkn Windows 10

https://support.microsoft.com/en-us/windows/deployment/updates-lifecycle/windows-10-support-has-ended-on-
october-14-2025

CopepxaHuve nposepeHo - 2026-10-26

O6bluHasa nopnepxka Windows 10 3aBepumnach 14 okTa6pa 2025 rofa; CyLecTBYIOT OTAEbHbIE YCTOBUA
pacLWMPEHHbIX OBHOBNEHNI.

OrpaHndeHus: Ycrnosust ESU, koprnopaTWBHBIX BbiMyCKOB M PErVOHOB pasnmualoTcs. B kypce He yTBepxaaeTcs
aBTOMaTU4ecKoe yyacTue Nonb30oBaTeNs B IporpaMme.

7. BaHk Poccun. OTBeTbl Ha BONpOChl 06 MHPOPMaLIMOHHON 6€30NacHOCTH

https://www.cbr.ru/fag/information_security/

CopepxaHue nposepeHo - 2026-10-26

Mpocbbbl NepeBeCcTU AeHbINM Ha 3alUMLLEHHbIVM CHET U Ha3BaTb KOA TPEBYIOT NpeKpaLleHns pasroBopa 1 He3aBUCUMOWN
NPOBEPKY.

OrpaqueHMﬂ: Y oTaenbHbIX OTBETOB pa3Hble aaThl OB6HOBMNEHNA. 30eCb He BOCMNpOon3BOOATCA CPOKM BO3MELLEHNA U
nHOVBMAOYyanbHOE NpaBOBOE 3aK/to4eHne.

8. MTC BaHK. BaxkHble NpaBuna 3aWwmuThbl OT MOLIEHHUKOB
https:/www.mtsbank.ru/o-banke/novosti/detail/1150918/

CogaepxaHve nposepeHo - 2026-10-26 - Nybnukaums: 2024-01-19

MpocbBy 3HAKOMOrO O AeHbrax NepenpoBepsoT 3BOHKOM; AEMOHCTPALMIO 3KpaHa v nepeaady 6aHKOBCKMX KOLOB
npekpaLlatoT.

OrpaHuyeHuns: CoeTbl 0OLLEro xapakrtepa oT 6aHKa; He NOATBePXAatoT IMYHOCTb OTNPaBUTENSA v 6€30MacHOCTb
OTAENbHOM OnepaLLmn.

9. Google. Kak 3aWwuTuTbhCs OT GULIMHIA U NOXXanoBaTbCs Ha HEro

https:/support.google.com/mail/answer/8253?hl=ru

CopepxaHuve nposepeHo - 2026-10-26

OULWKHT MCNONb3YeT NOAAENbHbIE CaThl M COOBLLEHMS ANS Kpaxu CBELEHWI; 3anpoc crielyeT NPOBEpPsiTh
HE3aBUCUMbIM CITIOCOOOM.

OrpaHuueHns: PUnbTPbl He 0BHAPYXMBAIOT Kaxayto noaaenky. OTCyTCTBME NpedynpexneHus He ABnaeTcs
noaTBepXaeH1MemM 6e30MacHoOCTU.
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0.

Google. Kak 3alwiMTnTb B3NOMaHHbIN akkayHT Google

https:/support.google.com/accounts/answer/6294825?hl=ru

CopepxaHuve nposepeHo - 2026-10-26

OduumanbHasa NpoLLefypa BKIoYaeT BOCCTaHOBNEHKE, COBbITUA 6€30MacHOCTH, YCTPOMCTBA, BTOPOW GakTop 1
NPOBEPKY CBSA3aHHbIX HACTPOEK.

OrpaHuyerus: [JocTyrnHble AeNCTBUA 3aBUCHT OT akkayHTa. Feorpadusa Bxofna npubnmsnTenibHa 1 cama rno cebe He
[OKa3blBaeT B3/1OM.

. MBA Poccuu. NpoBepsinTe NnoannMHHOCTb COO6LLeHMI OT uMeHu locyenyr

https://mvdmedia.ru/news/ofitsialnyy-predstavitel/mvd-rossii-napominaet-o-neobkhodimosti-proveryat-podlinnost-
soobshcheniy-ot-imeni-portala-gosuslug/

CopepxaHue nposepeHo - 2026-10-26 - MNMybnukauna: 2026-02-12

OduumanbHoe npenynpexaeHne ot 12 pespans 2026 rofa onmcbIBaET NOXHbIE COOBLLEHWS O B3NTOME U
NOAO3PUTENBHOM aKTUBHOCTM.

OrpaHmueva: OT0 onMcaHne CXeMbl, a He NnpoBepKa TEKYLLUNX 3KPaHOB Focycnyr. CeefieHnsio KOHKPETHOM aKKayHTe
NPOBEPATCA Ha nopTane.

. baHk Poccuu. NMpoTtusoaencTemne MolleHHUYECKUM NpaKTUKaM

https://www.cbr.ru/information_security/pmp!/

CopepxaHue nposepeHo - 2026-10-26

Mpy GrHaAHCOBOM NPOUCLLECTBUM CrieAyeT HeMeANeHHO 06paTUTLCA B 6aHK, OrpaHnunTb AOCTYN K CPeACTBaM 1 NoAaTb
3asBneHne; obpalleHnst He OTKNaabiBaloT paam 06ydYeHUs.

OrpaHunyeHns: 3To 06LLMN MOPSAOOK, a He obellaHne Bo3BpaTa. OCHOBaHWSA 1 pelleHne Nno KOHKPETHOM ornepaLmm
yCTaHaBMMBAaKOTCA OTAENBHO.

. T-baHk. YTo nenatb, ecnu nepeBenu eHbrn MOLWEHHNKaM

https://www.tbank.ru/finance/blog/transfer-to-scammers/

CogaepxaHue nposepeHo - 2026-10-26 - MNybnvkaumsa: 2025-01-30
HYHO Kak MOXHO CKopee COOBLWNTbL CBOEMY BaHKy 0 MOA03PUTENBHOM NepeBoe 1 CKOMMPOMETUPOBAHHOM AOCTYNe.

OrpaHnyeHuns: ICTOYHWK OnMcbiBaeT NOAX04 OAHOro 6aHKa. YCNoBMS 1 KaHarnbl COGCTBEHHOMO 6aHKa Hy>XHO NPOBEPUTL
OTAENbHO; BO3BPAT HE rapaHTUPOBaH.

. MBl Poccuun. Kak uséexatb WwaHTaxa aeten yepes iCloud

https:/mvdmedia.ru/news/obshchestvo/rossiyskaya-kiberpolitsiya-dala-rekomendatsii-roditelyam-kak-izbezhat-
shantazha-detey-cherez-icloud/

CopepxaHuve npoBepeHo - 2026-10-26 - MNybnuvkaumd: 2026-08-10

MpenynpexaeHuve oT 10 aBrycta 2026 rofa onmchIBaET Yy>Xyto YUETHYIO 3aM1Ch M PEKOMEHAYET NPEKPaTUTb KOHTaKT,
COXPaHUTb AOKa3aTeNbCTBA M 06PATUTHECS B MOMULMIO.

OrpaHnyerns: OnncaHa cxema, a He UCTOPKMS KOHKPETHOMO yYeHuKa. Bo3BpaT 4OCTyna K YCTPOWCTBY 3aBUCUT OT
0b6CTOATENBLCTB.
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'5. Microsoft. 3awwuTa ot BUpyCcoB 1 yrpo3 B besonacHocTn Windows

https://support.microsoft.com/ru-ru/windows/security/threat-malware-protection/virus-and-threat-protection-in-
the-windows-security-app

CogaepxaHve nposepeHo - 2026-10-26

Pasfnen onuncbiBaeT NPOBEPKY Yrpo3 1 CPEACTBa 3alMThl OT NMPOorpaMM-BbiMOraTener, BKo4Yas BOCCTaHOBMNEHME MpK
HanMYMM NPUrOAHON KoMK,

OrpaHV]‘-{eHV]ﬂZ PeaepBHaﬂ KOomnua OomKHa CylwecTBOBaTh A0 NPOUCLWECTBKA; BO3SMOXHOCTb paCU_Il/ICDpOBKl/I MNN NOJTHOIro
BOCCTaHOBJ/TIEHNA HE rapaHTUPyeTCA.
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