Lincposasi wkona - MeaH KOpbesuy - [ins neyatu

METOOWYKA KYPCA - LUOPOBAA LWWKONA

Discord: akKayHT,
urpa v npaBa
aocTyna

MFA 1 pe3eps, uyxon QR, nogaensbHble
COTPYAHWKK, Panbl U BOCCTaHOBMEHWE Yepesd
CBOIO MOYTY.

YuebHas unmocTpaLys

e OTnnYaTb POsb B COOBLLECTBE OT NONMHOMOYUYMI HAL aKKayHTOM.
e He BblAaBaTb TOKEH 1 He pa3peLlaTb Yyxon QR.

e BhibupaTb oTAENbHBIE Mepbl N0 MFA, NoyTe, MPUNOXEHUSAM U YCTPOUCTBY.

UBaH lOpbeBuy

learn.ivan-it.net

Bepcus 1.0 - PegakumoHHas nposepka: 2026-10-27

MOoXHO unTaTh 6€3 MHTEepHeTa, OTMeYaTb Ha ByMare 1 BO3BPaLLaTbCA K HYXHOW CUTYaLMN.
KnvkabenbHble CChinku M agpeca BeayT K MaTepuranam 1 obuLmanbHbIM UCTOYHMKEM.

HasBaHue npoekTta paboyee. MaTepuran aBTOPCKMI, He roCcydapCTBEHHas NporpamMma. He BBoanTe HacTosLwpme Naponv v Koabl B
y4ebHble 3aaHus.
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YTO HY)XHO ANdA Hayana

e [oHMMaTb OAHOPA30BbIN KO U HE3aBUCUMYIO MPOBEPKY KOHTAKTa.

KpnTepuu npakTuku
e CeKpeTbl 3aMeHEeHbI Y4EOHbIMKN KapTOUKaAMM.

e [lnaH cooepXxuT oTAeNbHY BETKY YCTPOUCTBA U pa3peLLeHuit.

ﬂpaKTVIKa OPUEHTUNPOBOYHO 18 MWH; MOXHO BbIMOMHATL MO YaCTAM.

MnaTtdopMbl U rPaHULLbI NPOBEPKU
Beb

rNyénuyHasa oduumanbHas crnpaska Ha AaTy NpoBepku; NMMYHbIN KaBUHET He OTKPbIBancA

[NpoBepeHbl TONbKO NPUBEAEHHbIE B UCTOUHMKaX QYHKUMW. Ha3BaHWA U AOCTYMHOCTb 3aBUCAT OT
aKkKayHTa/pervoHa.

MNpoBepka: 2026-10-27
Android
MNy6nuyHasa cnpaska akkayHTa; MPUNoXeHWe Ha YCTPONCTBE HE NMPOBEPANOChH

MNpounTaHa MobunbHasa BeTKa opULIManbHOM CPaBKK; NPUNOXEHWE M TekyLlasd AOCTYNHOCTb B
Poccun He npoBepeHbl. PernoHanbHble/Bo3pacTHble NpaBuna CoOXpaHaTCd, 06xo4 He
npennaraeTcs.

MNpoBepka: 2026-10-27
iPhone
MNy6nuyHasa cnpaska akkayHTa; MPUNoXeHWe Ha YCTPONCTBE HE NMPOBEPANOChH

[NpoynTaHa MOBbUNbHasa BeTKa opuLIManIbHOW CMpaBKX; MPUNOXEHWE U TeKyLwaa AOCTYNHOCTb B
Poccumn He npoBepeHbl. PernoHanbHble/BO3pacTHbIE MpaBuia COXPaHATCSH, 06X04 He
npennaraeTcs.

MNpoBepka: 2026-10-27

Ansa pa3HblX y4aCTHUKOB

e YuebHble CUTyaumm OOCTYMHbI 6e3 perncTpaumn. ECiiv Bo3pacTHble NpaBuia CepBuca He
pa3peLlatoT CaMOCTOSATENbHYIO YUYETHYIO 3amnMChb, UCMONb3YNTE TONBKO MaKeT; cornacue
B3POCMOro He OTMEHSIET NpaBuia Cepauca.

e He co3naBanTe akkayHT pebEeHKy TONbKO paau 3agaHunsa. O6CyXaanTe BbiMblLUNEHHbIE JaHHbIe
nnomoranTe 6e3 TpeboBaHWA NepenaTb Naposib NN KOA.
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e  MOXHO BbINOMHATbL OAMH Lar 3a pa3, yBennymBaTb TEKCT M OCTaHOBUTbLCA. [TOMOLLHWMK
0b6bACHAET OencTBme, a BnageneL, sBBOaUT CeKkpeT CaMOCTOATENbHO.

CBA3un akKkayHTOB

e discord — mail: CBOM NpexXHN ALLMK BaXKeH Npy CMeHe afpeca 1 BOCCTaHOBMEHUM; CCbINKa
OTMEHbI TMYHasa 1 UMEEeT YCroBUS.

e third-party-app — discord: Authorized Apps - pa3pelLeHne NPUNOXEHNIO, a HE KOHTaKT
BOCCTaHOBMEHWSA M HE MPaBO MOAepaTopa.

OrnaBneHune
1. Discord: kntoun goctyna, MFA 1 3anacHov Bxoq
2. Discord: noxHas xanoba, nogapoK 1 TeCToBas Urpa
3. Discord: nouyTa, 4y>Xown BXO4 1 pa3peLLéHHble MPUMOXeHNs
4. CxeMbl 1 OKYMEHTUPOBaHHbIE NPUMEPHI
5. VICTOYHMKM 1 pefaKLMOHHbIE OrpaHUYeHns

Kaxpaa rnasa CoOOepPXunT aencraeue, MNPaKTUKy n p8360p otBeToB. ObLLas NpaKThKa npnBoanTCA
MNOJTHOCTbKO OOMH pPa3, a NOBTOPHbIE O6paLLI,eHVIﬂ BeOyT K Hewn BHYTPK 3TON METOOANYKMN.
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YPOK 1

Discord: knoun gpoctyna, MFA 1
3anacHou Bxof

[OTOBWM 3aLUMTYy CBOEIro akkayHTa, OTAENbHO NPOBEPAA CEKPEThHI U pa3peLleHns
NPUNOXEHUN.

Bepcua 1.0 - PepakumoHHas nposepka: 2026-10-27

- D
MoaroToBUTH 3anacHow Bxo 6€3 HacToSAWMNX CEeKPeToB

® © ®

R Pa3noxuTe KapTouku: [ns cMeHbl TenedoHa O6bsacHUTE, Nouemy
KoY 4OCTYNa, Ha30BWTe ycrnosue MoaepaTopy He HyXeH
O ayTeHTUuKaTop, COXpaHeHus [ocTyna. naponb y4acTHUKA.
pe3epBHbI KOf,
paspeLleHne
YyebHasa unnoctpaums MPUNOXEHUIO.

CMbicnoBas cxema no matepuany. [JencTBrs U orpaHnyYeHns NoAPOBHO ONMCaHbI HXE.

YTOo Bbl CMOXETe caenaTb

BbibpaTb MOHATHLIM METO/ BXOa U pe3epB, He pacKpbiBasd KOAb! UM TOKEH.

Yue6HbIN npuMep

YUebHbIV y4aCTHUK UTPOBOIr0 COObLWEeCTBa CMeHUN TenedoH W YBEPEH, UTO caM daKT
YCTaHOBMEHHOr 0 ayTeHTUPUKaTOPa rapaHTUpyeT BXoA. CeMbs NPOBEPHAET, KaKoW pe3eps
AENCTBUTENBHO NOArOTOB/EH.

AKKayHT, cepBep M pOJib - pa3Hbie YPOBHMU

B Discord cnoBoMm «CepBep» Ha3blBalOT COOBLLECTBO, HO BaLll TMYHbIN aKKayHT HE CTaHOBUTCS
COBCTBEHHOCTbLIO €ro aAMUHUCTPaTOpPa. Pa3noxuTte yyebHble KapTOUKM: MTUYHbIX BXO4, yYacTue B
rpynne, npaBa MOAepaTopa, pa3peLleHme NPUNOXeHUIO. Y Kaxaon CBOé Ha3HayeHne. YTobbl
OBbACHUTDL 3aLUMTY MOAPOCTKY, HE HY>XHO CO3[4aBaTb HACTOSALLEE COOBLLECTBO W BblAaBaTb POIN.
[locTaTo4yHO CNPOCUTb, MOYEMY MOLAEPATOP UMPOBOIrO YaTa He AOMKEH NoyYaTh Naporb
y4acTHuKa. lNonHOMouUMeE CneanThb 3a MOPSAKOM B rpyrne He pa3peluaeT BXOAUTb B UyXYHO
NTUYHYIO Mepermcky.

HauyHMTe NoaroToBKy C CO6CTBEHHOIO ALLMKA NOYTLI M YCTPOWCTBA, KOTOPOE AENCTBUTENBHO
KOHTpoOnupyeTe. YHVKaNbHbIV Maporb HE XpaHUTE B ONUCaHUM CepBepa, O6LEM JOKYMEHTE
KOMaHbl UM MePEnUCKe COo 3HaKOMbIM MOMOLLHMKOM. ECNn B3poCbii MOMOraeT untatb
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AHINIMACKYIO CNpaBKy, BBOA OCTAETCH Y BNaferbLia akkayHTa. B LKoe He HyXHbl agpec, naponb U
TOKeH. YuebHas ranouka GuKCUpyeT NoHMMaHWe nopsaka, a He NpoBEPKY HACTOALLErO akkayHTa.
[axe ons Bnagensua coobllecTBa NoAroToBKa BeINONHAETCS 63 0693aTeNbHOro U3BMEHEHUS
peanbHbIX HAaCTPOoeK.

3awmTa Bxoaa Tpe6yeT OCMbICNEHHOro pesepeBa

My6nvyHasa crnpaBka OnmMcbiBaeT HECKONbKO cpeacTs MFA, Bktoyas Kiouv 4ocTyna u
ayTeHTudurKaTop. He BoibupanTe METO TOMNBKO MOTOMY, UTO Yy 3HAKOMOIO Takas Xe KHOrMKa.
BblACHUTE, Ha KaKOM YCTPOUCTBE U B KAKOM XPaHWUMLLE OH AIOCTYMNEH, YTO NPOM30ONAET Nocne
3aMeHbl TenedoHa 1 Kakor 3anacHow BXof ocTaHeTcsd. Kntoy oCcTyrna v 0AHOPa3oBOE YMCo 13
ayTeHTUdMKaTOpa He ABNSIOTCH OAMHAKOBbLIMM BELLaMW. [1ns 06bACHEHNA HapucynTe aBe
OTAENbHbIE KAPTOYUKM M MOAMULLNTE, KaKOe AeCTBME BNafeneL, NoATBEePXAaeT KaXaoN N3 HUX.

Pe3epBHble koAbl Discord - cekpeTHble 04HOPa30Bble CPeACTBa, KOTOPble FOTOBAT 3apaHee. VX He
BCTaB/AIOT B OTBET YPOKa 1 He NOKa3bIBaOT Ha TPaHCNAUMW. [1py1 HacTporke ayTeHTUdMKaTopa
TaKXe CyLLEeCTBYEeT MCXOAHbIV CEKPET; ero pacKpbiTMe OnacHo, Aaxe ecrnv o4yepeaHoe KOpoTKoe
UYKUCINO YXXe CMEHUTOCh. He CH1ManTe HacToAwmn QR HaCTPOMKK paav nnmocTpauun. Ons
MPaKTUKN UCMOMb3YyNTE NPAMOYIOMbHUK C HAAMUCHIO «CEKPET HACTPONKM». Tak MOXHO OBbACHUTL
pasHuLLy, He co3aBas CHUMOK, KOTOPbIN MO3XE OKaXeTCH B aBTOMaTUYECKOW CUHXPOHM3aLIMM
doTorpadpun.

YTo NnpoBEepUTb 4O CMEHbI YCTPONCTBA

MnaHvpyeTe peMoHT TenedoHa? [Jo nepefaym annapaTta BbISICHUTE, Fae XPaHUTCS KoY JOCTyna
1 KaK COXpPaHAETCHA ayTEHTUPUKATOP MMEHHO BbIBPaHHOI O NPUNoXeHus. Hanuune
pe3epBMpOBaHNSA y OOHOIO NPOAYKTa He MEPEHOCUTCH aBTOMaTUYECKM Ha Apyron. Henb3s
obelaTb, 4YTo BXxoA B Google nnu Apple cam no cebe BoccTaHOBUT ntoboe cpencTso Discord. Ecnn
anbTepHaTUBbI HE NOArOTOBMEHbl, OCTAHOBUTE OOPOBOIbHOE OTKIOYEHWE CTaporo MeToaa. [Ans
y4ebHOro 3aaHns He HyXHO copachiBaTb annapaT U pasnorMHMBaTbLCS, YUTOObI MPOBEPUTD,
HaCKONbKO HEMPUATHOM OKaXeTCH NoTepsa AOCTyna.

OTOenbHO MOCMOTPUTE Ha MPUMOXEHUSA, KOTOPLIM Bbl pa3peluann AocTyn. Authorized Apps
OTBEYaeT Ha BOMPOC O pa3peLleHnAx CTOPOHHUM MPUMIOXEHNSAM, 8 HE MPOCTO O TOM, Kakue nioau
€CTb B ApYy3baX. 3anuLLMTE Ha BbIMbILLNEHHOM JIUCTE LLefb KaXA0ro paspeLlleHns 1 HyXeH v
nonyyatens cenyac. He oTknoyanTe BCE BCrenyto B paboyeM CoobLLecTBe: CHavarna npounTante
nocneacTsna. TOKEH, Maponb, pe3epBHbIV KO 1 pa3peLLeHne NpUnoXeHuo TpebyoT pasHbiX Mep
NPV PacKpbITUK; OOHOMO OBLLEro CoOBETa «NMOMEHSNTE Ha3BaHWe NPOPUIsS» HeJOCTaTOUHO.

[ns ceMbn NoONe3HO AOroBOPUTLCS, Kak MOMy4aTb MOMOLLb 6€3 AEMOHCTPALIMKN CEKPETOB. MOXHO
NnoKa3aTb 3arofioBOK oPuLLManbHOM CTaTbk, NepeckasaTb BOMNPOC UMW OTKPbITb YYEOHbIN MakKerT.
Henb3sa TpeboBaTb Napoib NOAPOCTKa Kak [OoKa3aTeNnbCTBO TOro, UTO 3alUmMTa BKNoYeHa. Ecnm
npaBwuia cepBu1ca He pa3peLlaroT CaMOCTOATENbHbBIN aKkayHT MO BO3PACTY, yrpaxHeHue
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OCTaéTCA ToNbKo MakeToM. Cornacue B3pOCnoro He 0TMeHAET 3Tu Npasusa. Kypc Takxe He
NoATBEpPX/OaeT CeTeBYI0 JOCTYNHOCTb CepBuca B POCCum 1 He TpebyeT nckaTb Cnocob
NOOKMOYEHNst Paan BbINOMHEHWSA 3a0aHMS.

3akoHUMTE ManeHbKMM MaHoOM 3aMeHbl TenedoHa U3 YeTbIPEX MYHKTOB: COXPaHUTb TEKYLLUMNA
LOCTYM, MPOBEPUTL COBCTBEHHYIO NMOYTY, MOArOTOBUTbL MNOAAEPXKMBAEMDIA 3aMaCHON CNOCcob,
3aTEM OCMBIC/IEHHO MEHSATb YCTPOMCTBO. Y Kaxaoro NyHKTa Ha3oBUTE NPOBEPKY pe3ynbTaTta 6e3
3HaueHus cekpeTa. Hanpumep, «3Hato, rie pacnonoXeH pe3eps» NoNe3Hee 3an1Mcu koaa Ha
obLieM nucTe. Ecnm oanH NyHKT HEMOHATEH, AOMYyCKaeTCs nay3a v akTyanbHas odbuumanbHas
cnpaBka. Takow pe3ynbTaT ydle Cy4anHoro BKIIOYEHWS 3alUmThbl, KOTOPYHO BadeneL, 3aTeM He
CMOXET MCMOosb30BaTh.

BapuaHTbl AN YCTPOMUCTB
Bpaysep un Desktop Discord
1. [dng 3awmTbl BXOoAa OTKponTe cBom User Settings v pa3aen akkayHTa no akTyasbHOW CrpaBke.

2. Authorized Apps - oTaenbHasa NpoBepka paspeLLeHnit MPUNOXEHNAM, a He CMUCOK Y4aCTHNUKOB
cepsepa.

OrpaHuyeHua: MpounTaH NyenmMyHbIN TEKCT. PeanbHbi nHTepdenc 1 4oCTynHOCTb Discord B Poccum He MpoBepanuch; 06xon,
OrpaHUYeHut He NpeanaraeTcs.

Android: cBepsaTe MO6UNbHYIO BETKY

1. B cnpaBke BX0[ B HACTPOWKM HaUMHaeTCsi C COBCTBEHHOMO aBaTapa v 3Hauka HaCTPOeK;
[anblue BbIGUpatoT QYHKLMIO aKKayHTa.

OrpaHuueHus: MyHKTbl U GYHKLWK 3aBUCAT OT Bepcun. He ckaHupyiTe dyxor QR 1 He nepeycTaHaBnv1BanTe NpUNoXeHWe paau
3ajaHus.

iPhone: kntoy v ero xpaHunuuie

1. I'Iepeu N3IMEHEeHNeEM Kntova 4OCTYyNa BbIACHUTE, rAe OH XPaHNTCA U OOCTYMHa N
anbTepHaTMBa Ha BalleM YCTpOVICTBe.

OrpaHnyeHna: Knioy B XpaHuvLLe, HaCcTporka akkayHTa 1 pe3eps ayTEHTUdMKATOPA - pa3Hble 0BbekTbl; TeNnePoH He MPOoBepPSICS.

MoaroToBUTb 3anacHom Bxo 6€3 HacToSALWMNX CEKPETOB

1. Pasnoxure KapToUKK: KoY AOCTYNa, ayTeEHTUDUKATOP, PE3EPBHbIN KO, pa3peLleHne
NPUNOXEHWUIO.

2. [1na cmeHbl Tened@oHa Ha3oBUTE YCNOBME COXPaHEHNA LOCTYna.
3. O6bACHUTE, NOYeMy MOEPaTOPY HE HYXEeH Mapofb yY4aCTHUKAE.
MpoBepbTe cebs

e Kogabl n QR HaCTpOWMKM HE NOoKa3aHbl Ha 3KpaHe.

e Hanuuve pesepsa He NpeanonaraeTcst aBTOMaTUYECKMU.

learn.ivan-it.net - Bepcusa 1.0 6/24



Lincposasi wkona - MeaH KOpbesuy - [ins neyatu

e [locnegHun pabounit Cnocob He OTKITIOYEH.

MpakTuka: Discord: nogapok nnu paspeleHue Bxoaa?

CpaBHuTe ObelLaHne 1 HacTosLwee NENCTBME.
37O BbIMbILWIEHHasA KapTouka 6e3 padodero QR.

[na «nopapka» TenedoH npeanaraet 00obpuUTb BXOA Ha HEM3BECTHOM KOMMblOTEPE. YTO
Bbi6paTbh?

e 1) OTMEHUTb BXOA M MPOBEPUTL NPENoXeHNe He3aBUCUMO

e 2)MNoATBEpPAMTb M 3aTEM NPOBEPUTb, HACTOALWMIA T NMOAAPOK

- D

Pa36op BapuaHTOB

v OTMEHUTb BXOA ¥ MPOBEPUTL NPeaNoXeHne He3aBNCKMMO. ABTOPU3aLLMS YyXOro YCTPOUCTBa He
COOTBETCTBYET UTEHWIO YCNOBWI NOAapKa.

ﬂO,ElTBep,Ell/lTb n3aTeM nNpoBepuTb, HaCTOSLWMM 1K noaapok. FlpOBepKa nocne BblAa4n 4OCTYyMNa npomcxoanT
CNMWKOM No3aHO And npenoTBpalleHna 3Toro Bxoaa.

Bbl OCTAHOBWNVM Yy>XYIO aBTOPM3ALMIO A0 BblAaUM pa3peLLeHus.

CamMonpoBepka

OTBETbTE, 3aTEM CBEPbTECH C 0ObACHEHNAMU. HECKOMBKO NPaBU/IbHbIX OTBETOB OTMEYEHbI B
ycnosuun. B PDF oTBeTbl NpuvBeaeHbl Cpa3y Nocrne Kaxaoro Bonpoca.

1. MoaepaTop cepBepa TpebyeT naponb Ans npoBepku ponu. Yto BbibpaTb?

BbibepuTe oanH BapUaHT.

1) He nepenasatb naponb

 2)lMepenatb, €Cnv posb ModepaTopa HacTosLwas

4 N

OTBeT: 1.
1) Ponb B COOGLLECTBE He AaET NpaBa Ha NMYHbINA BXOA APYroro y4aCTHUKA.

2) Oaxe HacTosLas ponb ModepaTopa He TpebyeT BlaaeHUs BalliM Napornem.
Krto4eBoi HaBbIK: 3Ty CUTYaLLUIO HY>XHO pa3obpaTh A0 YBEPEHHOMO OTBETA.

BepHuTech Kk pasaeny ¢ AeCTBUAMK, OObACHUTE peLleHne CBOMMM COBaMu U MoBTOpUTE BoMnpoc. OLwmbka -
MoBOA MOTPEHNPOBATLCH, 8 He HaKa3aHwe.
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2. Y10 BaxKHO 1O 3aMeHbl TenedoHa c ayTeEHTUDUKaATOpOM?

BbibepuTe oamH BapuaHT.
e 1) Tonbko LBET 3HauKa MPUIOXEHS

e 2) MNOHATHbIN 4OCTYMHbIN PE3EPB UMEHHO UCMOMb3YEMOro MeToaa

Vs

OTBeT: 2.
1) BHELLUHWI BUA 3HAYKA HE MOATBEPXAAeT COXPaHHOCTb CPeACTBa BXOa.

2) Pa3Hble NpUnoxeHnsa 1 XpaHuiuLLa UMEIOT pasHble CNocobbl MepeHoca v BOCCTaHOBEHUS.

BepHMTer Kpasgenyc OEeNCTBUAMK, OObACHUTE pelweHne CBonMM CnoBamMm N NOBTOPUTE BOMPOC. Owwnbka -
noBOA NOTPEHMPOBAaTLCH, a HE HaKa3aHue.

.

3. Kyna nonoxuTtb pe3epsHble koAbl Discord ans ypoka?

BbibepuTe 0anH BapUaHT.
e 1) HuKyQa B LWKOMY: MCMOMb30BaTh KAPTOUKY 683 3HaUeHUs

e 2) B0o6LmMi1 AOKYMEHT MIPOBOIO CEpPBEPa

-

OTBeT: 1.
1) HacTosAwwmin pe3eps ocTaéTcs CEKPeTOM BrafdenbLia, POk NpoBepsaeT HasHaueHue.

2) My6nmMuHOe XpaHeHue OTKpbIBaeT CPEeACTBO AOCTYNa APYr UM MIOASAM.

BepHWTECH K pasaeny ¢ AENCTBUSIMU, OBbSICHUTE PeLLEHUE CBOVMMU CMOBaMM 1 MOBTOpUTE Bomnpoc. Olumbka -
NOBOA NOTPEHUPOBATLCS, a HE HakasaHwe.

-

4. Authorized Apps - aTo uTO?

BbibepuTe 0OmH BapuaHT.
° 1) Cnncok Bcex MOOEepaTopoB coobulecTsa

o 2) MpUNOXeHUs C paspeLéHHbIM AOCTYMNOM

-~

OTBeT: 2.
1) Ponu y4acTHUKOB COOBLLECTBA OTHOCATCS K APYrOM MOAEM MOTHOMOYMIA.

2) PaspeLleHms NpUNoXeHsM NpoBEPSIOT OTAENbHO OT NIMYHOMO Napons 1 COCTaBa Apy3e.

BepHuTech Kk pa3geny ¢ AeCTBUAMK, OObACHUTE peLleHne CBOMMM COBaMu U MoBTopuTe Bonpoc. Owwmbka -
MoBOA MOTPEHNPOBATLCH, 8 HE HaKa3aHwe.
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5. MoxHo nu nokasatb QR HacTporku TOTP, pa3 KOpoTKuit Koa MeHsieTCcA?

BbibepuTe oamH BapuaHT.
e 1) HeT, QR MOXeT coepxaTb MCXOAHbIN cekpeT

e 2) [la, oH TepsaeT CMbICI Yepes HECKOMbKO CEKYH/

. N
OTBeT: 1.
1) CMeHa KOpOTKOrO YICa He AenaeT PacKPbITbii MCXOAHbBIN CEKPET 6€30MacHbIM.

2) VicteueHune TEeKyLlero 4ncna He 0693aTeNbHO OTMEHSET CekpeT reHepaumm nocnenyrumx kKogos.

BepHMTer Kpasgenyc OEeNCTBUAMK, OObACHUTE pelweHne CBonMM CnoBamMm N NOBTOPUTE BOMPOC. Owwnbka -
noBOA NOTPEHMPOBAaTLCH, a HE HaKa3aHue.

MpoaoomKuTb obyyeHune

e 06.lloTepan nnu ykpanu tenedoH

e 09.[lepenan ko nnu NOATBEPAUI YYXOW BXO4

e 10. YcTaHOBW NPUNOXEHWE Unu fan yaanéHHbii 4OCTyN

e 27.Yrpo3saunrpoBoMy akKayHTYy U1 COMHUTENbHbI OBMEH

e 28.[looo3puTenbHbIM MOL, YAT UMK NayHYep

OTKpPbITb YROK Ha canTe
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YPOK 2

Discord: no)xHasi )xanob6a, nogapok u
TecToBad Urpa

OToensgeM nogaepxXKky OT Y4aCTHUKOB U He pa3peluaeM vyxomn Bxo no QR.

Bepcus 1.0 - PegakumoHHas nposepka: 2026-10-27

4 N
Pa3ob6paTb LLenouKy n3 yeTblpéx AeNCTBUN

® ® ®

e e o 0

HanouTte nepexon ot Passeante BbibepuTe 0CTaHOBKY U
O Xanobbl K 4y>oMy BXOAY. noareepxaeHve QR, He3aBM1CUMYIO NMOMOLLb 6e3
rnepenadvy TOKeHa v 3aryck  MpoBepKU pearnbHoro
danna. NPeAnoXeHns.

YyebHas unnocTpaums

CMbICoBas cxema rno MaTtepwuany. HewncTtBua n orpaHnyeHua I'IO,EI,pO6HO OMNnUCaHbl H1Xe.

UTO Bbl CMOXETe caenaTb

PacnosHaTb CMeHy 3afauu C 06LLEHWS Ha Bbldadvy 4OCTYNa, 3anyck Ganna unm nnaTex.

Yue6HbIn npuMep

BbIMbILWNEHHbIN y4aCTHUK NUWeT: «Cry4YanHo noxanosarncs Ha Teba. CpoYHO NoroBopu C
COTPYAHUKOM, OTCKaHMpyn QR 1 3anyCTn TECTOBYIO Urpy». ITO yyebHasa LLenouyka, He
3a[aHne HaCTosLLEN NOAAEPXKM.

KTo npocuT u kakoe gencTeune nonyyaer

He nblTanTecb OLLEHNTb BCIO LLEMOYKY MO OAHOMY NMEPBOMY COOBLLEHMIO. PasbepunTe Kaxabin
nepexom: OBbIYHbIV YHaCTHUK CChINaeTCH Ha Xarnoby, 3aTemM OTrpaBniseT K HOBOMY YENOBEKY,
HOBbIW YenoBek TpebyeT Bxoa unu dann. Ha nucTe BoigenuTe, rae obleHre o npasuiax cepsepa
NpeBpaTUIOCh B ynpaBreHre BawmM akkayHTOM. OTK 3a4ayun He coBrnafatoT. [laxe 3HaKoMbIV
cobeceqHNK MOXET NepeckasblBaTb UyXYK MHCTPYKLMIO UK NOTEPATb CBOW AOCTYM.
YBEPEHHOCTb MePBOro YenoBeka He NoATBepPXAaeT NONTHOMOUYMSA BTOPOro, MO3TOMY NpoBepKa
[OMXHa BbIXOONUTb 3a Npenenbl 3TOWN LLenouyKu.

My6nuyHaga crnpaska Discord npamo npeaynpexaaeT o NoAAeNbHbIX COTPYOHUKAX, KOTOpble
TPe6YIOT NMUYHbIE CBEAEHUS, NNATEX UMW U3MEHEHWE OAaHHbIX BXO4a B NIMYHOW nepenncke. He
HY>XHO NNaTUTb ManeHbKyto CYMMY A4 MPOBEPKM HACTOSALLIEro CTaTyca CoTpyaHuKa. [Ana
y4ebHOW CLLeHbl OAMH YHaCTHUK YnTaeT TpeboBaHWe, OpYyron Ha3biBaeT HE3aBMCUMbIN
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oduLManbHbIA NyTb. OTKPbLIBANTE LLEHTP NOAAEPXKKN CAMOCTOSITENBHO. He MCNONb3ynTe HOBLIN
KOHTaKT, MPUCNaHHbIA YENOBEKOM, KOTOPbIN 3aMHTEPECOBaH B TOM, YTOGbI Bbl MPOAOMKMIN
MMEHHO ero MHCTPYKLLM 1 HUKOrO 60MblUe He CripalumBany.

QR 1 nogapok MOryT okasaTbCsl aBTOpU3aLMen

Bxon Discord no QR TpebyeT pa3pelueHnsa Ha Balwem TenedoHe. No3ToMy obeLlaHHbIM NoAapoK
He OBbACHSIET, 3a4eM pa3peLLaeTcs BXO4 ApyroMy YCTPOUCTBY. locTaBbTe Ha MecTo QR NpoCTyto
HaOMVCb «BOWTW Ha Yy>XXOM KOMMbOTepPe». 3MeHUNCA N1 CMbICH NPOCbObI? ECnv Aa, Bbl HaWK
noameHy. CkaH1poBaHue 1 NOATBepXAeHe 06CyXAaoTCA OTAENBbHO: €CNY KaMepa yxe OTKpbina
3arpoc BXOAA, He HY)XXHO aBToMaTmnyecku cornawaTtbed. OTMeHa [0 pa3peLleHns nonesHa, gaxe
€eCnu NepBbIvt War bl CryyYanHbiM. Ha npakTrke UCMOomnb3yNTE TOMbKO BbIMbILLIEHHYKO KaPTOYKY.

Ob6eluaHue 6ecnnaTtHoro Nitro, peakoro npeameTa unn NpyBUNerun He Jaét OCHOBaHWN BBOAUTb
naposb Ha NPOU3BObHOM canTe. [1poBepanTe, Kakoe AeCTBUe TPpebyeTCs U KTO nonyyaeT
pa3peleHue. [lorotun Discord, doTorpadus nonynapHOro urpoka 1 CoBrnaaeHue LBeTa
CTpaHuLLbl He yCTaHaBNMBaIOT BnaaesnbLa agpeca. CekpeTHble JaHHble He BBOAATCA paau
nccnenoBaHWs NOAO3PUTENBHOMO NpeanoxeHna. CaMocToaTeNbHO OTKPOUTE OdULIMaNbHbIN
CepBuC 1 MPOBepPbTE, CYLLECTBYET NN Y HErO Takow npouecc. ECnv NnoaATBepXAEHWE He HauaTo
BaMW, OTKa3 He NuWaeT Bac 0693aHHOCTM YTO-TO CPOYHO AOKa3blBaTb HE3HAKOMLLY.

3aI'IYCK nporpamMmbl 1 Bbija4ya TOKEHa - CaMOCTOATE/IbHbI€ PUCKU

MNpennoxeHne NPoTeCTUPOBaTb UIPY MOXET BblTb HACTOSALLEN PabOTON, HO NPUCNaHHbLIM Gann oT
3TOro He CTaHOBUTCA Be30mnacHbIM. B yuebHom CLLeHe He cKavMBanTe 1 He 3anyckanTe
HEW3BECTHYIO NPOrpamMMmy, He OTKoYanTe 3almTy 1 He BCTaBNanTe KOMaHObl U3 yaTa. Pa3nenute
KapTOUKM «MOMyyYeH panny», «CkadaH», «3anyLieH», «gaHbl npasa». [TocneacTsuns 3aBUCAT OT
BbINOMIHEHHbIX AENCTBUIA. [TonyyYeHne BNOXEHUS He [IOKa3biBaET B3/10M, a 3amyCK C HEMOHATHbIMU
npaBamu TpebyeT OTAeNbHON OCTOPOXHOCTM 1 MOMOLLIM. He mepeHocuTe CeKpeTbl Ha YCTPOUCTBO,
KOTOpOEe BeET cebs NOA03PUTENBHO.

NHorpa cobeceHWMK NPOCKUT NOKa3aTb 3KPaH HAaCTPOEK NN TEXHUYECKNN TOKEH BMECTO Napons.
He cornawanTecnb, cumMtas aTo 6€3061aHON AMarHOCTUKOW. [Toka3 MOXET pacKpbiTb APYron
CekpeT AOoCTyna, a 3ancb TPaHCIALMM OCTaHETCH NOoCe 3aKpbITUA OKHa. [1na 06bACHEHUS
HapUCymnTe NPAMOYIONbHUK «CEKPET aBTOPU3aLLUM», HE ULLMTE HAaCTOSALWMIA TOKEH B UHCTPYMEHTaX
pa3paboTumka. YHaCTHUKY JOCTATOYHO NOHATb, NOYeMy 3Ha4YeHne He nepenaéTcs. YUebHuk He
TpebyeT 13BneYeHna CeKpeToB, 3arnycka KOHCONM v UMUTaLLMK BPeOOHOCHOW MPOrpaMmbl Ha
CBOEM KOMTMblOTEpE.

Ecnv noopoCTOK yXe Cornacuncy Ha nepsbli LWar, NOMOrnTe 0OCTaHOBUTL criefytowme. CnoKOWMHO
CrpoCUTe, YTO OH CAenan: TOMbKO NpoYnTarn, NOATBEPAMIT BXOL, BblAaN pa3peLleHve, 3anycTun
dann nnun onnatun. He TpebynTte cam cekpeT. Bbibop AanbHeNLWEeN MOMOLLM 3aBUCUT OT OTBETA.
[nga noaTBepXOEHHOO YyXOro BXo4a eCTb Mepbl akkayHTa; Ans 3anycka HemssecTHoro MO
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OONOJTHUTENIbHO HY>XXHa 6e30nacHoOCTb YCTpOl;ICTBa; Ona geHer otaesfibHO Hy>XeH CBOW 6aHK.
Obuwas ¢pa3a «ygann4yart» He OTMeHAET HM OHOIo U3 3TUX COBbITUM N MOXET YHUYTOXUTb
none3Hoe onmcaHne obCToATENbCTB.

B KOHLLe cbirpanTe 0TKa3 6e3 crnopa: «H He BbINONHAK BXO U 3amnyCcK Mo IMYHOW NPOCbbe; BONPOC
NpoBepIO Yepes oduLMarnbHbIN LEHTP». 3aTEM HaUAUTE MOMEHT, B KOTOPbIN MOXHO 6bIf10
OCTaHOBUTbLCA eLé paHblue. [paBubHbIN OTBET He TpebyeT Ny6MYHO O6BUHATL pearbHOro
y4aCTHMKa U1 NpoBOANTL paccreaoBaHue B coobllecTae. Bce MeHa 1 CUTyaLmmy BbiMbILWIEHb!.
Ecnun 0oCcTynHOCTbL CepBuCa OrpaHuyeHa, YrpaxHEeHWs BbIMOMHAIOTCH OdIanH Nno TEKCTY;
MOKYyMaTh akKayHT, UCKaTb YyXYO perncTpaumio nnm 06xoamTb OrpaHUYeHs paam ypoka He
TpebyeTcs.

BapuaHTbl AN YCTPOMUCTB
Bpaysep un Desktop Discord
1. [dng 3awmTbl BXOoAa OTKponTe cBom User Settings v pa3aen akkayHTa no akTyasbHOW CrpaBke.

2. Authorized Apps - oTaenbHasa NpoBepka paspeLLeHnit MPUNOXEHNAM, a He CMUCOK Y4aCTHNUKOB
cepsepa.

OrpaHuyeHua: MpounTaH NyenmMyHbIN TEKCT. PeanbHbi nHTepdenc 1 4oCTynHOCTb Discord B Poccum He MpoBepanuch; 06xon,
OrpaHUYeHut He NpeanaraeTcs.

Android: cBepsaTe MO6UNbHYIO BETKY

1. B cnpaBke BX0[ B HACTPOWKM HaUMHaeTCsi C COBCTBEHHOMO aBaTapa v 3Hauka HaCTPOeK;
[anblue BbIGUpatoT QYHKLMIO aKKayHTa.

OrpaHuueHus: MyHKTbl U GYHKLWK 3aBUCAT OT Bepcun. He ckaHupyiTe dyxor QR 1 He nepeycTaHaBnv1BanTe NpUNoXeHWe paau
3ajaHus.

iPhone: kntoy v ero xpaHunuuie

1. I'Iepeu N3IMEHEeHNeEM Kntova 4OCTYyNa BbIACHUTE, rAe OH XPaHNTCA U OOCTYMHa N
anbTepHaTMBa Ha BalleM YCTpOVICTBe.

OrpaHnyeHna: Knioy B XpaHuvLLe, HaCcTporka akkayHTa 1 pe3eps ayTEHTUdMKATOPA - pa3Hble 0BbekTbl; TeNnePoH He MPOoBepPSICS.

Pa3o6paTb LLeno4Ky U3 YeTbIpéX AEUCTBUN
1. HanauTe nepexopn oT Xanobbl K 4y>KoMy BXO4Y.
2. Passeante noareepxaenre QR, nepenayvy TokeHa 1 3anyck Gpanna.

3. BbibepuTe 0CTaHOBKY 1 HE3aBMCUMYIO MOMOLLL 6€3 NPOBEPKM peasibHOro NPeanoXeHns.

NMpoBepbTe cebs

e HacToswwme cekpeTbl He M3BNEeKanuchb.
e HeusBecTHasa NporpamMma He 3anyckanach.

e [loMOLLb Mocre ownbku He TpebyeT CThiga UK HOBOIO nnaTexa.
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NoBTOPUTE 3HAKOMYIO NMPaKTUKY

Discord: noapok nnu paspeLleHve Bxoaa?: NoaHbI yY4ebHbIn NpuMep 1 pa3bop NpuBeeHb! Bbille

B 3TOM METOOMYKE.

CamMonpoBepka

OTBeTbTE, 3aTEM CBEPbTECH C 0ObACHEHNAMU. HECKOMBKO NPaBU/IbHbIX OTBETOB OTMEYEHbI B
ycrnosuun. B PDF oTBeThl MprBeAeHbl Cpa3y Mocrne Kaxaoro Bonpoca.

1. «COTpyAHUK» B NTMMHOM YaTe NPOCUT NNAaTEX ANA OTMEHbI Xanobbl. YTo Bbi6paTh?

BbibepuTe oanH BapuaHT.

e 1) OCTaHOBWTb OMNaTy M CAMOCTOATENBHO OTKPbITh ObULIMANBbHYHO MOMOLLb

o 2) [pOoBEpUTb Ero HEGObLLMM NEPEBOOM

-

OTBerT: 1.
1) MnaTéx no NMMYHOMY TPe6OBaHMIO He MOATBEPXAAET NOMHOMOUMS MOAAEPKKM.

2) Pa3Mep nnaTtexa He yCTaHaBMBaeT HaCcToALero COTpyaHMKa M MOXET NPOLOOMKNTE CXEMY.

BepHuTech K pa3aeny ¢ AeCTBUAMK, OObACHUTE peLleHne CBOMMU CITIOBaMu U MOBTOpUTe Bornpoc. OLwmbka -
MoBOA MOTPEHNPOBATLCH, @ He HaKa3aHue.

-

2. BMecTo obeluaHHoro nogapka tenedoH npeanaraeT paspewnTb Bxod. YTo aenatb?

Bbibepute 0amH BapuaHT.
1) MoaTBepanTb, YTOGLI YBUOETh YCOBWSA NoAapka

o 2) OTMEHMTb Yy>O0it 3anpoc Bxoda

-~

OTtBeT: 2.
1) PaspeLueHmne MOXeT OTKPbITb YyXOWM CEaHC 1 He HYXHO M8 YTEHUA NPpenoXeHus.

2) CMbICN NOATBEPXAEHMSA He COBMaaeT C 06eLaHHOM Harpaaou.

BepHuTech K pa3geny ¢ AeCTBUAMK, OBbACHUTE peLleHne CBOMMM CoBaMu M MosBTopuTe Bonpoc. Owwmbka -
MoBOJ MNOTPEHMPOBATBLCS, 8 HE HaKa3aHue.
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3. Hy>xeH nu HacToSIWMIA TOKEH NS NPOBEPKN MOHUMaHUNA?

BbibepuTe oamH BapuaHT.
e 1) HeT, 0OCTATOUYHO BbIMbILLMEHHOM KAPTOUKM Ha3HaYeHWS

e 2) [a, nHaye Henb34 [oKa3aTb NPOXoXAeHMe

Vs

OTBerT: 1.
1) Ypok He TpebyeT U3BnekaTb Un MoKasbiBaTb CEKPET aBTOPM3aLmm.

2) CekpeT He SBNAeTCs AoKasaTebCTBOM 06yUYeHUs U He NepeaagTcs WKore.

BepHMTer Kpasgenyc OEeNCTBUAMK, OObACHUTE pelweHne CBonMM CnoBamMm N NOBTOPUTE BOMPOC. Owwnbka -
noBOA NOTPEHMPOBAaTLCH, a HE HaKa3aHue.

.

4. 1N «TeCTOBOW Urpbl» NPOCAT BbIK/IOUMTb 3aWMUTY. YTO BbIGpaTh?

BbibepuTe 0AWH BapuaHT.

e 1) 3anycTuTb Ha CEMENHOM KOMMbloTEpe 63 BaxHbIX Gainos

e 2) He 3anyckaTb 1 MpoBepUTb 3a4ady HE3aBUCUMO

-~

OTBeT: 2.
1) OBLLMIT KOMMBLIOTEP TOXE MOXET COAEPXaTb BXOAbI, AOCTYMbI M AaHHbIE APYrvX NOLEN.

2) HernoHATHbIM Gaitn He UCMbITLIBAKOT Ha CBOEM YCTPOMCTBE pajm NpOBEepPKM NPOChEbI.

BepHWTECH K pasaeny ¢ AENCTBUSIMU, OBbSICHUTE PeLLEHUE CBOVMMU CMOBaMM 1 MOBTOpUTE Bomnpoc. Olumbka -
NOBOA NOTPEHUPOBATLCS, a HE HakasaHwe.

-

5. Kakue ¢akTbl moOMOryT nocne owmb6kun?

BbibepuTe 0OmH BapuaHT.
e 1) Kakne 0encTBua yxe BbiNoMHEHb!, 683 CEKPETHbIX 3HAaUEHNN

e 2) TONbKO TO, HACKOMbKO APYXENO6HO FrOBOPUT COBeCeHNK

-~

OTBeT: 1.
1) Bxoq, dhann, paspelleHre 1 NnaTéx TPebyoT pasHbiX Mep NMOMOLLN.

2) TOH He yCTaHaBNMBaeT TEXHUYECKME MOCNEACTBUS 1 HYXHbIM MyTb BOCCTAHOBIEHWS.

BepHuTech Kk pa3geny ¢ AeCTBUAMK, OObACHUTE peLleHne CBOMMM COBaMu U MoBTopuTe Bonpoc. Owwmbka -
MoBOA MOTPEHNPOBATLCH, 8 HE HaKa3aHwe.

MpooonmknTb obyyeHue

e 06.lloTepan unu ykpanu tenedoH
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e 09.Mepenan Ko Unv NOATBEPANI UyXOW BXOA
e 10. YcTaHOBW NPUNOXEHNE UM Aan YAANEHHbIA AOCTYN
e 27.Yrposa urpoBOMY akKayHTY UM COMHUTENbHbBIN OBMEH

e 28.Tlofo3puTenbHbIM MO, YUT UMK NTayHYep

OTKPbITb YROK Ha canTe
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YPOK 3

Discord: nouTa, Yy>ou BXoa U
pa3peLleHHble NPUNOXEHUS

Bbibrpaem odurumanbHyo NpoLeaypy 1 3aHOBO NPOBEPSIEM 3aLUMTY NOCe BO3BpaTa
KOHTPONS.

Bepcua 1.0 - PepakumoHHas nposepka: 2026-10-27

4 N
CocTaBuTb NNaH no YeTbipéM BeTKaMm

BbibepyTe BETKY MO CBOEM CUTYyaLIMU.

cer @ ®)

O Pa3genute QR-Bxo4, [na nM4HOM CCbinkut MNocne Bo3BpaTa
M3MEHEeHVe NoYThI, yTpaTy  OTMEHbl HAa30BUTE YCIOBUSA  NEepedncnnTe oTaeNbHbIE
MFA 1 3anyck I10. 1 3anpeT Nepechinky. NPOBEPKN 3aLLMTbI.

YyebHasa nnmoctpaLms

CMbICnoBasi cxema no MaTepwuany. Hencrteusin orpaHunyeHua I'IO,ELpO6HO OMnnCaHbl H1Xe.

UTo Bbl CMOXETe caenaTb

OTnn4yaTb OWNBOYHBIM QR, cMeHY NouyThl, noTepto MFA 1 3anyck HeM3BeCTHOW NPOrpPaMMbl.

Yue6HbIn npuMep

BbIMbILWNEHHbIV BnageneL, noareepann vyxoun QR, 3aTem nonyymnn niucbMo 06 MU3MeHeHuH
appeca. B noyte ecTb iM4Had CCblfika BOCCTaHOBNEHUA. CeMbs He nepechbinaeT eé
«CMeunanncTy», a npoBepseT oduLLManbHbIN NpoLLecc.

YeTbipe cobbiTUA TPEO6YIOT pa3HbiX BETOK

Pa3genunTe ncxopHble cuTyaunmn: ogobpeH vyxomn QR, n3MeHeHa rnoyta, noTepsH
ayTeHTUOUKATOP, BbINMOMHEHa HEN3BECTHadA NporpamMma. OHM MOryT COMETaTLCH, HO HE 3aMEHSIIOT
ApYr opyra. 3anvwmnTe nocnenoBaTenbHOCTb U MpUMepHOoe BpeMs 6e3 TOKEHOB 1 KoAoB. Ecru
YCTPOMCTBO NOAO3PUTENBHO, HOBblE BaXXHble CEKPEeThl BBOASAT Ha JOBEPEHHOM annaparte v
NoNy4yaroT NPOBEPEHHYIO TEXHUYECKYIO MOMOLLL. CMeHa naponsd Ha TOM Xe YCTPOUCTBE C
HEen3BEeCTHbIM YMpPaBlIeHNEM MOXET PacKpbiTb ero CHoBa. YPOK He TpebyeT yCTaHaBNMBaTb
CPeACTBO YAaNEHHOro AoCTyna, YTOBbl KTO-TO «NOCMOTPEN BbICTPEEY.

nga owmboyHo pa3peluéHHoro QR oduumanbHasa crpaska ONUCbIBAaET CMeHY Naponsd Kak Mepy
BbIXxOa YCTPONCTB. [lenanTte 37O Yepe3 CaMOCTOATENbHO OTKPbITbI ODULIMENbHBIM MPOLLECC, a He
yepes HOBOro cobeceHuka. He cuntante yoaneHve QR 13 nepennckm OT3bIBOM yxe
pa3peluéHHoro Bxofa. CaMa kapTuHKa Morna nepectaTb paboTaTb, HO paHee OTKPbIThIN CeaHC -
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oTAenbHoe nocnefcTsne. Ecnu eLwé ocTaércsa CBown pabounit AOCTYM, CHavana noaroTosbTe
MOHATHbIE CPeACTBa BO3BpaTa 1 He BbIXOAMTE paan y4ebHOM NpoBepKu. BbiMbiLLNEHHaA NpaKT1Ka
He COo3aeT HaCTOALLMX CEaHCOB.

YBeaoMeHue CTapor NoYTe - INYHbIA NYTb, HE Ny6IMUHas CCbiNKa

Mpu U3MEHeHWM afpeca NPOBEPbTE COBCTBEHHbIV MPEXHUIA ALLMK 1 OPULMAMIBHYIO CTaTbiO
Discord 06 0TMeHe Takoro n3MeHeHus. B yBeoMNeH MOXET BbITb OrpaHUYeHHbIN Mo BpeMeHU
NVYHBIV NPOLLECC BOCCTaHOBMNEHUS. EFO He oTnpaBnstoT 4O6POBOMNbHBIM MOMOLLHUKAM U He
ny6nnKytoT B 06LLEM YaTe. ALpPecC 1 YCNOBUA CBEPAIOT C OPULLMaNbHOM CrpaBkon; OgHa BUOANMASA
NoAnNMCb KHOMKM HE MOATBEepXAaeT CCbInKy. ECNM CPOK UCTEK UMK YCNOBUSA HE BbINOMHEHDI, HE
obelwanTe, YTO Cnyxba NPOCTO BblOACT HOBYIO TaKyto Xe CCbIKY. Icnonb3ymnrte
npeaycMoTpeHHOe obpalleHne 1 onmncbiBanTe GakThbl.

MNpoLefypa OTMEHbI CMEHbI MOYTbI MOXET COPOCUTb 3alUMTHBIE CPEACTBa akkayHTa. [103TOMy
nocrne eé ycreLwHoro 3aBepLueHns 3aHoBO NpoBepstoT MFA 1 HYXHbIE KOHTaKTbl, Creays
oduLManbHbIM YCNOBUAM. OTO HE O3HAYaET, UTO NTIO60KN COTPYOHUK MOXET BPYUHYIO CHATbL MFA no
npocb6e B YaTe. Pa3nuyanTte cneumnanbHyio NOATBEPXAEHHYIO NpoLLEenypy BraaesnbLa un
obellaHme NOCTOPOHHErO «OTKMIOYMTbL BCE 3a nnaTy». [laxe ecnv BuanmMblii JOCTYM BEPHYICS,
paboTa He 3aKaHuYMBaeTCs Ha OTKPbIBLLEMCH NPOodUie: BaXHO MOHMMaTb, Kakne Crnocobbl 3almThbl
Tenepb AENCTBUTENBHO HAaCTPOEHD!.

MpunoxeHus, ycTpOMCTBO U NOCNEACTBUS ANSA APYrMX

MNpoBepbTe Authorized Apps 1 0T30BUTE HEMOHATHbBIE UMN HEHYXXHbIE pa3peLleHmns rno
oduLManbHON MHCTPYKUMKW. CMeHa Naposis U OT3bIB Pa3peLLleHnin 06CyXOatoTCH Kak pa3Hble
AevcTsug. [ng Bnagenblia CoobLeCcTBa OONONHUTENBHO NONe3Ha NpoBepKa 3aTPOHY ThIX PpOnen 1
WHTEerpauum ¢ OBepeHHbIMU aAMUHUCTPaTOpaMu. He naMeHanTe BeCb pabouunii cepsep Hayraau
He nepefaBaniTe TOKeH 60Ta A4 ayanTa He3HakoMLLy. OnuwumnTe 3adady 6e3 CekpeToB 1 3apaHee
cornacymTe nocneacTsus. JIMYHbIM BOCCTAHOBMEHHbBIV BXO CaM MO cebe He yCTaHaBNNBAET, UTO
BCe paHee BblJaHHble NpaBa COObLLECTBa YXe UCMPaBeHbl.

MNpv noTepe eanMHCTBEHHOrO cpeacTea MFA MCNoNb3ynTe OOCTYMNHbIE COBCTBEHHbIE 3anacHble
MeTO[bl MO TekyLLen cnpaske. He nepebupanTe Uyxue KoLbl, He NoKynanTe «obxon» 1 He
obellanTe yHMBepcanbHoe CHATUE 3almTbl NOAAEPXKKOW. ECnn 3apaHee CoxpaHEHHOro CpeacTBa
HeT, pe3yrbTaT BOCCTAHOBMEHNSA MOXET BblTb OrpaHNYeH. YeCTHO OBbACHUTE 3TO POACTBEHHUKY,
He 3acTaBnsAs ero 3aHOBO PacKpbiBaTh BCE, UTO OCTaNoCh. LLkona MOXeT NOMOYb BbibpaTh CTaTbio
1 pa3obpaTb NOPAOOK, HO HE MPUHUMAET Pe3epPBHbIN KO U HE AENCTBYET OT UMEeHV BnagenbLia B
aKkKayHTe.

Ecnu 6bina 3anyLweHa nogo3putenbHasa Urpa, OTAENbHO pellanTe 6e30nacHOCTb annapaTa.
[NpocToe yaaneHue npucnaHHoro danna He Aoka3biBaeT yCTpaHeHWe NoCneacTBUN
BbINOTHEHHOW NPOrpamMmel. [pr HEOBXOANMOCTHN 06PATUTECH K LOBEPEHHOMY CNeLVanmucTy,
06bACHUTE BpeM4 3arycKa 1 BblAaHHbIe pa3peLleHuns, 3apaHee YTOYHUTE PUCK NOTEPU AaHHbIX OT
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npennaraemMbix Mep. He BbIMOMHAMTE MNOSHbIV COPOC paan ynpaxHeHus. [ng 6aHKOBCKMUX
CBeLeHW 1 feHer OTAEeNbHO 0bpalllanTeCh B CBOW BaHK; Hannune nonuTmnkn Bo3spaTos y Discord
He O3Ha4aeT, YTO PUHAHCOBLIN PUCK CreAyEeT OCTaBUThL 6€3 BHUMaHWS.

MNpenynpeaunTe KOHTaKTbl 4OCTYMHbIM HE3aBUCUMbIM CIIOCOB0M, ECIMX OT BaLLErO UMEHW yXOanu
NPOCLObLI UMK CCbINKK. [TONPOCUTE HE UCMOMHATL WX, HE MEPECHINasn CEKPEeTHbIE cBeaeHna. [nq
oduumManbHOro obpalleHns NoAroToBbTE KPaTKY NOCnenoBaTelbHOCTb COBbITUI U
pa3peLLeHHble MOATBEPXOEHNS BNageHWA TONbKO B MPOBEPEHHOM npoLiecce. He nybnukynTe
MOJTHBIN MOYTOBbIV ALLMK UM 8PXMB TUYHBIX PA3rOBOPOB PaAuM KOMNEKTUBHOIO MOUCKa BUHOBHOIO.
YOoaneHue nokanbHOW Nepenucky He rapaHTUpyeT MCHE3HOBEHWA KOMWK, a Xanoba He obellaeT
Heme[eHHOro Bo3spaTa npodunsa nnm cpencTs.

[NnaH cunTaeTcsa pa3obpaHHbIM, KOTra Bbl MOXETe Ha3BaTb OTAEMbHO pPe3ynbTaT no Bxoay, MFA,
pa3peLleHnaM 1 yCTPOMCTBY. ECNv 0Ha BETKa ELUe He peLleHa, yKaxuTe cnenyoLmm
oduuManbHbIN LWar BMECTO O6LLEN ranoykm «BCcé 6e3onacHo». CoxpaHuTe namaTky obnanH 6e3
NIUYHBIX CCINOK W KOAOB. MNOAPOCTKY NONE3HO MMETb AOBEPEHHOIO B3POC/IOr0, KOTOPbIV MOMOXET
6e3 Haka3aHua 3a Nnpu3HaHue. [Jaxe npv HeycnewHoM BOCCTaHOBMNEHMM OCTAaHOBKa HOBbIX
nnatexemn n NOATBEPXOEHUN OCTaETCA BaXHbIM pe3ybTaTOM: OHa He BO3BpaLLaeT npoLunoe
aBTOMAaTUYECKM, HO MOMOraeT He NPOLOMXKaTb CXEMY.

BapuaHTbl AN YCTPOMUCTB
Bpaysep n Desktop Discord
1. Ong 3awmTbl BXOAa OTKponTe cBom User Settings v pa3aen akkayHTa no akTyanbHOW CripaBke.

2. Authorized Apps - oTaenbHas NpoBepKa paspeLlleHnin MPUNOXEHMSM, a HE CMIMCOK YYaCTHMKOB
cepsepa.

OrpaHunyeHunsd: MpounTaH NyennyHbIN TeKCT. PeanbHbi MHTepdenc 1 4oCTynHOCTb Discord B Poccum He MpoBepsnnch; o6xon
OrpaHNYeHui He NpeanaraeTcs.

Android: cBepanTe MOBGUNbHYIO BETKY

1. B cnpaBke BXoA4 B HACTPOWKM HaUMHaETCH C COBCTBEHHOIO aBaTapa 1 3Hauka HaCTpoexk;
Aanblue BblbupatoT QYHKLIMIO akkayHTa.

OrpaHuyeHns: MyHKTbI 1 QYHKLMM 38BUCAT OT BEPCUK. He ckaHmnpynTe dyxon QR 1 He nepeycTaHaBnMBanTe NpunoxeHne paan
3agaHns.

iPhone: kntou 1 ero xpaHunuiye

1. MNMepen 3MeHEHMEM KiTtoYa OCTYMa BbISICHUTE, A€ OH XPaHWUTCS U AOCTYMHa 1
anbTepHaTWBa Ha BalleM YCTPOMCTBE.

OrpaHundeHmnst: Koy B XpaHUuLLE, HAaCTPOWKa akkayHTa U pe3epB ayTEHTUDUKATOPA - pa3Hble 06beKTbI; TeNedoH He MPOBEPSANCS.

CocTaBuTb NNaH No YeTbIpEM BETKaM
1. Paspenute QR-Bxo4, M3MeHeHue nouThl, yTpaty MFA 1 3anyck MO.

2. [1na nMYHOWM CCbINKN OTMEHbI HA30BUTE YCNOBWS 1 3anpeT NePeChIIKMN.
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3. [locne Bo3BpaTa nepeuncnnTe oTAENbHbIE MPOBEPKM 3aLNTHI.
MpoBepbTe cebsa

e (Ccblnka BOCCTaHOBMNEHUS HE MyBNNKyeTCs.

e [IpoBepeHbl MFA 1 Authorized Apps Kak oTAenbHbIe 3a4a4u.

e He obellaH 6e3yCrnoBHbIV BO3BPAT akKayHTa UNn AeHer.

MoBTOPUTE 3HAKOMYIO NPaKTUKY

Discord: noapok nnu paspeLleHve Bxoaa?: NoaHbI yY4ebHbIn NpuMep 1 pa3bop NpuBeeHb! Bbille
B 9TOW METOAMYKE.

CamMonposepka

OTBETbTE, 3aTEM CBEPbTECH C 0ObACHEHNAMU. HECKOMBKO NPaBUIbHbIX OTBETOB OTMEYEHbI B
ycnosuun. B PDF oTBeThl MprBeAeHbl Cpa3y Mocrne Kaxaoro Bonpoca.

1. QR yxxe ono6peH. Ero ynaneHue 13 yata oT30BET OTKPbITbIM CeaHC?

BbibepuTe oanH BapUaHT.

e 1) HeT, HyxHa oduLmanbHas Mepa NpoTUB Pa3peLlEHHOro Bxoda

e 2) [la, ceaHC CyLIEeCTBYET TOMbKO MOKa BUAHA KAapTUHKA

e A
OTBerT: 1.
1) NcTeueHune nnm yaaneHne KapTHKM He OKa3blBaeT 3aBepLlUeHNe BblAaHHOIO paHee oCTyna.

2) ABTOpM3aL|.MF| CO3[aéT oThenbHoe NocneacTeme, KOTOpPOE HE CBA3aHO C XpaHEHNEM KapTUHKN.

BepHuTech K pa3aeny ¢ AeCTBUAMK, OObACHUTE peLleHne CBOMMM COBaMu U MoBTOpUTE BoMnpoc. OLwmbka -
MoBOA MOTPEHNPOBATLCH, @ He HaKa3aHwe.

& J

2. KoMy OTNpaBUTb IMYHYIO CCbINKY OTMEHbI CMEHbI NOYTbI?

Bbibepute oamH BapuaHT.
o 1) MNMoMOLWHWKY, o6eLLatoLLemMy YCKOPUTb MNPoLLEece

e 2) HvkoMy: BnageneL, UCrnosb3yeT NPOBEePeHHbIN 0GULManbHBIA MPOLLEeCce

- N
OTtBeT: 2.
1) Takas cCbifika 0aéT YyBCTBUTENbHYIO BO3MOXHOCTb M HE NepeaaéTcs NocpeaHuKY.

2) Cchbinka orpaHuyeHa yCroBvsiMu 1 npeaHasHadeHa Braaesblly, a He obLweMy 06CyxaeHUIo.

BepHMTer Kpasgenyc OEeNCTBUSAMK, OObACHUTE pelweHne CBonMM CnoBamMm N NOBTOPUTE BOMPOC. Owwnbka -
noBOA NOTPEHMPOBAaTbLCH, a HE HaKka3aHWe.
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3. NMocne cneunanbHOW OTMEHbI CMEHbI MOYTbI YTO BaXHO NPOBEPUTL?

BbibepuTe oamH BapuaHT.
o 1) Kakune meToabl MFA 1 KOHTaKTbl HyXHO HACTPOUTb 3aHOBO

o 2) ToNbKO BEPHYMOCH Nt NMpexHee nms

Vs

OTBerT: 1.
1) MpoLeaypa MOXET MEHATL 3alUMTHbIE CPEACTBa, OTKPbLITHIN MPOdGUIb HE 3aBEPLIAET NMPOBEPKY.

2) IMsi npodunsa He NoATBEPXAaeT BOCCTaHOBNEHWE MFA 1 OCTanbHbIX CPEACTB 3alUUThI.

BepHMTer Kpasgenyc OEeNCTBUAMK, OObACHUTE pelweHne CBonMM CnoBamMm N NOBTOPUTE BOMPOC. Owwnbka -
noBOA NOTPEHMPOBAaTLCH, a HE HaKa3aHue.

.

4. HensBecTHasi nporpamMma 3anyckanacb Ha KoMnbioTepe. loctaTtouHo BepHyTb Discord?

BbibepuTe 0anH BapUaHT.
1) [a, naponb akkayHTa ouMLLaeT annapat

e 2) HeT, 6€30MacHOCTb YCTPOWCTBA pa3bunpatoT OTAebHO

-

OTBeT: 2.
1) aMeHeHwe BXxoaa He AoKasbiBaeT 6€30MacHOCTb YCTPOWCTBA Nocre 3anycka HenssecTHoro MO,

2) Hosble CeKpeTbl 3alnatoT Ha OBEPEHHOM YCTpOMCTBe M BbIACHAIOT MNOCNeACTBNA 3aryCcka.

BepHWTECH K pasaeny ¢ AENCTBUSIMU, OBbSICHUTE PeLLEHUE CBOVMMU CMOBaMM 1 MOBTOpUTE Bomnpoc. Olumbka -
NOBOA NOTPEHUPOBATLCS, a HE HakasaHwe.

-

5. HyxHo nu npoBepATb Authorized Apps nocne cMeHbl naponsa?

BbibepuTe 0OmH BapuaHT.
e 1) Ja, paspeLieHns NpunoxeH1sm - OTAENbHbIN BONPOC

e 2) HeT, nobble paspelleHns aBToMaTUYeckn McYesnu Hasceraa

-~

OTtBerT: 1.
1) Bo3BpaT napons He 3aMeHsIeT OCMbICIEHHOM NPOBEPKM YXe BblAaHHbIX Pas3peLleHuI.

2) TakoW 06LLUMI BbIBOA HE noaTBepXxaaeTcsa O4HUM AENCTBUEM C NaPOTEM.

BepHuTech Kk pa3geny ¢ AeCTBUAMK, OObACHUTE peLleHne CBOMMM COBaMu U MoBTopuTe Bonpoc. Owwmbka -
MoBOA MOTPEHNPOBATLCH, 8 HE HaKa3aHwe.

MpooonmknTb obyyeHue

e 06.lloTepan unu ykpanu tenedoH
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e 09.Mepenan Ko Unv NOATBEPANI UyXOW BXOA
e 10. YcTaHOBW NPUNOXEHNE U Aan YAaNEHHbIA AOCTYN
e 27.Yrposa urpoBOMY akKayHTY UM COMHUTENbHbIN OBMEH

e 28.Tlofo3puTenbHbIM MO, YUT UMK NTayHYep

OTKPbITb YROK Ha canTe
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Pa36opbl cxeM U yyebHble npuMepbl

NoxxHas xano6a u «coTpyaHuk Discord»

YuebHad aganTtaums - Bepcua 1.0 - PegakunoHHas nposepka: 2026-10-27
BbIMbILLIEHHAA LLeMOoYKa NCNOMb3YET CTPaxX NOTEPATb MrPOBOE COO06LLECTBO.

YTOo noaTBEpXAEHO

e YyaCTHMK coObLaeT 0 AKO6bI CryyanHom xanobe.

e HoBbIt cobeceHWK TpebyeT QR-BXOA U MMaTEX.

NocnepoBaTenbHOCTb

1. Co3paéTcs TpeBora n3-3a xanoobsl.
2. NpeanaraeTcs NUYHbBIA KOHTAKT MHUMOW MOOAEPXKU.
3. Bnapeneu, npekpaluaeT NoATBEPXAEHWE U OTKPbIBAET OPULLMANBHBIV LLEHTP CAMOCTOATENBHO.

Ha 4éM cTpouTca nasneHue

o CTpax 61MOKMPOBKMN 1 CPOYHOCTb.

e [loAMeHa TeXHMYEeCKOoro AoCTyrna NpoLLeaypon OTMEHbI Xanoobsbl.

He nnaTtuTb 1 He BbldaBaTb BXOL; Mnpun y>Xe BbIMOJTHEHHbIX OEeNCTBUAX Bbl6paTb noaoxoaduyto
BETKY BOCCTaHOB/1EHNA.

He3aBucuMaa npoBepka

e OTKpbITb SUpport.discord.com caMOCTOSATENbHO.

e Pas3nnuntb pPOIb y4aCTHMKa CcepBepa Oq)l/ILLMa}'IbHOG o6paLueHme noaonepxku.
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MCTOYHUKN N PEOAKUMNOHHBIE OFPAHUYEHNUA

[MpoBepaAUTE NO NEePBOUCTOUYHUKY

KaHarbl, BO3MOXHOCTW 1 Ha3BaHWS pa3aenoB MOryT U3MEHATLCH. MaTepuanbl MOMOratoT BblbpaTh
[IENCTBUE, HO HE rapaHTMPYIOT BOCCTAHOBIEHNE akKkayHTa, BO3BPaT AEHEr UK OTCYTCTBME pPUCKa.
Mpw AeHEXHOM NPoUCLIECTBUN ObpaLLanTech B 6aHK cpasy.

1. Discord. MeTonabl MFA Discord
https://support.discord.com/hc/en-us/articles/219576828-Setting-up-Multi-Factor-Authentication

CopepxaHue nposepeHo - 2026-10-27

OnucaHbl KoYM OOCTYNa, NPUNOXeHWe-ayTEHTUDUKATOP, YCIOBHbIN SMS-pe3eps 1 04HOPa30Bble 3aMnacHble KoAbl.
Cnyx6a He cHMaeT MFA Mo npocTon npock6e.

OrpaHuyeHus: MpoumTaH NyGIMUHbIN OCHOBHOM TEKCT; HACTOSALLMI aKkayHT U NMPUIOXEHWS He OTKpbIBanuCh. Bepcus,
nnaT$opma, BO3pacTHbIE YCMNOBWS U JOCTYNHOCTb B POCCUM NMPOBEPSIIOTCS OTAENBHO; paboTa cepeuca He obellaeTcs.

2. Discord. Kntoun goctyna Discord

https://support.discord.com/hc/en-us/articles/25966860846231-Security-Keys-Passkeys-and-Passwordless-Login-
on-Discord

CogaepxaHve nposepeHo - 2026-10-27

Kntou focTyna NpyBsi3aH K NOALEPXMBAEMOMY XPaHUMHLLY U YCTPOMCTBY. MI3MEHEHWe CyLLECTBYIOLLUX CPELCTB TpebyeT
3apaHee JOCTYNHOW anbTepHaTUBbI.

OrpaHuyerus: MNpounTaH ny6aMyHbIN OCHOBHOM TEKCT; HACTOALLMM akKayHT Y MPUIIOXEHNS He OTKPbIBanuch. Bepcus,
nnat$opma, BO3pacTHbIe YCNOBWSA 1 JOCTYNHOCTL B POCCHm MpoBepsatoTCs OTAeNbHO; paboTa cepsuca He obellaeTcs.

3. Discord. MpunoxeHue-ayteHTudpukatop Discord
https://support.discord.com/hc/en-us/articles/26304482627095-Using-an-Authenticator-App-on-Discord

CopepxaHue nposepeHo - 2026-10-27

CekpeT HaCTpPoWKM ayTEHTUDMKATOPAa NO3BONSET FEHEPUPOBATL NOATBEPXAEHNS. Pe3epB Takoro NPUIOXeHUs 3aBUCUT
OT ero CO6CTBEHHOWN peanusaLmu.

OrpaHuyeHus: MpoumTaH Ny6aMUHbIN OCHOBHOM TEKCT; HACTOSLLMI aKKkayHT U NMPUIOXEHWS He OTKpbIBanuCh. Bepcus,
nnaTthopMa, BO3PaCTHbIE YCIOBUS U JOCTYNHOCTb B POCCHM NMPOBEPSIOTCS OTAENBHO; paboTa cepBuca He o6eLLaeTcs.

4. Discord. Bxop Discord no QR
https://support.discord.com/hc/en-us/articles/360039213771-QR-Code-Login-FAQ

CogaepxaHve nposepeHo - 2026-10-27

CkaHupoBaHue 1 ogobpeHue QR paspeLuatoT BXo4 APYroMy YCTPoMCTBY. MNpu owmboyHOM 0f06peHum cripaBka
peKkoMeHayeT CMeHy Napons ANs BbIXo4a yCTPOWCTB.

OrpaHuyeHus: MNpounTaH ny6mMyHbIM OCHOBHOM TEKCT; HACTOALLMM aKKayHT v MPUIIOXEHNS He OTKPbIBanunch. Bepcus,
nnaTdopma, BO3pacTHbIE YCNOBUA M JOCTYMHOCTb B POCCUM MPOBEPAIOTCH OTAENBbHO; paboTa cepBuca He obellaeTcs.
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5. Discord. leicTBus Npun uyxoM aoctyne Discord
https://support.discord.com/hc/en-us/articles/24160905919511-My-Discord-Account-was-Hacked-or-Compromised

CopepxaHue nposepeHo - 2026-10-27

PasfeneHbl npoBepka noyTbl, COPOC Napons, paspeLléHHblie NPUNoXeHUs 1 oduLmManbHoe obpalleHue. NogaensHas
noaaepXKa MoxXeT TpeboBaTb MNaTéx UM CMeHy PeKBU3NTOB.

OrpaHuyeHus: MpoumTaH NyGaMUHbIN OCHOBHOM TEKCT; HACTOSALLMI aKkayHT 1 NMPUIOXEHWS He OTKpbIBanuCh. Bepcus,
nnaTthopMa, BO3PaCTHbIE YCIOBUS U JOCTYNHOCTb B POCCHM NMPOBEPSIOTCS OTAENBHO; paboTa cepBuca He 06eLLaeTcs.

6. Discord. OTMeHa naMeHeHus nouTsl Discord

https://support.discord.com/hc/en-us/articles/27299669812375-My-Discord-Email-was-Changed-and-I-Want-to-
Undo-It

CopepxaHue nposepeHo - 2026-10-27

YBeOMIIEHME NPEXHEMY alpecy MOXeT COAePXaTb OrpaHUUEHHYIO Mo BPEMEHM NUUHYIO CChINKY OTMeHbI. [poledypa
MEHSET 3alUMTHble CPeACTBa, NOC/e Heé UX HaCTPanBaloT 3aHOBO.

OrpaHuyerus: MNpounTaH ny6aMyHbI OCHOBHOM TEKCT; HACTOALLMM akkayHT v MPUIIOXEHNS He OTKPbIBanunch. Bepcus,
nnaTtpopma, BO3pacTHble YCNOBKA 1 AOCTYNHOCTb B POCCUM MPOBEPSAIOTCHA OTAENbHO; paboTa CepBunca He ObeLlaeTCs.

7. Discord. 3awmTa ot o6MaHa B Discord

https://discord.com/safety/protecting-users-from-scams-on-discord

CopnepxaHve nposepeHo - 2026-10-27

OduumanbHbI MaTepran NpeaynpexaaeT O HEM3BECTHbIX MPOrpaMMax, nepeaade TokeHa, 4yxom QR 1 paspelleHmax
coobulecTBa.

OrpaHuyerus: MNpounTaH ny6MYHbI OCHOBHOM TEKCT; HACTOSALWMM akKayHT 1 MPUIOXEHNSt He OTKpbIBanunch. Bepcus,
nnaTt@opma, BO3PaCTHbIE YCNOBWS 1 JOCTYNHOCTb B POCCHM MPoBepsatoTCs OTAeNbHO; paboTa cepauca He obellaeTcs.

learn.ivan-it.net - Bepcusa 1.0 24124


https://support.discord.com/hc/en-us/articles/24160905919511-My-Discord-Account-was-Hacked-or-Compromised
https://support.discord.com/hc/en-us/articles/27299669812375-My-Discord-Email-was-Changed-and-I-Want-to-Undo-It
https://support.discord.com/hc/en-us/articles/27299669812375-My-Discord-Email-was-Changed-and-I-Want-to-Undo-It
https://discord.com/safety/protecting-users-from-scams-on-discord

	Discord: аккаунт,игра и правадоступа
	Иван Юрьевич
	Что нужно для начала
	Критерии практики
	Платформы и границы проверки
	Веб
	Android
	iPhone

	Для разных участников
	Связи аккаунтов
	Оглавление

	Discord: ключи доступа, MFA изапасной вход
	Подготовить запасной вход без настоящих секретов
	Что вы сможете сделать
	Учебный пример
	Аккаунт, сервер и роль - разные уровни
	Защита входа требует осмысленного резерва
	Что проверить до смены устройства
	Варианты для устройств
	Браузер и Desktop Discord
	Android: сверяйте мобильную ветку
	iPhone: ключ и его хранилище

	Подготовить запасной вход без настоящих секретов
	Проверьте себя

	Практика: Discord: подарок или разрешение входа?
	Разбор вариантов

	Самопроверка
	1. Модератор сервера требует пароль для проверки роли. Что выбрать?
	2. Что важно до замены телефона с аутентификатором?
	3. Куда положить резервные коды Discord для урока?
	4. Authorized Apps - это что?
	5. Можно ли показать QR настройки TOTP, раз короткий код меняется?

	Продолжить обучение

	Discord: ложная жалоба, подарок итестовая игра
	Разобрать цепочку из четырёх действий
	Что вы сможете сделать
	Учебный пример
	Кто просит и какое действие получает
	QR и подарок могут оказаться авторизацией
	Запуск программы и выдача токена - самостоятельные риски
	Варианты для устройств
	Браузер и Desktop Discord
	Android: сверяйте мобильную ветку
	iPhone: ключ и его хранилище

	Разобрать цепочку из четырёх действий
	Проверьте себя

	Повторите знакомую практику
	Самопроверка
	1. «Сотрудник» в личном чате просит платёж для отмены жалобы. Что выбрать?
	2. Вместо обещанного подарка телефон предлагает разрешить вход. Что делать?
	3. Нужен ли настоящий токен для проверки понимания?
	4. Для «тестовой игры» просят выключить защиту. Что выбрать?
	5. Какие факты помогут после ошибки?

	Продолжить обучение

	Discord: почта, чужой вход иразрешённые приложения
	Составить план по четырём веткам
	Что вы сможете сделать
	Учебный пример
	Четыре события требуют разных веток
	Уведомление старой почте - личный путь, не публичная ссылка
	Приложения, устройство и последствия для других
	Варианты для устройств
	Браузер и Desktop Discord
	Android: сверяйте мобильную ветку
	iPhone: ключ и его хранилище

	Составить план по четырём веткам
	Проверьте себя

	Повторите знакомую практику
	Самопроверка
	1. QR уже одобрен. Его удаление из чата отзовёт открытый сеанс?
	2. Кому отправить личную ссылку отмены смены почты?
	3. После специальной отмены смены почты что важно проверить?
	4. Неизвестная программа запускалась на компьютере. Достаточно вернуть Discord?
	5. Нужно ли проверять Authorized Apps после смены пароля?

	Продолжить обучение

	Разборы схем и учебные примеры
	Ложная жалоба и «сотрудник Discord»
	Что подтверждено
	Последовательность
	На чём строится давление
	Независимая проверка


	Проверяйте по первоисточнику
	Discord. Методы MFA Discord
	Discord. Ключи доступа Discord
	Discord. Приложение-аутентификатор Discord
	Discord. Вход Discord по QR
	Discord. Действия при чужом доступе Discord
	Discord. Отмена изменения почты Discord
	Discord. Защита от обмана в Discord


