Lincposasi wkona - MeaH KOpbesuy - [ins neyatu

METOOWYKA KYPCA - LUOPOBAA LWWKONA

Proton Mail: Bxoa u
3alwmndppoBaHHbIU
apxuB

MoAroTOBbTE BOCCTAaHOBMNEHWE akKayHTa M AHHbIX
Kak pa3Hble 3adauu; He oTnpasnanTe pasy noa
BMAOM MPOBEPKMY.

YuebHas unmocTpaLys

e Pa3nnyaTtb c6pOC Napond, BTopor GakTop 1 pacmdPpoBKy apXxmBa.
e [IpoBepaATb NnoaAensHble obpalleHns 6e3 packpbiTna Gpasbi.

e OueHnBaTb NOCNeACTBUA Xanobbl 1 COXPaHEHHOrO CeaHca.

UBaH lOpbeBuy

learn.ivan-it.net

Bepcus 1.0 - PegakumoHHas nposepka: 2026-10-27

MOoXHO unTaTh 6€3 MHTEepHeTa, OTMeYaTb Ha ByMare 1 BO3BPaLLaTbCA K HYXHOW CUTYaLMN.
KnvkabenbHble CChinku M agpeca BeayT K MaTepuranam 1 obuLmanbHbIM UCTOYHMKEM.

HasBaHue npoekTta paboyee. MaTepuran aBTOPCKMI, He roCcydapCTBEHHas NporpamMma. He BBoanTe HacTosLwpme Naponv v Koabl B
y4ebHble 3aaHus.

learn.ivan-it.net - Bepcusa 1.0 1725


https://learn.ivan-it.net/

Lincposasi wkona - MeaH KOpbesuy - [ins neyatu

YTO HY)XHO ANdA Hayana

e [loHMMaTbL ponb BOCCTaHOBUTENBHOM NOYTbI M AOMONMHUTENBHOIO noareepXaeHu4.

KpnTepuu npakTuku
e BblbrpaeT cpeacTBo OTAENbHO ANA BXOAa M AaHHbIX.
e HenyTaeT pe3epBHble koAbl 2FA 1 ppasy.

e He npoBepsieT BOCCTaHOBNEHWE CHPOCOM HaCTOSLLEr O NMapons.

HpaKTMKa OPMEHTNPOBOYHO 14 MUH; MOXHO BbINOMHATH MO YaCTAM.

MnaTdopMbl M FpaHuLLbI TPOBEPKHU

Beb6

My6nnuHasa oduLmanbHaa cnpaska Ha AaTy NPOBEPKU; MUYHbBIV KABVMHET He OTKPbIBANCS

[NpoBepeHbl TONbKO NPUBEAEHHbIE B UCTOUHMKAX QYHKUMW. Ha3BaHWA U AOCTYMHOCTb 3aBUCAT OT
aKKayHTa/permoHa.

MNpoBepka: 2026-10-27
Android
ry6nuyHasa cnpaska akkayHTa; MPUNoXeHWe Ha YCTPONCTBE HE NPOBEPANOChH

My6nnyHbIE MHCTPYKLUMN MPOYUTaHbBI; KOHKPETHbIE BEPCUM MPUNOXEHNN HE OTKPbLIBANMCh.
[loCTynHOCTbL cepBuca, perncTpaLmm n onnatbl B Poccun He obellaeTcs.

MNpoBepka: 2026-10-27
iPhone
My6nuyHaga crnpaBka akkayHTa; NpunoXeHne Ha yCTPOVCTBE He NPOBEepPANoCh

My6nnyHbIE MHCTPYKLUMN MPOYUTaHbBI; KOHKPETHbIE BEPCUMN MPUNOXEHNN HE OTKPbLIBANMCh.
[locTynHOCTb cepBuUCa, perncTpaLmm 1 onnatbl B Poccun He obellaeTcs.

MNpoBepka: 2026-10-27

[ns pa3HbiX y4aCTHUKOB

e Ycnosud Proton: MMHMMYM 13 NeT 1 cornacue poanTensa/3akoHHOro npeactasnTens angd
HecoBepLUeHHOoNeTHero. [Ing ypoka permctpaumsa He HyxHa.

e TONbKO BbIMbILLNIEHHASA Tabnuu.a cnoco60B BOCCTAHOBNEHUS; HUKAKMX HACTOSALLMX q)p83 7
aKKayHTOB.

 [loMorainTe NoOHATb Ha3HaYeHWe CPeACTB, He TPebys naponb unu ppady. Cornacue He
3aMeHSIeT MUMHUMATbHbIN BO3PacT CepBUCa.
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OrnaBneHune
1. lNoarotosbTe ABa BMAa BOCCTaHOBNEHUSA
2. WndposaHme He yOOCTOBEPSET NPOCLOY OTNpaBUTENS
3. BepHuTe BXO4 1 MpoBepbTE AOCTYM K apXMBY OTAENbHO
4. CxeMbl 1 OKYMEHTUPOBaHHbIE NPUMEPHI
5. ICTOYHMKM 1 pefaKLMOHHbIE OrpaHUYeHUs

Kaxnada rnasa CcoaepXxunT aencraeue, NPaKTUKY U pa36op otBeToB. ObLLas NpakTrKa npmMBOoONTCA
MNOJTHOCTbKO OOMH pPa3, a NOBTOPHbIE O6paLLI,eHVIﬂ BeOyT K Hewn BHYTPK 3TON METOANYKMN.
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YPOK 1

NMNoarotoBbTe AiBa BUAa
BOCCTaHOBJ/1eHUSA

Bo3BpaT napons 1 YTeHme NPEXHNX 3amdPOBaHHbIX MMCEM TPEBYIOT pa3HbIX
CPEACTB.

Bepcua 1.0 - PepakumoHHas nposepka: 2026-10-27

[1Be kKoNnoHKU NpuHbI

® © ®

PasnoxuTe nouty HanonTe 3aBUCUMOCTb Bbibepute cnocob nponTu
G BOCCTaHOBMNEHWS, Gpa3y n  edMHCTBEHHOW KOMuM OT npoBepky 6e3 HacToALLEero
koAbl 2FA MO Ha3Ha4YeHW0.  CaMOoro AWmKa. cbpoca.
Y4ebHas unniocTpaums CMbicnosas cxema no Matepuany. [JencTsrs U orpaHnyeHns NoAPOBHO ONMCaHbI HXKE.
NG J

YTOo Bbl CMOXETe caenaTb

ConocTtaBnTb CPEACTBO C 3afa4en, He CUMTaTh 60N 3anacHOM KOHTaKT MOMHbIM
pe3epBMpOBaHNEM.

Yue6HbIn npuMep

MpuHa no6aBnna BOCCTaHOBUTENBHYIO MOYTY M CUMTAET, UTO NOC/E N60ro cbpoca napons
BCE CTapble NMcbMa 0683aTeNbHO ByayT AOCTYMHbI. Ppasy OHa XOUeT XPaHUTb TONbKO B
CaMOM SILUMKE.

O6wWMi aKKayHT M MOYTOBbIE JaHHbIE - pa3Hble YPOBHMU

B Proton o6wwuin akkayHT CBA3aH C HECKONbKUMU NPOAYKTaMu, a B 3TOM KypCe pacCcMaTpuBaeTCH
noyrta 1 Heobxoanmble Ang Heé cnocobbl 4OCTYNa. YHUKabHbI Maposib U AOMNOMHUTENbHbBIN
(aKTOop NOMOraloT 3almLaTh BXOL, HO HE OTMEHSIOT BOMPOCOB BOCCTAHOBMEHNA
3aWwmndpoBaHHOrO apxmBa. He nepeHocuTe NPUBbLIYHOE NOBEAEHNE O6bIYHOIrO MOYTOBOMO ALLMKa
aBTOMaTU4eckn. CnoCoOBHOCTb BHOBb OTKPbITb 3KPaH akkayHTa M COCOBHOCTb MpoYnTaThb
NpexHWe faHHbIe MOryT 3aBUCETb OT Pa3HbIX 3apaHee NoAroTOBNEHHbIX CPeaCTB.

Ina VpuvHbl co3aanTe ABe KONOHKU: «BEPHYTb BXOA» N «BEPHYTb YTEHWNE NPEXHUX AaHHbIX».
PAafnoM yka3bliBanlTe TOMbKO Ha3BaHWA METOLOB M3 CrpaBKkK, 6€3 pearnbHblX 3HaueHun. Takoe
pa3feneHve NnoMoraeT yBUAETb HEMOMHbIV MaH 3apaHee. YPoK He TpebyeT perncrpaumu,
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OnnaTbl, CMEHbl pervoHa 1nm cnonb3oBaHWa OpyrmMx npoaykTos Proton. Ecnv cepauc
He[OoCTYMeH No BalMM YCMOBUAM, 3aa4a peluaeTcd Ha yuebHow Tabnvue 6e3 obxoaa
OrpaHVYeHnn 1 Nnepenaydr MUUYHbLIX aHHbIX LWKOTe.

3anacHou agpec He o6s3aTenbHO pelwaeT o6e 3afgaum

OduumanbHas cnpaska pa3nuyaeT cbpoc Naponsd U BOCCTaHOBNEHWE AaHHbIX.
MNpenycMoTpeHHble noyTa 1 TenedoH MoryT No3BOMUTL 3a[4aTb HOBbIV Mapo/ib, HO CaMu No cebe
He pacLwmdPOBbIBAOT NPEXHUM apXMB. [103TOMY Hanuyne NoATBEPXAEHHOIO afpeca HemMb3a
Ha3BaTb NOMHbIM PE3EPBMPOBAHNEM BCEMO. HYXXHO NMOHATH Ha3Ha4YeHme Kaxaoro
noaroTOBIEHHOrO METO4a M €ro COCTOAHME: BbiIbpaHHas, HO eLLé He 3aBepLUEHHaa HaCTPOoMKa He
paBHa rOTOBOMY CPeCTBY, KOTOPbIM MOXHO BOCMOb30BATLCH MOCME NOTEPU AOCTYNa.

MNpoBepaAnTe He3aBMCUMOCTb KOHTaKTa. ECnn AOCTYM K 3anacHOMY ALWMKY BO3MOXEH TOMbKO
yepes TOT Xe NOTEePAHHbLIN TeNnedoH, KapTa COAePXUT AOMNOMHUTENbHYIO 38aBUCMMOCTb. He
MCNONb3yMTE NMOYTY CNyYanHOro NOMOLLHWKA paan CKOPOCTU. M He oTkovanTe
BOCCTaHOBUTE/bHbIN KOHTAKT TOMbKO M3 OOLLEro onaceHns «BCe CBA3M OMacHbI»: CHavana
COMOCTaBbTe MNOMb3Y, KOHTPOb M 3anacHOW NyTb. Pa3feneHne akkayHTOB SBNAETCH OCO3HaHHbIM
peLleHneMm, a He oba3aTeNbHbIM YNPaXxHEHWEM A9 BCEX NoMb30BaTeneu.

®pa3a u pann He 3aMEHAIOTCA OANHAKOBbIMU CNOBaMM

BoccTaHoBuTeNbHasA Gpasa B TEKYLLEW CMpaBKe OXBaTbiBaET BO3BPAT BXOAa M AaHHbIX. [pyrue
MeTobl, Hanpumep dann BOCCTaHOBMEHNSA NMMB0 pe3epBUPOBaHME AaHHbIX HA YCTPOUCTBE,
UMeIoT COBCTBEHHOE Ha3HauveHue. He Ha3biBanTe X OO4HWUM CITOBOM «Pe3epPBHbIMKOA»: OT 3TOr0
Nerko BbibpaTb He TOT My Tb NPW peanbHoM npobneme. Ppas3a ABNAETCA CEKPETOM AOCTYMa.
MNpenonasaTento JOCTAaTOYHO 3HaTb, UTO Bbl MOHMMAETE POSib U MECTO XPaHEHWA, a HEe BUOETb €€
crnosa.

He xpaHuTe eanHCTBEHHYIO KOMUIO HYXXHOO CPefCcTBa TOMbKO BHYTPW TOMO Xe HeOCTYMNHOro
akkayHTa. lNpoaymManTe He3aBMCUMOE 3aLUULLEHHOE MECTO M CNOCO6 He NOTEPATb KOMUIO BMECTe
C YCTPOVCTBOM. Henb3s co3fnaBaTth peanbHyto Gpa3sy paam CHUMKa B y4ebHOM oTuéTe. Ecnn
paHblUe 6bIn BblbpaH MHOW METOL, CBEPANTE ero NPUMEHNUMOCTb MO akTyanbHOW CrpaBKe.
Hanuuwne danna Ha AMcke ToXe He AOKa3blBAET, UTO 3TO HYXHbIN M AENCTBYIOLWMI MaTepuan Ans
KOHKPETHOIro akkayHTa.

BTopou ¢pakTop pewwaeT CO6CTBEHHYIO 3aauvy

MNpunoxeHne-ayTeHTUPUKATOP 1 COBMECTUMbIN PUINYECKUI KITHOY ABMAIOTCH CpeacTBaMum
LOMNONHUTENbHOMO NOATBEPXAEHNSA. Pe3epBHbIe O4HOPA30Bble KOAbl BTOPOro pakTopa
OT/IMYaIOTCH OT Ppa3bl, KOTOPAA y4aCTBYET B BOCCTAHOBNEHUM AaHHbIX. [loTepa TenedoHa ¢
ayTeHTMOWKATOPOM He BCeraa paBHa noTepe naporns, a 3HaHWe napons He BCcerga 4OCTaTOuYHO
And Bxofa. YuebHasa Tabnuvua 4OomKHa MoKasblBaTh 3TV pa3nnyuns, a He TpeboBaTb 3aMOMHUTb
O[HO BOmwebHoe cpeaCcTBO Ha BCe Cry4vau.
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Ho6asnaa nnu yganas GakTop B HACTOSLLEM akKayHTe, CHavana noHMManTe anbTepHaTUBY U
nocneacTeus. [pakTuka He TpebyeT Takoro 3MeHeHusa: JOCTaTOYHO BblbpaTh NpaBusbHbIE
KapToukn. QR HaCTpPOMKM ayTEHTUDMKATOPa 1 KOAbl HENb3H MyBNNMKOBaTb Kak 6€30MacHYo
KapTUHKY. [TOMOLLHMK MOXET 06bACHUTb, YTO NOATBEPXAAETCH, HO HE CKaHUPYET Ball HaCTOALLMN
HaCTpOeYHbIn cekpeT cebe. COBMECTUMOCTb PU3NYECKOro Kioua KU YCTPOUCTBa MPOBEPAIOT
OTAENbHO, MOKYMKa paau Ypoka He Hy>XHa.

CoxpaHEHHbIN ceaHC nosieseH, HoO He eAUHCTBEHHbIN 3anac

B TekyLuen cnpaske eCTb OTAeNbHas BO3MOXHOCTb BOCCTAaHOBMEHNA 13 paboTaloLwero ceaHca ¢
npenycMOTPEHHbBIMKW YCNOBUAMU. He BbIXOAMTE 13 MOCNEAHEr0 AOCTYNHOMO NPUIOXEHUS, YTO6bI
NPOBEPUTL 3KCMEPUMEHTOM CBOIO MOTOBHOCTb. OAHOBPEMEHHO HE fiefianTe COXPaHEHHbIV CeaHC
€0MHCTBEHHOM CTpaTermemn: yCTPOMCTBO MOXET NOTEPATLCH UMK NepecTaTb paboTaTth. HyxXeH
NpoAyMaHHbIM HAabOoP NOAXOAALLMX CPeaCTB, KOTOPbIV BriageneL, moHMMaeT U KOHTPOMUPYET, a He
B0/MbLLOV CMUCOK BKITKOYEHHbBIX QYHKLNN 6€3 06bACHEHWA Ha3HaYEeHNS.

NTor ona NpviHbl: OTMETUTb HEQOCTATOK OAHOW BOCCTAaHOBUTENbHOW NOYTbI ANA NPEXHEro
apxvBa, NOAroTOBUTb HE3aBUCUMOE XPaHEHWE U pa3nnynTb BTopon dakTop. [poBepanTe Takxe
[AOCTYMHblE NOAKMIOYEHNA 1 NpaBuna CaMom MOYTbI, HE Bbl4aBas HOBble MONTHOMOYMA paaum
nposepku. [ina paboyen opraHmM3aLmm MOryT AENCTBOBaTb OTAENbHbIE BO3MOXHOCTU
agMUHUCTpPaTOpa; He obellanTe YaCTHOMY W OPraHN3aUOHHOMY aKKayHTY OAMHaKOBYIO CXEMY.
YBEpPEHHOE «MOKa HE 3Hat0, YTOUHIO» NyyLle pa3pyLUnTenbHOro cépoca A NonyyYeHUs ranouku.

BapuaHTbl AN YCTPOMUCTB

Be6-HacTpoWnku BOCCTaHOBNEHUS

1. CaMOCTOATENBbHO OTKPOMUTE HACTPOWNKM akKayHTa 1 Recovery.

2. ConocTaBbTe MeTOAbl C ABYMSA 3aa4aMu U COCTOAHNEM FTOTOBHOCTMW.
OrpaHnyeHnd: He kaxapii Cnocob 0AMHAKOBO NPUMEHUM K YNIeHY OpraHu3aLLmn.
CoxpaHéHHoe npunoxeHue

1. He BbiIxoauTe paau aKCnepuMeHTa.

2. PaznnyanTte OOCTYMHbIM CeaHC 1 MOArOTOBMNEHHOE He3aBMCUMOE CPEeACTBO.
OrpaHuyeHna: YCroBus MoaaepXK KOHKPETHOM BETKU MPOBEPSIOT MO CMpaBKe.
BTtopowu ¢pakTop

1. He ny6nukynTe HacTpoeyHbin QR 1 pe3epBHbIe KOAb!.

2. O6bAcHANTE X Ha3HaYeHWe Be3 HaCTOALMX 3HAYEHUN.

OI'paHVNeHl/Iﬂ: Bepcvm npunoXxeHna n CoBMeECTUMOCTb KMHoYen OTAeNbHO He npoBePANNCH.

[1Be KonoHku puHbI

1. Pasnoxute nouTy BOCCTaHOBNEHNA, Gpa3y 1 KoAbl 2FA Mo Ha3HauYeHuIo.
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2. HangnTe 3aBUCMMOCTb € AMHCTBEHHOW KOMWKW OT CaMOro ALWMKaA.
3. BblbepuTe cnocob nponTn NpoBepkKy 6e3 HacTosLlero cépoca.
MpoBepbTe cebsa

e He cuuTato copoc napons pacmdpoBKON apxmea.

e Pasnuyaio ppasy v koabl 2FA.

e He nokasblBalo CeKpeT ANnd JoKa3aTeNbCTBa rOTOBHOCTMW.

MpakTuka: [1Be 3agauun Proton 1 oTaenbHbi BTOPOU pakTop

Pa3noxuTe MeTobl N0 Ha3HaYEHMIO.

BbiMbILLNEHHbIE KapTOYKM 6€3 HacToALMX Ppa3, QR 1 pannoB: BOCCTAHOBUTENbHAA MOYTa,
dpa3za, pesepsHbin koA 2FA, Gann AaHHbIX.

Kakne yTBepxXaeHnst TOMOratoT COCTaBUTb BEPHbIV NaH?

o 1) PasgenuTb BO3BpAT BXO4a M NMPEXHMX AaHHbIX
o 2) MpoBepuUTb HazHauYeHMe pe3epBHOro koaa 2FA oTaensHO

o 3) CunTaTb 10601 HOBbIN NaPO/b BO3BPATOM BCEro apx1ea

/ N
Pa36op BapnaHTOB
v Pa3fenuTb BO3BpaT BXOa W NPexXHUX AaHHbIX. He Kax bl MeTo OXBaTbliBaeT 0be 3ajauu.
v [poBepunTb Ha3HauveHne pesepBHOro kofa 2FA otaenbHo. OH He TOXAeCTBeHeH Gpa3se AaHHbIX.
CunTaTb NGO HOBLIV NaPO/b BO3BPATOM BCErO apXuBa. Takom rapaHTUn HET.

Bbl pasnnyunnn 3agaydm n He packpbli HaCToAlMe MaTepkaribl BOCCTaHOBTEHNA.

CamonpoBepka

OTBETbTE, 3aTEM CBEPbTECH C 0ObACHEHUAMU. HECKOMBKO NPaBUIbHbIX OTBETOB OTMEYEHbI B
ycnosuu. B PDF oTBeThI MprBeAeHbl Cpa3y Nocne Kaxaoro Bonpoca.
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1. BoccTaHoBUTENbHasA NoYTa cama no cebe Bo3BpallaeT npexHue 3alndpoBaHHble AaHHbIE?

BbibepuTe oamH BapuaHT.
e 1) HeT, aTo MeToa c6poca napons ¢ 0TAeNbHOM 3aaaven
e 2) [a, nto60it HOBbI Naposb BCE paclumbpoBbIBaeT

o 3) [a, ecnviagpec BbIrNsaauT Haa&xHo

-

OTgeT: 1.
1) NS faHHbIX HY>XEH COOTBETCTBYIOLLMI METOL.

2) 3T0 CMeLLeHne ABYX YPOBHEN.
3) BHeLH\I BUa afpeca He MeHsAeT HasHadYeHue.

BepHWTECH K pasaeny ¢ AENCTBUSIMU, OBbSICHUTE PELLEHUE CBOMMM CMOBaMM 1 MOBTOpUTE Bomnpoc. Olumbka -
NOBOA NOTPEHUPOBATLCS, a HE HakasaHwe.

-

2. Kakve gBa BONpoca HY>XHO BKTOUUTb B NNaH?

BbibepuTe BCe noaxosilume BapmaHThl.
e 1) Kak BEpHYTb BXO[,
° 2) Kak nony4nTb AOCTYN K NPEXHUM LaHHbIM

o 3) Kak oTnpaBuTb Gpasy B Koy

-~

OTBeT: 1, 2.
1) OTo camMocTosITeNbHAsA 3anaya.

2) OHa MOXeT NnoTpe6oBaTh APYroro CpeacTsa.
3) LLikone cekpeT He HyXeH.

BepHVITer Kpasgenyc OencTBUSAMK, OObACHUTE peweHne CBonMM CnoBamMm N NOBTOPUTE BOMPOC. Owwbka -
noBOA NMNOTPEHMPOBAaTLCH, a HE HaKa3aHue.
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3. ®pa3a BOCCTaHOBNEHUSA U pe3epBHbIM Ko 2FA TOXAeCTBEHHbI?

BbibepuTe oamH BapuaHT.
e 1) [a, Ha3BaHWA HE UMEIOT 3HaYEHUA
e 2) HeT, HyXHO NOHMMaTb Ha3HaYeHWe Kaxaoro

o 3) HeT, noaToMy No60w KO MOXHO My6MmnkoBaTh

4 A
OTBeT: 2.
1) VIX QyHKLMM pa3nnuatoTcs.

2) HeBepHas 3aMeHa MOXET HE PEeLnTb HyXHY0 3aaady.
3) Oba B1oa MaTepuanos TPEGYIOT 3aLlmThI.

BepHWTECH K pasaeny ¢ AENCTBUSIMU, OBbSICHUTE PELLEHUE CBOMMM CMOBaMM 1 MOBTOpUTE Bomnpoc. Olumbka -
NOBOA NOTPEHUPOBATLCS, a HE HakasaHwe.

& J

4.'pe nnoxow e AMHCTBEHHbIN pe3epB?

BbibepuTe 0OmH BapuaHT.
° 1) Tonbko B TOM aKKayHTe, JOCTYN K KOTOPOMY HY>XHO BOCCTaHOBUTb
o 2) B HE3aBMCMMOM 3aLLUMLLEHHOM MECTE, MOHATHOM BrnagenbLy

 3) B3apaHee NpoayMaHHOM KOHTPONMPYEMOM XpaHWUmLLe

4 M
OTBeT: 1.
1) Tak KOMM1s 3aBUCUT OT CaMOM NPO6IeMbI.

2) HyXHO OLLeHMBaTb JOCTYMHOCTb W 3aLUMTY.
3) OTO He NpuUUKMHa aBTOMATUYECKV OTBEPraTb Takow nnaH.

BepHVITer Kpasgenyc OencTBUSAMK, OObACHUTE peweHne CBonMM CnoBamMm N NOBTOPUTE BOMPOC. Owwbka -
noBOA NMNOTPEHMPOBAaTLCH, a HE HaKa3aHue.
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5. Hy>XHO N1 c6pOCUTb Naposib HACTOSALEro akkayHTa ANns NpoBepKM ypoka?

BbibepuTe oamH BapuaHT.
e 1) HeT, goCcTaToOUHO y4e6HOM TabnmLpbl
e 2) [la, o6a3aTenbHO NoTepATb BXO.

e 3) [a, 3aTeM 3annaTuTb 3a BOCCTAHOBAEHME
p

OTBeT: 1.

1) Pa3pyLumTenbHbI SKCNEPUMEHT He TpebyeTcs.
2) 3T0 CO30aET HEHYXHbIM PUCK.

3) OnnaTa He gBNAeTCsA YacTbio NPaKTUKN.

BepHWTECH K pasaeny ¢ AENCTBUSIMU, OBbSICHUTE PELLEHUE CBOMMM CMOBaMM 1 MOBTOpUTE Bomnpoc. Olumbka -
NOBOA NOTPEHUPOBATLCS, a HE HakasaHwe.

MpoAoomKuTb obyyeHume
e (3. B3nomanu BKoHTakTe nnn VK ID

e (08.BBén naponb Ha YyxoM canTe

OTKpPbITb YROK Ha canTe
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YPOK 2

LLinppoBaHne He yaocToBepseT
npocb6y oTnpaBuUTens

MNpoBepbTe TpeboBaHKWe dppa3bl, MOXOXYHO CChINKY U NOCNEACTBUA OTNPAaBKM Xanoosbl.

Bepcus 1.0 - PegakumoHHas nposepka: 2026-10-27

lNMucbMo o coxpaHeHun apxuBa

® ® ®

HanouTe cekpeT, kKoTopbit  OBbACHUTE OTNNYME BbibepuTte xanoby ¢
TS XOTAT NOMYYUUTb. kapTuHku Official oT NoHMMaHnem obbéma
OTMETKM KNneHTa. JOaHHbIX.
YyebHas unmocTpaums CMbicnoBas cxema no Matepuany. JencTBms U orpaHnYeHs NoAPOBHO ONMCaHbI HXKE.
\ J

UTo Bbl CMOXETe caenaTb

OcTaHaBnvBaTb nepegadvy BOCCTaHOBUTENbHLIX MaTtepurasnoB Noa BMOOM COXPaHEHNA apXuBa.

Yue6HbIn npuMep

MNucbMo «CoxpaHeHneapxmBa» TpebyeT BBeCTU ppasy, MHaYe CTapble NMCbMa CTaHy T
HepocTynHbl. Cnoso Official HapncoBaHO BHYTPW KAPTUHKK; CChINKa MOX0Xa Ha MPUBbIYHYIO.

O6elwaHne NpUBaTHOCTU HEe AenaeT KaXxaoro cobeceaHukKa YeCTHbIM

[Nonb3oBaTenb MOXET AOBEPATH WMPPOBAHMIO M MO3TOMY MEHbLLIE NMPOBEPATb MMCbMa BHY TPU
3aLlMLLEHHOrO AlwmMKa. Ho cnocob xpaHeHusa 1 nepeaayn aHHbIX He yooCToBepsAeT HamepeHue
Kaxgoro otnpasuTens. [MMCbMO O COXpaHEeHUM apxX1MBa MOXET UCMONb30BaTb pPeanbHyLo
OCOBEHHOCTb BOCCTaHOBMNEHWA Kak MoBo4 NonyynTb dpa3ly. CHavana nepeseanTe Npocboy Ha
A3bIK AEVCTBUSA: «MEHA NPOCAT OTAaTb CPEeACTBO BO3BpaTa AOCTYMNa». Hannumne obbacHeHUa Npo
WMdPOBaHNE He AeNnaeT Takoe pacKpbiTMe HEOH6XOANMBIM.

He BBOAWTE Dpa3y B NpeanoxeHHyo GopMy 1 He nepechinianTe eé B OTBET. [1/14 MpOoBEepKU
OTKPOWTE HaCTPOUKM akKkayHTa CaMOCTOATENBbHO N HAWAMUTE OTHOCALLYHOCSH K CUTYaLLUK
oduumanbHyo cnpasky. ECnn peanbHOro CobbITUA He BUOHO, HE BbIMOMTHAWTE HEN3BECTHOE
TpeboBaHWe paav NepecTpaxoBku. YyebHoe CoobLLeHME BbIMbILLNEHO U HE COAEPXUT
LEVCTBYIOLLEN CCbINKW. 3aada - OCTaHOBUTb LLEMOYKy A0 Nepenayn KOHTPOond, a He NMpoBepUTb
OMacHbIV adpec Ha HaCTOALLEM aKKayHTe.
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Pa3nuuyanTte MeTKy KMeHTa U HAapMCOBaHHOE CMIOBO

Proton onuceiBaeT cneumanbHyto otMeTky Official 4ng HoBbIX CO6CTBEHHbIX COO6LWEeHUN. CTapble
MMCbMa MOTYT COXPaHATb MPEXHUI MPU3HaK, MO3TOMY BO3PaCT 1 MHTepdEenC BaxHbl. HO cnoso
Official BHYTpu n3obpaxeHua nnmn TekCcTa He NpeBpaLLaeTCs B Takyto CUCTEMHYIO METKY.
MNoaaenbHoe NMCbMO MOXET CKONMMPOBAaTL BHELLHWW CTU/b. He peluanTe BONpPOC TOMbKO Mo
KapTUHKE, OCOBEHHO KOIrja MMCbMO OTKPbLITO HE B OXMA2EMOM KOHTEKCTE UMM NOoKa3aHOo Ha
NPUCNaHHOM CKPUHLLOTE.

Haxe npu 3HaKoMOM OPOPMIIEHUM OLLEHUTE CMbICN NPOCLOLI: Gpa3a, Naposb, KO, 3anyck dawna,
pa3peLlleHne HOBOW NporpaMMe Ui nnaTéx. HeoxuaaHHbI 3BOHOK OT AKOObI NOAAEPXKKN TOXE
MPOBEPSAT CAMOCTOSTENBHO, a HE OTBEYAIOT CEKPETOM Paan YCKOPEHUSA pa3rosBopa. He
HabupanTe HOMepP 13 TOro Xe NOA03PUTENBHOIO NMcbMa. B kypce HeT TenedoHoB
«YHWBEpPCanbHOro BOCCTaHOBUTENA» : aKTyarbHbIV KaHan BbIbMpatoT Ha oduLmanbHOM canTe 6e3
nepenayv AaHHbIX B LWKONY.

Moxoxme CUMBOJbl U AOMEHDI Tpe6YI-OT BHUMATENNTbHOCTU

OduumanbHasa cnpaska Proton onmncbiBaeT CChINKKX C MOXOXMMU CUMBOMaMU pa3HbiX andaBnToB.
BHellHee cxo4CTBO CNoBa MOXET CKPbIBaTb APYron afpec, HO MexXayHapoaHbIi JOMEH CaM No
cebe He Joka3aTenbCTBO 0bMaHa. OLLEHMBATb HYXXHO KOHKPETHbIN afpec 1 Ha3HavyeHue
AencTBUA. He OTKpbIBaNTE COMHUTENbHbIV Nepexo TOMNbKO A4 TOro, YTO6bl paCCMOTPETH
CTpaHuLLy BXxoaa. be3onacHee He3aBMCUMO OTKPbITb yXe N3BECTHbIV CEPBUC, HE MOBTOPSSA
MapLUPYT, NPEeONOXEHHbIN OTNPAaBUTENEM.

MNpenynpexaeHne KNMeHTa O CCbINTKe MOXET NOMOYb 3aMEeTUTb PUCK, ECNU COOTBETCTBYIOLWAS
dYHKLMS BKNtOYeHa 1 nogaepxusaetcs. OTCyTCTBUE NpeaynpexaeHna He 4aéT rapaHTun, 4Yto
3anpoc onpaeaH. Hemnb3a CTpouTb NnaH Ha O4HOM LiBeTe 6aHHepa 1nn 3amke coeanHeHns. B
y4ebHOM CpaBHEHWM UCMNONb3YNTE BbiMbILLNEHHbBIE KAPTOUKM, a HE peanbHble MOLEeHHNYecKme
afpeca. CnokonHoe peLleHne oTka3aTbCa OT Nepexona ABNAeTCH NOMHOLEHHbIM Pe3ynbTaToM
NPOBEPKM, Aaxe eCriv TEXHNYECKMI pa3bop Kaxaoun 6yKBbl eLLe Bbi3blBAET TPYOHOCTH.

Xano6a Ha coobuleHne ToXe nepenaeT onpeaenéHHble AaHHbIe

B oduumanbHOM MHCTPYKUMK Xanoba Ha QULLMHE NpefyCcMaTpUBaET aHanmM3 COAePXUMOro v
3aronoBka KOMaHAoW 6e30MacHOCTU. 3TO NOME3HbIV MHCTPYMEHT, HO €ro HasHavyeHue HyXHo
NOHWMaTb. 3alnMppPOBaHHAA NOYTa HE O3HAYaeT, YTO AOBPOBO/ILHO OTMNPaBNeHHad xanoba
OCTaHeTCHd HeJOCTyNHOW €€ nony4vatento. [lepen NOATBEPXAEHNEM NPOYUTaNTE, Kakne faHHbIe
OyayT HanpasneHbl. YuebHoW LWKone A8 YrpaXxHeHUa He TpebyeTcd NonHOoe HacTosLLee NMMCbMO
WV BECb CMUCOK BaLIMX KOHTaKTOB.

He ckaumBanTe BMOXeHWE 1 HE MepexoaMTe Mo OnacHOW CChifKe paau Xanobbl. He otnpasnanTe
COObLLEeHKe LLenov CeMbe Kak HarnagHoe npeaynpexaeHue 6e3 yaaneHus nuyHbiX CBeaeHum 1
aKTUBHOW NpUMaHKW. [ng 06CyXaAeHNA MOXHO Nnepeckas3aTb MEXaHW3M: CPOYHOCTb, Yrpo3a
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apxuBy, TpeboBaHWe dpasbl. ECniv TpebyeTcs peanbHoe obpalleHne, UCMob3ynTe
NpeayCMOTPEHHbIN ObULLMaNbHbIN CNOCO6 C 0OCO3HAHHbBIM COrTacMeM Ha HEOBXOANMbIV aHanu3, a
HE HEWM3BECTHOrO NoMy4YaTens, KOTOPbI NEPBLIM HANMCas BaM.

CoxpaHuTe BO3MOXXHOCTb CNTIOKOWHO Ha3BaTb OWMNOKY

ECnu NMCbMO TOMbKO MPOYNTAHO, HE OBbABNANTE apXMB yTPaYeHHbIM. ECM CEKPET yKe pacKpbIT,
OTMETbTE 3TO OTAESbHO M NEpPenanTe K 3almTe akkayHTa. OTKPbITME CTpaHWULLbl, BBOA MNaposis,
Bbllaya pa3peLleHns 1 3anyck danna TpebytoT pa3HbiX Nocneayowmx AeNCTBUA. He cTupainTe
[laHHbIE W He BKOYaNTe HOBbIE CMIOCO6bLI BOCCTAHOBNEHWUS Hayraf, YTOObl OCTAaHOBUTbL CTPaX.
CHauana CoCTaBbTe KOPOTKYIO XPOHOMOM Mo paKTOB 6€3 HACTOSLLUMX 3HAUEHWIN CEKPETOB U
Bbl6epUTE NOAXOAALLYHO ODULMANBbHYIO BETKY.

MoMOLLb NOAPOCTKY MW NOXMNOMY BNafenbLly AOMKHa CHUXaTb AaBneHne. He Tpebyite
nokasaTb ¢ppasy kak 4OKa3aTENbCTBO TOr0, YTO YEOBEK MOHSAN YPOK. MOXHO OBbSICHUTL €€ pOorb
Ha KapTOuKe 1 OrOBOPUTLCS O HE3AaBMCMMOM KaHare NoMoLLW. HanoMuHaH1e «He TOPOnUTbCSA»
CTaHOBWUTCS NONE3HbIM, KOrAa AOMONMHEHO KOHKPETHBIM AENCTBMEM: 3aKPbITb MPEeANOXEHHYO
hOpPMY, OTKPbITb CEPBUC CaMOCTOATENBHO M BIICHUTL Ha3HadYeHWe 3anpoca. ObellaHne BepHYTb
BCE NMCbMa 3a MUHYTY HE 3aMEHSIET TakoN NPOBEPKM.

BapuaHTbl AN YCTPOMUCTB

OduumnanbHaa MeTKa
1. Pasnnyante CUCTEMHYIO OTMETKY KNeHTa 1 n3obpaxeHne BHyTpU NMcbMa.
2. [NpoBepAanTe CMbICM NPOCHObLI HE3aBNUCUMO OT ODOPMIEHNUS.
OrpaHuyeHna: CTapble COOBLLEHNS MOTYT UMETb MPEXHIO OTMETKY.
Moxoxune ccbinku
1. He oTKpblBanTE COMHUTENbHbLIN NEepexo paan aKCnepuMeHTa.
2. OTKpOWTE U3BECTHbIN CEPBUC OTAEbHO.

OrpaHuueHus: He Kaxabl MexayHapoaHbI aipec onaceH; NpeaynpexaeHne He rapaHTMpoBaHo.

Xano6a Ha pULIKHT

1. MpounTanTe cornacue Ha aHanM3 COOBLLEHMS 1 3aroNoBKa.

2. He ckauvBanTte noao3pnTENbHOE BIOXEHNE O514 Xanoobl.

OrpaHunyeHnd: PeanbHoe NMCbMO He TPebyeTCs OTNPaBIATb B WKOJY.

MncbMoO 0 coxpaHeHUU apxuBa
1. HanaunTe cekpeT, KOTOPbIN XOTAT MOMYYUTb.
2. ObbacHuUTe oTnnyme kapTuHkM Official oT OTMETKM KneHTa.

3. BoibepuTe xanoby ¢ noHMMaHneM obbema AaHHbIX.
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MNpoBepbTe cebs

e He cuuTalo wWnpposBaHMe foKa3aTeNbCTBOM YECTHOCTM OTNPaBuUTENS.
e He npoBepsto dppasy B Uyxomn popme.

e [loHuMalo, UTO NepenaéT xanoba.

MoBTOpPUTE 3HAKOMYIO NPAKTUKY

[1Be 3apaun Proton v oTaenbHbIM BTOROW hakTop: NONHbBIV YYE6HbIV DpUMER 1 pa3bop NpUBEAEHbI
BbiLLE B 3TON METOANYKE.

CamMonpoBepka

OTBETbTE, 3aTEM CBEPbTECH C OObACHEHNAMU. HECKOMBKO NPaBU/IbHbIX OTBETOB OTMEYEHbI B
ycrnosuu. B PDF oTBeTbl MprBeAeHbl Cpa3y Mocrne Kaxaoro Bonpoca.

1. MucbMo TpebyeT ppa3y paaun «coxpaHeHUs apxusa». Kak noctynuTtb?

BbibepuTe 0anH BapUaHT.

e 1) He nepenaBaTh 1 NPOBEPUTH COBLITYE CAMOCTOSATENBHO

e 2) OTNpaBuUTb, €CMM YNOMSAHYTO LUMPPOBaHME

e 3) BoinoxuTb $hpasy Ha GopyMm

4 N
OTBeT: 1.
1) ®pasa BO3BpaLLAET AOCTYM 1 OCTAETCA CEKPETOM.

2) TexHu4eckune Crnosa He yAOCTOBEPSIOT 3arpoc.
3) 370 paclumpsieT packpbITHe.
KrntoueBon HaBbIK: 3Ty CUTYaLMIO HY>XHO pa3obpaTh 40 YBEPEHHOrO OTBeTa.

BepHMTer Kpasgenyc OEeNCTBUSAMU, OObACHUTE pelweHne CBonMM CnoBamMm N NOBTOPUTE BOMPOC. Owwnbka -
noBOA NOTPEHMPOBAaTLCH, a HE HaKka3aHue.
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2. Cnoso Official HapucoBaHO B KapTUHKe. YTO 3TO AOKa3bIBaET?

BbibepuTe oamH BapuaHT.
e 1) Camo no cebe H1Yero o CUCTEMHOM MeTKe
o 2) O6a3aTenbHy NOANMMHHOCTbL NB0ro NMCbMa

 3) YT0 BCe CTapble NMCbMa NnoaaenbHbie

4 N
OTBeT: 1.
1) 306paxeHune MOXHO CKOMMPOBaTb.

2) HyXHO yunTbIBaTb KOHTEKCT KIMEHTA M CMbICT.
3) CnpaBKa OTAENbHO OMUCHIBAET MPEXHME OTMETKM.

BepHWTECH K pasaeny ¢ AENCTBUSIMU, OBbSICHUTE PELLEHUE CBOMMM CMOBaMM 1 MOBTOpUTE Bomnpoc. Olumbka -
NOBOA NOTPEHUPOBATLCS, a HE HakasaHwe.

- J

3. MexayHapoaHbI JOMEH C HEO6bIYHbIMM 6yKBaMK Bcerga Bpe4OHOCHbIN?

BbibepuTe 0OmH BapuaHT.
e 1) HeT, pCK OLLEHMBAIOT MO KOHKPETHOMY afpecy v Npocbbe
e 2) [a, BCe Takune agpeca Hy>XHO CUUTaTb NPECTYNHbIMK

e 3) HerT, 3HauuT NnpeaynpexaeH1s MOXHO UTHOPMPOBaTb

4 2
OTtBerT: 1.
1) TTOXOXECTb MOXET MCMONb30BaTLCS A1 06MaHa, HO He nobo IDN onace.

2) 310 HeBepHOe 0606LIEHME.
3) Heo6xoaMMo BCE paBHO NPOBEPSTb KOHKPETHYIO CUTYaLLMIO.

BepHVITer Kpasgenyc OencTBUSAMK, OObACHUTE peweHne CBonMM CnoBamMm N NOBTOPUTE BOMPOC. Owwbka -
noBOA NMNOTPEHMPOBAaTLCH, a HE HaKa3aHue.
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4. Kakve nBa yTBEepXaAeHUN 0 Xxanobe BepHbl?

Bbl6epMTe BCe noaxoasiline BapraHThI.
1) CoOepxaHve 1 3aronoBoK MOryT OTNPaBNATLCA Ha aHanm3
o 2) OnacHoe BNOXEHME He HYXHO 3anyckaTb paam Xanobbi

o 3) LUndposaHme UCKoYaeT nepenady TeKCTa aaxe nocne Cornacus
p

OTBeT: 1, 2.

1) 3TO NpeayCMOTPEHHbIN 06bEM OBPALLEHMS.
2) Pa3bop He TpebyeT 3apaxatoLlero aKCnepuMmeHTa.
3) Nob6poBonbHas oTnpasKa Xanobbl MIMEeeT CBOero nonyyaTens.

BepHWTECH K pasaeny ¢ AENCTBUSIMU, OBbSICHUTE PELLEHUE CBOMMM CMOBaMM 1 MOBTOpUTE Bomnpoc. Olumbka -
NOBOA NOTPEHUPOBATLCS, a HE HakasaHwe.

-

5. linpposaHMe nMcbMa yaocToBepsieT niobyto npocbby aBTopa?

BbibepuTe 0OmH BapuaHT.

e 1) HeT, 3auMTa AaHHbIX M HAMEPEHMS aBTOPA - Pa3Hble BELLY
e 2) [a, ntoboit nepeBoa AeHer CTaHOBUTCA 6e30MacHbIM

e 3) [a, napornb MOXHO OTNPaBNsaTb 6e3 NPOBEPKM

-~

OTBeT: 1.
1) OUWWHI UCMONb3YET M 3aLUMLLEHHBIE KaHasbl.

2) 3TO He crieayeT U3 WhPOBaHKS.
3) WndpoBaHme He BblAAET NOTHOMOYMSA MoyYaTesnto.

BepHVITer Kpasgenyc OencTBUSAMK, OObACHUTE peweHne CBonMM CnoBamMm N NOBTOPUTE BOMPOC. Owwbka -
noBOA NMNOTPEHMPOBAaTLCH, a HE HaKa3aHue.

MpoaomKuTb obyyeHume
o (03. B3nomanu BKoHTakTe nnn VK ID

e (8. BBén naporb Ha YyXXoM caunTe

OTKPbITb YPOK Ha canTe
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YPOK 3

BepHuTe BXoAa M npoBepbTe AOCTYN K
apXuBy OTAENIbHO

YuuTtbiBanTe COXpPaHEHHbIN CeaHc,2FA 1 3apaHee NoAroTOBMEHHbIE MeTOAbl AAaHHbIX.

Bepcus 1.0 - PegakumoHHas nposepka: 2026-10-27

4 N
Tpu cocTossHuA PoMaHa

BbibepuTe BeTKy Mo CBOEW CUTyaLuu.

® ®

Pa3nenute naporb, Buibepute OTMeTbTe, UTO HYXHO
BTOPOW haKkTop 1 apXmB. COOTBETCTBYlOLIME OBHOBWUTL NOCre
CpencTBa Ha KapTOuKaX. MCNONb30BaHWs.

YyebHasa unnoctpaums .
CwmbicioBast cxeMa no Matepwany. [ecTB1sA 1 orpaH4eHst NOAPOGHO OMMCaHbI HUXE.

- J

UTO Bbl CMOXeTe caenaTtb

BbibrpaTb oduLmanbHYyo BETKY 6e3 obellaHnsa paclundpoBaTb BCE N0 OAHOMY HOBOMY Maponito.

Yue6HbIr npumep

PoMaH 3abbin naponb 1 Nony4Ymn BO3MOXHOCTb COpOCa Yepes 3anacHyto noyTy. B apyron
BETKE Naporib M3BECTeH, HO TenedoH C 2FA yTpadeH. OH He yBepeH, Kakne MaTepuansi
BOCCTaHOBEHWSA COXPaHUN.

CHauyana HasoBUTe TOYHYIO NOTepIo

Y PoMaHa BO3MOXHbl pa3Hble COCTOAHUSA: yTpaYeH naposib, OTCYTCTBYET BTOPOW GakTop 1nn
nocne cépoca HeAOCTYMHbl NpexHWe AaHHble. He BbibrpanTe 0aHY MHCTPYKLMIO ONA BCEX TPEX.
OTMeTbTe paboTatolLme CO6CTBEHHbIE YCTPONCTBa M 3apaHee NoAroTOBNEeHHbIE MaTepuarbl, He
KONMpYHA 3Ha4YEeHUS B y4ebHbI OTUET. Ppasa, pe3epBHbIvi ko4 2FA 1 dann aHHbIX UMEIOT pa3Hble
ponu. NpaBnnbHaa KapTouKa COCTOSAHMA NOMOraeT He COBEPLUNTL NULLHEE AENCTBKUE, KOTOPOoe
YCMOXHUT BO3BPaT apXxmBa.

Ecnn npobnemMa Bo3HWKNA NOCe NoAaenbHOro NMcbMa, NpekpaTuTe gansHenwme
noaTBepXaeHna oTnpasuTenNto. ECnm naposb PackpbIT, UICNONb3yMTe AJOBEPEHHbLIV MapLUPYT
3alLUMThI; €CNK yCTaHaBNMBanacb HEM3BECTHasA NPorpamMma, OTAeNbHO YYNTbIBANTE YCTPOUCTBO.
He naBanTe yoanéHHoe ynpasneHue YenoBeky, obeLllatollemy pacumdpoBaTh Mobyto nouTy 6e3
MOArOTOBMEHHbIX CPeACTB. LLIkona He oka3biBaeT Takow YCyru 1 He 3anpativBaeT Qpasy,
LOKYMEHTbI I HACTOSALLME BOCCTAHOBUTENBbHbIE hansibl A5 NPOBEPKM 3HAHNSA TEMbI.
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NMpoBepbTe cCO6CTBEHHbIE COXPaHEHHbIE CeaHChI

TekyLlasa cnpaska npeanaraeT CHavana BbIACHUTb, OTKPbIT NN aKKayHT Ha APYroM YCTPOWCTBE Unu
B MoA4epXnBaeMOoM NpUnoxeHun. 13 paboTatoLlero ceaHca MOXeT BbiTb OCTYMNHa OTAeNbHas
npenycMOTPEeHHasd npoueaypa. He BbixoauTe U3 Hero paamv akCnepuMeHTa «4to bynet 6e3
Bcero». OQHOBPEMEHHO He obeLlanTe, UTo Ntobon aKkpaH NbOoro NPoaAyKTa aBTOMaTUUECKN
MO3BONAET PELWUTb BCe 3a4a4n. BO3MOXHOCTU M NepeHOC CeaHCa UMEIOT YCIOBUS; KOHKPETHYO
BETKY HY>XHO UMTaTb MO aKkTyanbHOM oPuLmMansHOM MHCTPYKLMK.

Ecnu cueHapuit ncnonb3yet QR nepeHoca, OTHOCUTECH K HEMY KakK K AENCTBUIO C LOCTYMNOM, a He
NPOCTO KapTUHKE. He ckaHnpynTe Ko He3HaKoMLLa A5 BOCCTaHOBMEHWNA U HE NMoKa3blBanTe CBOW
HacTosALwen rpynne. [ng 3aHATUA UCNOMb3YTCA TOMbKO COBECHbIE YCNoBUA. COXPaHEHHbIN
CeaHC NnomMoraeT BblbpaTb AEUCTBME, HO HE AO0MKEH BblTb € AMHCTBEHHbLIM 3apaHee
MOArOTOBMEHHBIM PE3EPBOM: €r0 MOXHO MOTEPATb BMECTE C YCTPOWUCTBOM UM AAaHHBIMU
Bpay3epa.

Mpu c6poce naponsd yumTbiBanTe CTapbie AaHHble

HocTynHaga BOCCTaHOBUTENbHAsA NoyTa nMbo TenedoH OTHOCATCH K MeToay cbpoca napons.
MNpexae Yem NPUMEeHUTb NPOoLLeaYpPY, NPoUUTanTe NpeaynpexaeHns 0 NPEXHUX AaHHbIX 1
BblbpaHHOM cxeme. He obellanTe POMaHy, UTO OAWMH HOBbIV Maporib 06A3aTeNbHO pacldpyeT
apxuB. [1na aToro TpedyeTca COOTBETCTBYIOWMIA METOL BOCCTAHOBNEHNA AaHHbIX MO0
nNoAXoAALLMN MHOW MPedyCMOTPEHHbIN NMyTb. ECN OH 3apaHee He NoAroTOBMEH, BO3MOXHbI
OrpaHUYeHns, KOTOPble HE OTMEHSIOTCA HACTONYMBOW NPOCHOOM B Cry4YarHOM vaTe.

BoccTaHoBuTenbHasd Gpasa oxBaTbiBaeT 06e 3a4aum Mo TekyLen cnpaske. ®ann aHHbIX,
pe3epBMpOBaHME Ha YCTPOWCTBE M APpYyr1e MeToAbl UMEIOT CBOK QYHKLIMIO Y MPUMEHUMOCTb. He
NOAMEHSNTE OTCYTCTBYIOLLEE CPEACTBO NMOXOXUM HyXnM dpannoM. CeepanTe NponucxXoxaeHune u
HY>XHbIN akkayHT. OPuLmanbHbii CEPBUC HE CTaHOBUTCH AOCTYMHbIM BNaferbLly TONbKO OT TOro,
4YTO 3HAKOMbIV YBEPEHHO NPON3HOCUT CNOBO «WMOPOBaHNE». NTOr 3aBUCUT OT AENCTBUTENBHO
COXPaHEHHbIX 1 AENCTBYIOLLNX MaTePKNarnos, a He OT KONMYeCTBa OTMNPaBNEeHHbIX 3a9BOK.

Mpu yTpaTe 2FA BbibUpanTe OTAENbHYIO BETKY

Ecnv naponb n3BecTeH, Ho HegocTyrneH TenedoH BTOporo Gaktopa, CHavana yunTelBanTe apyrou
3apaHee NoakNtOYEHHbIN GakTop UM OAHOPA30BbLIM Pe3epBHbIV kKo 2FA. OTo apyras 3agadva, Yem
BOCCTaHOB/EHWE CTapbIX MUCeM. TekyLuas CnpaBka OMUCbIBAET U anbTepHaTUBHbIE

BOCCTaHOBUWTE bHbIE BETKM AN COXPaHEHHOIO 1 OTCYTCTBYIOLWEro Bxoaa. He yumrte
abCoMTHOMY NpPaBUNy «NOTePsH TenedoH - BCerfga noTepsaHo BCE», HO U He obelanTte
OTMEHUTb NOATBEPXAEHNE 6e3 NPpeyCMOTPEHHbIX CPeaCTB.

Npw ycnewHoM BO3BpaTe OLLEHUTE yTpayeHHOe YCTPONCTBO U HAaCTPOMUTE NOAXOAALLYIO 3aMEHY
0CO3HaHHO. OTKMIOYEHME 3aLUMTbI paan AEMOHCTPaUMK He TpebyeTcsa. MNoTepsaHHasn SIM,
NOTEPAHHbBIN ayTEHTUPUKATOP 1 3abbIThIN NAPOSb HE ABMNAIOTCH OOHOW HEUCMNPABHOCTbLIO;
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obpallieHne K CBOEMY OrnepaTopy MOXET pellaTh TOMbKO YacTb NPo6eMbl. He ncnonbayinTe
YyXOW HOMEp, He MOKyManTe CEKPETHI U He NepeaaBanTe Pe3epBHbIN KO MOMOLLHMKY, KOTOPbI
obellaeT CaMOCTOATENbHO MPOBECTY 3a Bac BXOA.

NMocne Bo3BpaTa O6HOBUTE FOTOBHOCTb U MPpOBEepbTEe NocneacTBUA

MNocne BoCcCTaHOBNEHWA HEKOTOPbIE CPeACTBa MOIYT NOTpeboBaTh O6HOBNEHUS MO OPULLMANBHOM
WMHCTPYKLMK. [pOBEpPbTE NX COCTOAHWNE, a HE CUMTaNTE NCMOMb30BAHHbLIN MaTepuan BEYHbIM
3anacoM. YéeamnTecn, UTO KOHTaKTbl JOCTYMHbI BNagenbLLy, NOHATHbI GakTopbl U BaXHble
HaCTPOWKM MOYTbl HE N3MEHEHbI MOCTOPOHHUM. 15 OpraHn3aLMOHHOrO akkayHTa BO3MOXHa
OoTAenbHaga ponb aAMUHUCTPaTOpPa; Takow Cry4an pa3dbupatoT C M3BECTHbIM OTBETCTBEHHbIM
NMLOM 6€e3 NepechbINKM KIMEHTCKMX NMUCEM B YUEOHbIN CanT.

3aBepLmTe Tabnuuy PoMaHa TpeMsa BETKaMK: Naponb OTCYTCTBYET, BTOPOW GaKTop yTpayeH,
BXO[] BO3BPALLEH, HO apXmB He uMTaeTcs. [N Kaxaon Ha3oBmTe HyXXHoe opuLnanbHoe
0bbsCHEHWe U Npefen yBepeHHOCTN. He Ha3HavanTe rapaHTUPOBaHHbIV CPOK U HE 06BUHANTE
BnafenbLia 3a HEMONHbIV CTapbiv NnaH. [lone3Hbiv pe3ynbTaTt Ypoka - 3apaHee BuaeTb obe
3a[la4n BOCCTaHOBMEHWA U YMETb MOMPOCUTL NMOMOLLL 6€3 PacKpbITUA CEKPETOB, a He MPOBEPSATb
BCE pa3pyLmTeibHbiM COPOCOM pearibHOro akkayHTa.

BapuaHTbl AN YCTPOMUCTB
C6poc 1 aaHHble
1. CBepbTe Ha3HayYeHne NOArOTOBNEHHOrO MeToda.
2. MNpounTanTe NpenynpexaeHue o NpexHeM apxmsee 40 npoL.enypsb.

OrpaHuyeHus: HoBbIN Naponb He rapaHTUPyeT PacLUMPOBKY CTapbiX AaHHbIX.

YTpaueH TenegoH 2FA
1. MNMpoBepbTe Apyrov NoAroTOBNEHHBIV PAaKTOP UMK PE3EPBHYIO BETKY.
2. He cMelwumBanTe koA 2FA ¢ ppa3on faHHbIX.

OrpaHMuequ: BapuaHTbl 38aBUCAT OT COXPaHEHHbIX CPEACTB U COCTOAHMA BXOAa.

Pa6oTatolwee npunoxeHume

1. CoxpaHuTe 4OCTYn A0 BbiI6Opa NOAXOAALLEro AENCTBUA.

2. He nepepaBainte QR nepeHoCca HE3HaKOMLLY.

OrpaHunyeHnsd: Nogaepxka KOHKPEeTHOW MPOoLLEdyPbl MPOBEPSAETCH MO TEKYLLEN CrpaBKe.

Tpu coctoaHna PoMaHa
1. Paspenute naponb, BTOPOW haKTop 1 apXmB.
2. BbibepuTe COOTBETCTBYIOLME CPEACTBA Ha KAPTOYKaX.

3. OTMEeTbTE, UTO HY>XXHO OBHOBUTL MOCE UCMONb30BaHNS.
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MNpoBepbTe cebs

e He obeLato pacumndpoBky OAHMM HOBbIM MapPOEM.
e He BbIXOXY 13 NocnegHero ceaHca paay TPEHUPOBKMU.

e 3Halo, Kakme CeKpeTbl He OTAakO MOMOLLUHKKY.

MoBTOpPUTE 3HAKOMYIO NPAKTUKY

[1Be 3apaun Proton v oTaenbHbIM BTOROW hakTop: NONHbBIV YYE6HbIV DpUMER 1 pa3bop NpUBEAEHbI
BbiLLE B 3TON METOANYKE.

CamMonpoBepka

OTBETbTE, 3aTEM CBEPbTECH C OObACHEHNAMU. HECKOMBKO NPaBU/IbHbIX OTBETOB OTMEYEHbI B
ycrnosuu. B PDF oTBeTbl MprBeAeHbl Cpa3y Mocrne Kaxaoro Bonpoca.

1. Maponb nsBecteH, TenedoH 2FA notepsH. YTo 3TO Nnpexxae Bcero?

BbibepuTe 0anH BapUaHT.

1) OToenbHas npobnema BTOPoro hakTopa

e 2) [lokazaHHOE yaaneHue BCex Nnucem

o 3) O6s3aTeNbHas HEOBXOAMMOCTb KYMMUTb UYyXOM akkayHT

4 N
OTBeT: 1.
1) HyXHO BbIGpaTh COOTBETCTBYIOLLYIO BETKY.

2) 370 He cneayeT w3 yTpaThl TenedoHa.
3) Takoe nenCTBIE He BO3BPALLAET CBOW JOCTY.

BepHuTech Kk pa3aeny ¢ AeCTBUAMK, OObACHUTE peLleHne CBOMMM CoBaMu U MosBTopuTe Bonpoc. Owwmbka -
MoBOA MOTPEHNPOBATLCH, 8 He HaKa3aHue.
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2.Mocne c6poca yepes NoYTy cTapble AaHHble He YuTatloTcA. Kakor Bonpoc cneayrowmmn?

BbibepuTe oamH BapuaHT.
e 1) MoAroToBneH N COOTBETCTBYIOLMIA METOA BOCCTAHOBNEHWSA AaHHbBIX
e 2) Kak HasBaTb HOBbI Maponb AMHHee

o 3) KoMy OTnpaBuTb BECb ALLMK 1 Hpasy

-

OTgeT: 1.
1) Bo3BpaT BxOAa 1 apxu1Ba pa3nmualoTcs.

2) OnvHa HOBOr o Maposs He paclundpoBbIBaeT CTapble AaHHbIe cama Mo cebe.
3) Tak packpblBaloTCA CBEAEHUS 683 HYXHOr0 OCHOBaHWS.

BepHWTECH K pasaeny ¢ AENCTBUSIMU, OBbSICHUTE PELLEHUE CBOMMM CMOBaMM 1 MOBTOpUTE Bomnpoc. Olumbka -
NOBOA NOTPEHUPOBATLCS, a HE HakasaHwe.

-

3. Kakve nBa nencTems yMeCTHbI C paboTalowmnM ceaHCcoM?

BbibepuTe BCe noaxosilume BapmaHThl.
1) CoxpaHuTb ero 4o Bei6opa npoLeayps!
° 2) YTOUHUTb NOAAEPXKY HY>XXHOro MeToa No cnpaske

o 3) MNokasaTb He3HakoMLLy QR nepeHoca

-~

OTBeT: 1, 2.
1) OH MOXeT y4acTBOBaTb B MPeayCMOTPEHHOM BETKE.

2) He nio6o akpaH pellaeT BCce 3aaaum.
3) OTo MOXeT nepeaaTb AOCTYM.

BepHVITer Kpasgenyc OencTBUSAMK, OObACHUTE peweHne CBonMM CnoBamMm N NOBTOPUTE BOMPOC. Owwbka -
noBOA NMNOTPEHMPOBAaTLCH, a HE HaKa3aHue.
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4.Mocne ncnonb3oBaHUss BOCCTAaHOBUTEIbHONO METOAA YTO MPOBEPUTL?

BbibepuTe oanH BapuaHT.
e 1) Ero cOCTOSIHUE 1 HEOBXOAMMOCTb OBHOBMIEHWS
e 2) TONbKO LLBET TEMbI

o 3) Hy>HO N ony6nmkoBaTh ero 3HaueHmue
p

OtBeT: 1.

1) HekoTopble MaTepwuarbl He OCTalOTCA AEMCTBYIOLVMM 6ECKOHEUHO.
2) OcbopmreHne He onpeaenseT roTOBHOCTL pe3epsa.

3) My6nukaums cekpeTa He TpebyeTcs.

BepHWTECH K pasaeny ¢ AENCTBUSIMU, OBbSICHUTE PeLLEHUE CBOVMMU CMOBaMM 1 MOBTOpUTE Bomnpoc. Olumbka -
NOBOA NOTPEHUPOBATLCS, a HE HakasaHwe.

-

5. Kypc rapaHTupyeT BepHYTb Nto6YyIo NouTy 6€3 3apaHee COXpPaHEHHbIX CpeacTB?

BbibepuTe 0amH BapuaHT.
e 1) HeT, BOSMOXHOCTM 3aBUCHAT OT COCTOAHMSA M METOOB
e 2) [a, ecnn oTNpaBnTb 60/bLLE 3aABOK

o 3) [da, ecnvinepenatb AOCTYM NocpeaHuKy
p

OTBerT: 1.

1) Mpeaensl BOCCTaHOBNEHWS HYXHO NMOHWMaTb 3apaHee.
2) Yncno 3a9BOK HE CO3AaET OTCYTCTBYIOLLMMA KoY.
3) MocpeaHuK He NosyyaeT rapaHTMPOBaHHOMO CNoco6a PacLUMGPOBKM.

BepHVITer Kpasgenyc OEeNCTBUSAMU, OObACHUTE peweHne CBonMM CrnoBamMm 1 NOBTOPUTE BOMPOC. Owwbka -
noBOA NOTPEHMPOBAaTLCH, a HE HaKa3aHue.

MpoaomKuTb obyyeHune
e (03.B3nomanu BKoHTakTe nnn VK ID

e (8. BBén naporb Ha 4y>XoM caunTe

OTKPbITb YPOK Ha canTe
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Pa36opbl cxeM U yyebHble npuMepbl

OdurumnanbHbI NPpUMEpP: BXO BEPHYICA, AaHHble TPebyloT Apyroro
MeTopAa

Mpumep 13 opuumanbHom cnpaskm - Bepewsa 1.0 - PefakumoHHas nposepka: 2026-10-27
Tabnuua Proton pa3nuyaeT MeToAbl COpOoca Napons U BOCCTaHOBNEHUSA 3alMPPOBaHHbIX AaHHbIX.
YTOo noaTBEpXAEHO
e [loyTtan SMS oTHOCATCA K CHpOCY Napons.
e ®pa3a oxBaTbiBaeT 06€ 3a4aun No TeKkyLwemMy OnMCaHMIo.
NocnepoBaTenbHOCTb
1. Bnapenew, 3apaHee conocTaBnaeT METOAbI C 3a4a4aMu.
2. [NpoBepseT He3aBMCKMMOE 3aLLMLLEHHOE XPaHEHNE.
3. MNpu npobneme BbIBUPaET NOAXOAALLYIO BETKY.

Ha uyTo o6paTnTb BHUMaHUe

o HpMHFITb noboe noareepXaeHe NoYTbl 3a NOJTHYK FOTOBHOCTb BOCCTaHOBIIEHUA.

[MoAroToBMTL OCO3HAHHbLIV M1aH A5 BXo4a, AaHHbIX M JONOMHUTENBbHOro anKTopa.

HesaBucuMas npoBepka

e OoduumansHag Tabnuua BoccTaHoBneHus Proton.

o OTOenbHasa MHCTPYKLMA noTepn 2FA.
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MCTOYHUKN N PEOAKUMNOHHBIE OFPAHUYEHNUA

[MpoBepaAUTE NO NEePBOUCTOUYHUKY

KaHarbl, BO3MOXHOCTW 1 Ha3BaHWS pa3aenoB MOryT U3MEHATLCH. MaTepuanbl MOMOratoT BblbpaTh
[IENCTBUE, HO HE rapaHTMPYIOT BOCCTAHOBIEHNE akKkayHTa, BO3BPaT AEHEr UK OTCYTCTBME pPUCKa.
Mpw AeHEXHOM NPoUCLIECTBUN ObpaLLanTech B 6aHK cpasy.

1. Proton. Bo3BpaT akkayHTa M BOCCTaHOB/IEHME 3alWMPPOBAHHbIX AaHHbIX

https://proton.me/support/set-account-recovery-methods

CopepxaHue nposepeHo - 2026-10-27

C6poc napons U BOCCTaHOBMEHWE [aHHbIX - pa3Hble 3aaaun. BoccTaHoBUTeNbHAs hpasa OXBaThIBAET 06€, a HEKOTOPbIE
METO[bI - TONbKO 0AHY. COXPaHEHHbIN CeaHC UMEET OTAENbHYIO MPEAYCMOTPEHHYIO BETKY.

OrpaHunueHus: MNMpounTaHbl Tabnmua MeTOA0B, pa3ferbl BO3BpaTa M opraHn3aumit. He obellaeTcs Hanmune Kaxaoro
MeTo[a B Kaxaom Bepcumn. Paboyas opraHmM3aums MOXeT MMeTb OCObble NpaBa adMUHUCTPaTopa.

2. Proton. MouTa 1 SMS kak cnoco6bl c6poca napons
https://proton.me/support/email-sms-recovery

CogaepxaHve nposepeHo - 2026-10-27

MoyTta 1 SMS MOryT BEpHYTb BO3MOXHOCTb 3a4aTb Naposib. Camun Mo cebe 3Tr METOAbl HE PaCLUMPPOBLIBAIOT MPEXHMNE
JaHHble.

OrpaHuyeHuns: NpounTaH OCHOBHOW TeKCT. [JoCTyNHOCTL AoCTaBki SMS 1 cepaumca B Poccumn He npoBepeHa. 3To He
TpeboBaHWe nepefaBaTb HOMEP LLKOIe.

3. Proton. [lononHuTeNbHas 3awuTa n noTeps ycTponcTea 2FA

https://proton.me/support/two-factor-authentication-2fa

CopepxaHue nposepeHo - 2026-10-27

MpenyCcMOTpeEHbI MPUNOXEHUE-ay TEHTUAUKATOP M COBMECTUMBIN GU3NYECKUA KoY. s yTpaTsl BTOPOro daktopa
€CTb O[JHOPA30Bble PE3EPBHbIE KOAbI M OTAENbHbIE BETKW. Kokl 2FA He TOXAECTBEHHbI hpase BOCCTAHOBNEHWS AaHHDIX.

OrpaHuyerus: MNpounTaHbl NpoLeaypbl ANA COXPaHEHHOMO M OTCYTCTBYIOLWEro BXoAa. HM4ero He oTkmto4aeTcsa paau
yrnpaxHeHWs; HOBbIV 6e30NacHbIN GakTOp rOTOBAT OCO3HaHHO. IHCTPYKLMS He MpeBpallaeTCs B rapaHTUIO OTCYTCTBUS
NOObIX aTak.

4. Proton. XXano6a Ha GUWMKHT M NepeaaBaeMble AaHHble
https://proton.me/support/report-phishing

CogaepxaHve nposepeHo - 2026-10-27

Xano6a oTnpaenseT coaepXaHve 1 3aronoBOK COOBLLEHNS Ha aHanM3 KoMaHabl 6e30MacHOCTH. oao3pUTenbHbIE
CChIfIKM 1 BNOXEHMWSA HE HYXHO OTKPbIBaTb A1 Xanobebi.

OrpaHuyeHus: MNpounTaHbl Be6- 1 MOBUNbHas BeTkn. Cornacue Ha aHanua y4nTbiBaeTCs OTAENbHO: 3amdpoBaHHas
noyTta He fienaeT JOOPOBOSbHYIO OTMPaBKY COAEPXMMOrO HEBUOMMOW NOMy4YaTENIO Xanoobb!.
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5. Proton. MeTka Official B coo6weHusax Proton

https://proton.me/support/what-does-official-in-proton-emails-mean

CopepxaHue nposepeHo - 2026-10-27

Hosble nucbma Proton nomeyatotca Official. CTapble oduLmanbHbie MMCbMa MOTYT COXPaHSATL MPEXHIO OTMETKY
3Be3ou.

OrpaHuyeHus: He obelliaeTcs, UTO TeKCTOBas KapTuHKa co cnosoM Official ynocToBepsieT iMcbMo. KOHTEKCT KnMeHTa U1
BO3PACT COOBLLEHMS BaXHbI; MPOBEPSIIOT CAMOCTOSITENBHO OTKPbIThIN aKKayHT.

6. Proton. Moxoune CMMBOIbI B CCbINIKax

https://proton.me/support/homograph-attacks

CogaepxaHve nposepeHo - 2026-10-27

B noanenbHomM Cebinike MOryT UCMOMb30BaTh NMOXOXMe B6yKBbl pa3HbiX andasuToB. [NpeaynpexaeHue npu BKIKOYEHHOM
}YHKLMM NOMOraeT 3aMeTUTb PUCK.

OrpaHuyeHus: NpounTaH OCHOBHOWM TEKCT. He BCAKMIM MeXAYHapOAHbIM IOMEH BPEOHOCEH; OTCYTCTBME
npenynpexneHns He 9BnsgeTCd rapaHTuen. PeanbHble Nogo3puTenbHbIE agpeca B NpakTUKe HE MOCeLLaloTCs.

7. Proton. Ycnosus ucnonb3oBaHus Proton

https://proton.me/legal/terms

CopnepxaHue nposepeHo - 2026-10-27 - MNybnunkauma: 2026-10-09
MpounTaHbl aencTaytowme ycnosus 09.10.2026, pa3fnen nonb3oBaTtenen 1 onucaHve akkayHTa.

OrpaHuyeHuns: 3To He NOATBEPXAEHWE PErncTpaLLmMKn, onnaTtbl Uy AOCTYMHOCTW NpoayKkTa B Poccun. Ypok He TpebyeT
HOBOIO akKayHTa, 06x0a OrpaHu4eHun U NCNonb3oBaHWS APYrux cepBncoBs Proton.
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