Lincposasi wkona - MeaH KOpbesuy - [ins neyatu

METOOWYKA KYPCA - LUOPOBAA LWWKONA

Signal:
perncrpauus,
ycTpoucTBa u
nctopus

PIN v registration lock, noaaoenbHaa noaaepxka,
OT3bIB NMPUBA30K 1 pearbHble YCNoBUA
BOCCTaHOB/EHWA COOBLLEHNN. Yuebras WnniocTpauys

e Pasnunyatb PIN, pernctpauroHHbIN KO U KNoY apXmBa.
e He paspeluaTb YyXOoMy yCTPOMCTBY AOCTYM NOA BUOOM NMOMOLLM.

e Pa3fensATb BO3BpaT KOHTPO/S M UCTOPUM.

UBaH lOpbeBuy

learn.ivan-it.net

Bepcua 1.0 - PepakumoHHas nposepka: 2026-10-27

MOXHO ynTaTh 6€3 NHTEPHETa, OTMEYaTb Ha 6yMare M BO3BpaLaTbCA K Hy>KHOl7I CUTyaumn.
KnunkabenbHble CCbINKU 1 afgpecaBenyTtT KMaTtepmnanamM un OCDI/ILI.I/Ia}'IbeIM NCTOYHMKaM.

Ha3BaHwue npoekTa paboyee. MaTepunan aBTOPCKU, He roCcyAapCTBEeHHas NporpaMMa. He BBoAnTe HaCcTosLLIME Naponv 1 KOObl B
y4ebHble 3aaaHus.
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YTO HY)XHO ANdA Hayana

e [OHUMATb Pa3HULY MeXAY CBOMM YCTPONCTBOM U Yy>XMM NOATBEPXAEHNEM BXOAA.

KpnTepuu npakTuku
e Ha3HaueHWsa cekpeToB 0ObACHEHDI 63 X 3HaYEHUI.

e BblbpaH 6e30nacHbI NOPAOOK OT3biBa M BOCCTAHOBNEHUS.

ﬂpaKTVIKa OPUEHTUNPOBOYHO 15 MUH; MOXHO BbINOMHATL MO YaCTAM.

MnaTtdopMbl U rPaHULLbI NPOBEPKU
Beb

ry6nunyHasa cnpaska; 6pay3epHbiv KIMEHT He NOATBEPXAEH

Signal Desktop He cunTaeTca Be6-kKnMeHTOM. Hu akkayHT, HM ceTeBas AOCTYMNHOCTb B Poccumn He
NpOBEPSANNCH.

MNpoBepka: 2026-10-27
Android
My6nuyHaga crnpaska Signal, NpunoXxeHne He OTKPbIBaNoCh

Ha3BaHWA 1 4OCTYMHOCTb QYHKLMI CBEPAIOT CO CBOEW BepCUEN. YCIOBUA KOMU pas3nnyatoTcs;
paboTa cepsuca B PO He obelaeTcs.

MNpoBepka: 2026-10-27
iPhone
My6énuyHag crnpaska Signal, NpunoXxeHne He OTKPbIBaNoCh

Ha3BaHusa 1 4OCTYMHOCTb QYHKLLMI CBEPSAIOT CO CBOEW BEPCUEN. YCIOBUSA KONUA Pa3nNnyatoTCs;
paboTa cepsuca B PO He obeluaeTcs.

MNpoBepka: 2026-10-27

[ns pa3HbiX y4aCTHUKOB

e YyebHble CUTyauuMu OOCTYMHbl 6e3 perncrpaumn. Ecnn Bo3pacTHble npaBuna cepsuca He
pas3peLlatoT CaMOCTOATENbHYIO YHETHYIO 3aMnChb, UCMONb3yNTE TONBKO MakeT; cornacue
B3POCOro He OTMEHAET NpaBuna cepauca.

e He co3pnasanTe akkayHT pebE&HKy TONbKO paan 3aaaHna. O6CyxaanTe BbiMbILLNEHHbIE AaHHbIe
n nomoranTe 6e3 TpeboBaHWsa nepenaTh Naposb UK KOA.

e  MOXHO BbINOMHATL OAMH Lar 3a pas, yBenn4mBaTb TEKCT M OCTaHOBUTLCA. [MoMOLHMK
0bbACHAET OencTBme, a BnageneL, BBOauT CeKpeT CaMOCTOATENBHO.
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OrnaBneHune
1. Signal: PIN, 6noknpoBka perncrpauum n CBoU yCTPOMUCTBaA
2. Signal: nogaensHaa nogaepxka v vyxasa npuesska
3. Signal: BepHyTb KOHTPOb U OTAENBHO COXPaHNTbL UCTOPUIO
4. CxeMbl 1 OKYMEHTUPOBaHHbIE NPUMEPHI
5. ICTOYHMKM 1 pefaKLMOHHbIE OrpaHUYeHUs

Kaxnada rnasa CcoaepXxunT aencraeue, NPaKTUKY U pa36op otBeToB. ObLLas NpakTrKa npmMBOoONTCA
MNOJTHOCTbKO OOMH pPa3, a NOBTOPHbIE O6paLLI,eHVIﬂ BeOyT K Hewn BHYTPK 3TON METOANYKMN.
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YPOK 1

Signal: PIN, 6n1o0kupoBKa peructpauuu
U CBOU YCTPOUCTBA

Pa3nensieM YeTbipe pa3HbiX CeKpeTa M roTOBMM 6e30MaCHYH0 NMPOBEPKY NMPUBA3OK.

Bepcus 1.0 - PegakumoHHas nposepka: 2026-10-27

4 \
Pa3noXuTb HasHayeHusa u npoBepUTb NiaH

® ® ®
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MoanuwnTe YeTbipe Ha cxeme TenedoHa u Ob6bsicHUTE, rae
O BbIMbILLIEHHbIE KAPTOUKM KOMMbtOTepa nokaxure OCTaHOBUTECH, ECMU
CeKkpeToB. OTAENbHYIO MPUBA3KY. 3anncb yCTPonCTBa

HEMNoOHATHa.

YyebHas unnocTpaums
CMbicnioBasi cxema no Matepwuany. [IeNCTBUs W or paHnYeHsi oApO6HO OnrcaHbl HUXE.

UTO Bbl CMOXETe caenaTb

[MoHMMaTb Ha3HauveHue PIN 1 NpoBePATb AOCTYMN OOMONHUTENbHbIX YCTpOl;ICTB 6es3 noTepun cBoero
BXoAOa.

Yue6HbIn npuMep

YyebHaa cutyaums: y CeeTnaHbl eCTb TenedoH 1 JoMalLHUM KoMnbioTep. [ocne cnos «PIN
BCE& BOCCTaAHOBUT» OHa COBMpaeTCA CTepeThb CTapoe npunoxeHue. CHavana HyXxHo
BbIACHUTb, YTO UMEHHO COXPaHAETCH.

qupre noannMcum BMeCcTo OHOro cnoBa «Koa»

HauHuTe c nucTa 6e3 HaCTOALWMX CEKPETOB. HanuwwmnTe YeThipe Ha3BaHWA: MOATBEPXAEHNE
pernctpaumnu, Signal PIN, 61oknpoBKa yCTPOUCTBA, KoY pe3epBHOW KOMUKU. PAO0OM OCTaBbTe
MEeCTO AN Ha3HaUYEeHWS Kaxdoro. Takoe ynpaxHeHue nonesHee nomnbiTky 3anoMHUTb OANH
YHUBEPCanbHbIV MApO/ib: MOXOXME OKHa MOMYyT NOATBEPXAAaTb pa3Hble AencTBuA. B ceMbe
0BbACHANTE Ha3HaYeHWEe CNoBaMu, a He MPOCUTE POACTBEHHMKA NPOANKTOBATL LMbpPbI ANS
NpoBepKn. ECnmn cenyac HeT CBOEro akkayHTa, BECb JIMCT MOXHO 3aMnONHUTb MO y4ebHOW
CUTYyaLMW, HUYEro He yCTaHaBMMBas.

Signal PIN noMmoraet coxpaHaTb onpeaenéHHble cBeeHns NPpodunia 1 MOXET y4aCcTBOBaThL B
B6NOKMPOBKE NOBTOPHOM pernctpaumm. OH He ABNAETCA apxMBOM pa3roBopos. Ko TenedoHa
3almilaeT caM annapart, a KoY apxuBa HyXeH Ana 0TAeNbHOW NpoL.eaypbl BOCCTaHOBNEHUSA
UCTOPUK. He cknadbiBanTe 3TN MOHATUA B obellaHne «3Had PIN, Bceraa BepHELLb BCE». IMEHHO
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Takoe obeLlaHne MOXeT NOATONKHYTb K HEHYXHOW nepeycTtaHoBke. CHavana CoxpaHuTe
paboTaloLwmit Tene@oH 1 pa3bepuTech, Kakor Pe3ynbTaT HYXeH: BXO, HACTPOVIKK UK
COOBLLEHMS.

3awumTa perncTtpaumn He 3aMeHdAeT KOHTPOJIb NPUBA3O0K

B ny6nnuHov cnpaske ynpasneHue PIN v registration lock cBa3aHo € pa3fnenoM akkayHTa.
MpounTanTe CMbICN AOCTYMNHOrO nepekntoyaTens n ycnosusa notepu PIN 4O M3MeHeHus.
Ob6cyauTe, rae BnageneL, CMoXeT 6e30MacHO XpPaHUTb CBOW CEKPET BHE e AMHCTBEHHOIO
TenedoHa. LLikona He npuHuMaeT PIN, KNtoun 1 CHUMKM X 3KpaHOB. ECNi B3pOC/ b MOMOraeT
HaCTPOUTb 3aLUMTY, BBOA OCTaETCA Y BNnaaesnblLia, a pe3ynbTaT 06CyxaaeTcsa ¢ppa3omn «cnocobd
COXPaHEH M NMOHATEH», 6€3 NPOBEPKMN CaMOro 3HaYEHMS.

CBA3aHHbIN KOMMbIOTEP - ApYyron Bonpoc. OH nonyyaeT pa3peLléHHbii 4OCTYN 1 AOMXEH BbiTb
BaLUMM UNWN ABHO JOBEPEHHbBIM YCTPOMCTBOM. Ha3BaHWe B CrMcKe CaMo MNo cebe He
YyCTaHaBMMBAET, KTO CUANT 3a 3KpaHOM. COonocTaBbTe 3annChb C TEM, YTO AENCTBUTESBHO
NoAKMYanu: ANa Yero, Ha KakoM YCTPOWUCTBE, KTO MM MOoNb3yeTcd cenyac. Ha yuebHoM nucre
AOCTaTOYHO OTMETOK «MOW AOMAaLLHUI» U «He y3Halo». He nepenucbiBanTe agpeca, Homepa nnm
TeXHUYEeCKMe NAEHTUHUKATOPDI B OOLLMA CEMENHBIN YaT.

Be3onacHas ocTaHOBKa TOXe pe3ynbTaT

[na npoBepkn Ha3HaYeHN KapToYeK NPeanoXunTe TPpU ManeHbKnx CobbITUA: Pe6EHOK 3a0bir
B610KMPOBKY TenedoHa, B3pOC/bl MEHAET KOMMbIOTEP, Y 6abyLLKW nponana UCTOpWd nocne
nepeHoca. CnpocuTe, kakoe cobbiTe BoobLle oTHocuTCA K Signal PIN, a rae HyxHa apyras
MHCTPYKLUMS. He MbiTanTeChb pelwmTb BCE TPW OAHUM NnepeksiovaTenemM akkayHTta. ECnm y4acTHUK
FOBOPUT «HE 3Hat0», OTMETbTE BOMPOC AN CrpaBku. 3TO NOMOraeT 3aMeTUTb npoben 4o
HaCTOSLLEN 3aMEeHbl YCTPOUCTBA, COXPaHAA BpeMA 1 JaHHbIe CEMbMW.

MNpencTaBbTe, YTO B CNINCKE Ba 3HAKOMbIX YCTPOMCTBA M OOHO HEMOHATHOE. He ckaHupymTe
npucnaHHbiv QR paav yTouHeHusa. CHavana yCTaHOBUTE, YTO CMOTPUTE COBCTBEHHbIE HaCTPOWKM
N COXpaHAeTe OCHOBHOW JOCTYM. s YyX0on NpUBA3KM UCNONb3YyMTE NPeayCMOTPEHHOE
OTK/IOYEHWE; ONA HEACHOM 3an1cK onyCcTMa nay3a 1 He3aBrCcrMas NMOMOLLb. YaaneHue
NpOorpamMMbl Ha KOMMbIOTEPE M OT3bIB pa3peLleHns Ha TenedoHe He crnedyeT cunTaTb OOHUM
AencTBremM 6e3 NpoBepKu CripaBki. YCNOBUSA HACTOALLErO YCTPOMCTBA BaXHEe pUCyHKa
yyebHumKa.

Ecnv poAcTBeHHUK yCTan, He 3aBepLuanTe yrnpaxHeHne cepuen CnyyYyanHblX HaxaTun. 3anvwmre
TO/MbKO CnefyoLwm 6€30nacHbIN War: OTKPbITb OPULLIMATbHYKO CTaTbio O HYXHOM QYHKLLW UK
BEPHYTbCA K NpoBepKe BMecCTe. [locne paboTbl NpOBEPbLTE, YTO BNagesneL, NnoHMMaEeT, Kak
MOMb30BaTbCA TEKYLLMM BXOAOM W rAe NcKaTb NOMOLLb. [Ing noapocTka obyyeHne He TpebyeT
HOBOW peruncTpaLmn; BO3pacTHbIE NpaBuia CeEpPBMCa COXPaHATCA. PaboTa ceTu 1 OTAENbHbIE
BO3MOXHOCTW B POCCUM 3TUM YPOKOM HE MOATBEPXOAIOTCSH, MO3TOMY OTCYTCTBME COEAVHEHUS HE
[IOKa3blBaeT B3/OM.
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3aBepLunTe pa3roBop ManeHbKOM NPOBEPKOM MOHUMaHWS: Kako CeKPeT OTHOCUTCH K
COOBLLEHNAM, KaKoW K NPOPUIIIO, a Kakoe AeNCTBME pa3peLlaeT pyroMy YyCTPOMUCTBY 4OCTYN?
OTBET MOXHO MPOU3HECTN UMW NOKa3aTb Ha KapTo4vKax. He HyXXHO crneunanbHO TEPATb TeNedoH,
BbIXOAWTb M3 MOCNeaHero ceaHca nnu oTktoyaTh registration lock. Lienb noarotosku -
COXPaHUTb KOHTPOIb 3apaHee, Noka OH eCTb. OTMETKa O NMPOXOXAEHUN O3HAYAET, YTO Bbl
pa3obpanu peLleHne; OHa He ABNAeTCH NpoBepKon 6e30MacHOCTN HAaCTOALLEro akkayHTa
CrneumnanmcTom.

BapuaHTbl AN YCTPOMUCTB

Android: nyénuuHas cnpaska Signal

1. OTKpoWnTe HacTporkm cBoero Signal Yepes npodusb, 3aTeM pasaen akkayHTa Unm CBA3aHHbIX
YCTPOWCTB Mo 3ajaye.

2. Ecnu Ha3BaHWe oTnn4aeTcq, HanauTe akTyanbHyto CTaTblo B support.signal.org; He
OTK/OYaNTe 3amTy paam COBMafeHNSA C YPOKOM.

OrpaHuyeHuns: HacTosiLiee NpunoxeHue He OTKPbIBANOCh. Hannume GyHKLMK, A3bIK U BEPCUSA MPOBEPSIOTCA Ha YCTPOUCTBE;
OOCTYMNHOCTb ceTu B PO He noaTBepXaeHa.

iPhone: npoBepka cBoeun Bepcum

1. CpaBHuTe 3afadyy co cnpaskon Ang iOS. PIN, npuBa3ka 1 pe3epBHasa Konua peLlatoT pasHble
3apaun.

OrpaHuyeHuns: MHCTpykumn Android He nepeHocaTcs Ha iIOS aBToMaTuyecku. He yaansnTe npunoxeHue paam ynpaxHeHus.

KoMmnbloTep - oTAENbHOE CBA3aHHOE YCTPOMUCTBO

1. CBepsanTe npunoxeHue c opuLmanbHbiM CanToM Signal; He ncnonb3ynTe cnyvanHbin «Signal
Web».

OrpaHunyeHnd: Kypc He noaTeepXxaaeT Hannune bpaysepHoro knveHTta. Desktop He cunTaeTcs Beb6-Bepcuent 1 He 3aMeHsEeT BCe
BO3MOXHOCTV OCHOBHOTI O TefiedoHa.
Pa3noXutb Ha3HauYeHUsa n npoeepuTb NiaH

1. MNoanuwunTe YeTbIpe BbiMbILWIEHHbIE KAPTOUKM CEKPETOB.

2. Ha cxeme TenedoHa 1 KOMMboTepa NoKaxuTe OTAENbHYIO MPUBHA3KY.

3. O6bbACHUTE, rOe 0OCTaHOBUTECH, ECIMU 3aMNnUCb YCTPONCTBA HEMOHATHA.
NMpoBepbTe cebs

e PIN He Ha3BaH apx1BOM COOBLLEHNN.

e HacToswme cekpeTbl 1 Yyxune QR He NCNoNb30BanNm1Chb.

e OCHOBHOWM OCTYM He MpeKpaLLEH.
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MpakTuka: Signal: YTO UME@HHO NoTepsHO?

Ha BbIMbILLIEHHOM NPpUMepe BbibepuTe NepBbi 6€30MacHbIN Lar.
CLeHapui BbIMbILLNEH; MPUBA3bIBaTL YCTPONCTBO M BBOAUTHL CEKPETHI HE HYXHO.

Pabounn TenedoH CoOXpaHUNCH, HO B CNINCKE eCTb HEM3BECTHbIN KOMMbIoTep. YTo AenaTb
CHa4yana?

o 1) MpoBepuTb 1 0TO3BaTb HEMOHATHYO MPMBA3KY Yepes CBON HACTPOKM

o 2) CTepeTb npunoxeHune n Hageatbcsa Ha PIN

Vs

Pa36op BapuaHTOB

v MpOoBEpUTb 1 0TO3BATb HEMOHSATHYIO MPUBSA3KY YepPEe3 CBOM HACTPOUKU. AIPECHO OrpaHUYMBaETCS
[OMOMHUTENBHbIN JOCTYM, OCHOBHOW BXO[ COXPaHSAETCS.

CTtepeTtb npunoxeHue n Hagestbcd Ha PIN. PIN He apxvnB pa3roBopoB; yaaneHne co3naéT HeHYXHbIN PUCK.

Bbl coxpaHunv paboumii AOCTYN 1 OTAENUIN NMPUBA3KY OT PE3EPBUPOBAHMUS.

CamonpoBepka

OTBETbTE, 3aTEM CBEPbTECH C OObACHEHUAMU. HECKOMBKO NPaBUIbHbIX OTBETOB OTMEYEHbI B
ycnosuu. B PDF oTBeThl MpMBeAEeHbl Cpa3y Nocne Kaxaoro Bonpoca.

1. Y7o Signal PIN caM no ce6e He BoccTaHaBnMBaeT?
BbibepuTe oamH BapuaHT.

e 1) cTopuio nepenmnckm

e 2) [iobble gaHHble 6e3 UCKYeHU

Vs

OTBeT: 1.
1) PIN 0THOCKTCS K OnpeaenéHHbIM JaHHbIM MPOMUIIS, apXMB COOBLLEHMI TPeByeT OTAENbHOMO Crnocoba.

2) Takoe o6elliaHne CMeLIMBaET NPOGWIIb, BXOA M PE3EPBHYIO KOMMIO; OHO HEBEPHO.

BepHMTer Kpasgenyc OEeNCTBUSAMK, OObACHUTE peweHne CBonMM CnoBamMm N NOBTOPUTE BOMPOC. Owwnbka -
noBOA NOTPEHMPOBAaTLCH, a HE HaKka3aHue.

learn.ivan-it.net - Bepcusa 1.0
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2. Kypa BBoauTb HacTosiwmm PIN B aTOM WIKONE?

BbibepuTe oamH BapuaHT.

1) Bnone oTBeTa NOMOLLHUKY

e 2)Hwukyna
4 N
OTBeT: 2.
1) LLkona He NpoBEpPSIeT v He 3anpalLMBaeT CEKPEThI HACTOSLLErO akKayHTa.
2) YnpaxHeH1e BbiNOMHAETCS Ha Ha3BaHMAX U BbIMbILLNEHHbIX KapToukax, 63 3HaueHwns PIN.
KnioueBor HaBbIK: 3Ty CUTYaLMIO HY>XXHO pa306paTh [0 YBEPEHHOI O OTBETA.
BepHuTech K pasfeny ¢ AeNCTBUAMM, OBbACHWUTE PeLleHne CBOMMM CNOBaMu M MOBTOpPUTE BOMpoc. Owmnbka -
MOBO[ NMOTPEHMPOBATLCH, 8 HE HaKka3aHWe.
N J
3. 3aueM oTAENbHO CMOTPETb CBA3aHHble yCTpoucTea?
BbibepuTe oanH BapuaHT.
e 1) YTOBbI MOHATB, KaKV1M JOMOMHUTENbHbIM YCTPOMCTBAM Pa3peLléH AoCTyn
e 2) YTO6bI NPOBEPUTH, Y3HABAEMO N Ha3BaHKe TenedoHa
" N
OTBeT: 1.
1) 3alUMTa perucTpaLmm 1 yxe paspeLléHHbIe MPUBA3KM - pa3Hble BOMPOCHI.
2) OLHOro 3HAKOMOr O Ha3BaHWs HeJOCTAaTOYHO [N MPOBEPKM Pa3pPeLIEHHOro 4OCTyNa.
BepHuTech Kk pa3aeny ¢ AeCTBUAMK, OObACHUTE peLleHne CBOMMM COBaMu U MoBTOpUTe Bomnpoc. OLwmbka -
MoBOA MOTPEHNPOBATLCH, @ He HaKa3aHue.
N J
4. Hy><HO nu cTUpaTb cTapbiv Signal pagy noaroToBku?
BbibepuTe oanH BapuaHT.
1) [a, nHaye Henb3s NPOBEPUTL TEOPMIO
e 2) Her, cHauana coxpaHsiioT paboTatoLwmi AOCTyn
4 N
OTBeT: 2.
1) YoaneHue MOXeT NULLUTb HY>HOM UCTOPWW; ANs y4eBHOro 3a4aHKs OHO HE HyXHO.
2) MoaroToBKa BbINONHAETCS 663 HEOBPaTVMOr 0 IKCNEPUMEHTA C €AVHCTBEHHBIM YCTPOVCTBOM.
BepHuTech K pasfeny ¢ AeNCTBUAMM, OBbACHWUTE peLleHne CBOVMM CNOBaMu M MOBTOpUTE BOMpoc. Owmnbka -
NoBO[ NOTPEHMPOBATLCS, 8 HE HaKka3aHWe.
\ J
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5. YTo 03HayaeT OTMETKa O MPOXOXAEHUU ypoKa?

BbibepuTe oamH BapuaHT.
o 1) PasobpaH yuebHbli NnaH AeNCTBUMI

e 2) Bce ycTpoWcTBa rapaHTMpoBaHHO 6€30MacHbl
P

OTBerT: 1.
1) OTMeTKa OMMCLIBAET 0BYYEHWE 1 HE ABMISETCS ayAMTOM HACTOSALLEro akkayHTa.

2) LLikona He ocMaTpyvBana yCTPOMCTBA U He MOXET AaTb TaKyt rapaHTUIo.

BepHMTer Kpasgenyc OEeNCTBUAMK, OObACHUTE pelweHne CBonMM CnoBamMm N NOBTOPUTE BOMPOC. Owwnbka -
noBOA NOTPEHMPOBAaTLCH, a HE HaKa3aHue.

MpoaoomKuTb obyyeHune

e 06.lloTepan nnu ykpanu tenedoH

e 09.[lepenan ko nnu NOATBEPAUI YYXOW BXO4

e 10. YcTaHOBW NPUNOXEHWE Unu fan yaanéHHbii 4OCTyN
e 20.CeMelHbIV MNaH 3alMTbl ¥ BOCCTaHOBNEHNS

OTKPbLITb YPOK Ha canTe
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YPOK 2

Sighal: nogaenbHaa nogaep)xka u
yy)Xaf npuBs3Ka

[NpoBepseM CMbIC NPOCLObI, Aaxe Koraa CoobLeHVe BbirnganT 3ab60TIVBbIM.

Bepcus 1.0 - PegakumoHHas nposepka: 2026-10-27

4 N
Pa3o6paTb Npocbby «noanepxKu»

® ® ®

e e o 0

B yu4ebHow pennvke Ha3soBWTe He3aBNCUMBIN Pa3BenunTe BETKM «TOMbKO
O noOYepKHUTE OENCTBME N  MYTb MPOBEPKMY. NOMYYNIT» U «yXe

npeameT: PIN, kioy nnm paspeLunn».

YCTPOWCTBO.

YyebHas unnocTpaums

CMbICoBas cxema rno MaTtepwuany. HewncTtBua n orpaHnyeHua I'IO,EI,pO6HO OMNnUCaHbl H1Xe.

UTO Bbl CMOXETe caenaTb

OcCTaHOBUTb 3anpoc PIN, kntova apxuBa nn1 nogkniovYeHnAa HeM3BeCTHOIro YCTpOl;ICTBa.

Yue6HbIn npuMep

BbIMbILLNEHHbIV «OTAEN 6€30MaCHOCTU» MULLET: «Mbl COXPaHWM BaLLIM COOBLLEHWSA, TONBKO
noarsepanTe PIN 1 NpUBAXUTE HaLL KOMMbIOTEP». OTO y4ebHbIN Ananor, a He coobLueHme
HaCTOSALLEN CNYXObl.

CHavana gencTeue, NOTOM opopmMieHne

MNpounTanTe yyebHoe cooblueHue 6e3 NnoroTuna 1 UMeHu. YTo NnpeanaraeTca caenaTb: COObWUTb
CEeKpeT, OTKPbITb aApec, yCTaHOBUTL MPOrpaMMy U pa3peLinTb YCTPOMCTBO? [1NA Kaxaoro
rnarona Ha3osuTe nocneacTeue. «[1poBepuTb» MOXET oka3aTbcd nepenaden PIN;
«BOCCTaHOBWTb» - BblAAYeN K/oUa apXmBa; «3alMUTUTby - pa3peLleHneM Yy>KOMY KOMMbIOTEPY
NoAKMUNTBLCA. KpacrBoe Ha3BaHWe oTAena He MeHAET 3TUX MOCNeACTBUIA. ECN CMbICH
HEenoHATEH, OCTaHOBUTLCH MOXHO [0 OTBETa, AaXe KOorfa cobeceHnK obellaeT CPOYHO PeLNTb
npobnemy.

OduumanbHasa cnpaska Signal npeaynpexaaeTt 06 MHTEPaKTUBHbIX COOBLLEHNAX OT MHUMOW
nogaepxku. OTaenbHbI OPULLMANbHBIM YaT OBbABMEHUI HE O3HAYAET, UTO NMIOBOM MOXOXUN
npodusb Brpase TpeboBaTb OTBET C CEKPETOM. He HYyXHO CropuTh C OTrpaBUTenemM 1 NpoCuTb
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npvcnaThb elé AokasaTeNbCTBa B TOM Xe pa3roBope. HesaBncrmas NnpoBepka HaunHaeTCs ¢
CaMOCTOATESbHO OTKPLITOrO CanTa NoAAEPXKN, @ HE C HOBOW CCbINKM OT TOrO, UYbM MOMTHOMOYMS
Bbl Kak pa3 nposepsieTe.

3awmndpoBaHHbIN KaHan U YeCTHOCTb cobeceHUKaA

LLindpoBaHWe Nepenmcku He yOoCTOBEPSET Kaxayto MPOCbby BHYTPU Heé. Ha yuebHOM nucTte
HapucymTe 3alMLLEHHbBIN KOHBEPT U HEM3BECTHOIO aBTOpa. KOHBEPT MOXET OrpaHnyMBaTh
YTeHue Mo 4opore, HO He peLlaeT, NnoYeMy aBTop TpebyeT AeHbrv nnu oCTyr. NMo3ToMy
COOb6LLEeHMEe OT 3HAaKOMOTI0 NPOdUISA TOXE NPOBEPSIOT MO CMbICY. [1peAcTaBbTe, YTO APYr NPOCUT
CPOYHbIN NepeBo 1 3anpeLlaeT 3BOHUTb. VICMoNb3ynTe COXPaHEHHbIN paHee KOHTaKT U Apyron
N3BECTHbIV CMTIOCO6; HOMEP U3 3TOW Xe HEOXMOAaHHOW MPOCHObLI HE CTAHOBUTCA HE3aBUCUMbIM.

C QR penctByeT Takow xe nNpuHLMn. KBagpaTHaa KapTUHKa MOXET pa3pellaTb TEXHUYECKoe
LENCTBWE, a He MPOCTO NOoKa3biBaTb MHGOPMaLIMIO. He TPEHUPYMTECH HA HACTOSALLEM KOAe,
NPUCNaHHOM HE3HAKOMLLEM, laxe eCN 0BeLLatoT «BCEro NOCMOTPETbY. B ynpaxHeHun
AOCTaTOYHO KapTOUKM C HAAMUCHIO «MOAKMOUNTL YCTPOUCTBO». OBbACHUTE, KTO ByAET nonyyaTb
[AOCTYM NOoCne Cornacusa 1 3a4em BaM 3TOT KOMMbiOTEP. ECnn CBOero noHATHOro OTBETA HET, He
nogTeepxaanTe. He npocute pebéHka CKaHMPOBAaTbL 3a BaC TO, Yero caMu He MoHUMaeTe.

Pa3roBop 6e3 cTbifia 1 TIMLWHEro pacKpbiTUS

OTOenbHO pa3sbirpanTe NPoCbby OT UMEHM LLKOMbHOIO YaTa: «BceM CpoYHO MOOKMOUNTD
YCTPOWCTBO aAMUHUCTPATOPAa, MHa4e rpynna ncyesHeT». Ha3oBnTe ABa pa3HblX AeUCTBUA:
yyacTue B O6LLeN nepenncke 1 paspeLleHne 4OCTyna K CObCTBEHHOMY akkayHTy. [laxe
MPWBbIYHbBIN OPraHM3aTop He Mony4YaeT BTOPOe aBToOMaTUYeCckn. CBAXUTECH C HUM M3BECTHbIM
CNocob0OM U CrpoCcUTe O HacTosALEN 3aaa4e, He MOBTOPAA NOO03PUTENbHbBIN TEXHUYECKUN Luar.
[nsa TpeHMpPOBKKM AOCTATOYHO YCTHOIO OTBETA; HE OTNPaBNAnNTE 3arnpoc HAaCTOSALLEMY
aAMUHUCTPATOPY 1 He pacnpOCTPaHANTE ONaCHY MHCTPYKLMIO fanblue.

HonycTnM, pPOACTBEHHUK YXXe Havan nepenuncky, Ho eLwé H1M4ero He nepepan. lonesHas nepsas
dpa3za: «XOpOLLO, UTO OCTaHOBU/CSH; Tenepb pa3bepéM Npocbby». 3aTeM 3aKponTe AaBneHne
nay3ou. He Haka3biBanTe YenoBeka 3a TPEBOry U He TpebyrTe noka3aTb BCE TMYHbIE PA3rOBOPbI.
[na obcyxaeHns 4OCTaTOYHO Nepecka3aTth AencTBmg 6e3 KoO0B, KOHTaKTOB M COOEPXUMOro
CeMeWHbIX COOBLLEHUI. [TOMHBI CHUMOK 3KpaHa MOXeT pacKpblTb 60/bLLE, YEM CamMa
noao3puTernbHasa pennuka, Mo3aToMy NybrvkoBaTb ero paau KONNeKTUBHOMO paccnenoBaHus He
cnepyer.

Ecnu cekperT yxe oTnpasneH unum npnsaska ogobpeHa, aTo Apyras BeTKa, a He NoBoA4 NPOAOIXaTb
yroBOpbl. 3aNOMHUTE TUM AENCTBUA U NPUMEPHOE BPEMS, NPEKPaTUTE HOBbIE MOATBEPXAEHNA U
nepexoanTe K BOCCTaHOBMNEHWIO KOHTPONA. Cam dakT Nony4yeHHOro COObLLEHNA eLLé He
[0Ka3blBaeT yCrelLuHbIM BXoA4. HO OTCyTCTBME BUOAMMOW 6ebl TakXe He NMpeBpaLlaeT BbiAaHHOe
pa3pelleHre B 6e3onacHoe. [1poBepsnTe CBOW YCTPOWCTBA U YCNOBUSA akkayHTa yepes
oduLManbHbIN NPOLLECC, COXPaHAs AOCTYMHOE JOBEPEHHOE YCTPOMUCTBO.
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3aKkoHuUUTE CLLEHY peneTuumen oTkasa: «H He nepenato PIN 1 Knoun; HyXHY0 MHOOPMALLMIO
NPOBEPIO CaMOCTOATENBbHO». 3aTEM BTOPOWN YHACTHUK UrPaeT 3HAaKOMOI 0, KOTOPbIN TOPOMMUT.
MNoMeHanTeChb PoNAMMN N HanaUTE TOUKY OCTaHOBKM 0 Nepefayn 4oCTyna. YnpaxHeHue He
TpebyeT HacToALWero 3BOHKa, OMnnaThl, PErMcTpaLmm NN OTKPbITUS ONacHOW CChinku. B
pe3ynbTaTe BaxHa NocnefoBaTeNbHOCTb PeLleHns, a He yraablBaHne KpacuBbIX N HEKPaCKBbIX
npodunen. NoapocToK Bnpase 06paTUTbCA K JOBEPEHHOMY B3POCOMY 6€3 He06X0AMMOCTH
CHa4Yana nucrnpaBnTb BCE CaMOCTOATENbHO.

BapuaHTbl AN YCTPOMUCTB

Android: nyénuuHas cnpaska Signal

1. OTKpoWnTe HacTporkm cBoero Signal Yepes npodusb, 3aTeM pasaen akkayHTa Unm CBA3aHHbIX
YCTPOWCTB Mo 3ajaye.

2. Ecnu Ha3BaHWe oTnn4aeTcq, HanauTe akTyanbHyto CTaTblo B support.signal.org; He
OTK/OYaNTe 3amTy paam COBMafeHNSA C YPOKOM.

OrpaHuyeHuns: HacTosiLiee NpunoxeHue He OTKPbIBANOCh. Hannume GyHKLMK, A3bIK U BEPCUSA MPOBEPSIOTCA Ha YCTPOUCTBE;
OOCTYMNHOCTb ceTu B PO He noaTBepXaeHa.

iPhone: npoBepka cBoeun Bepcum

1. CpaBHuTe 3afadyy co cnpaskon Ang iOS. PIN, npuBa3ka 1 pe3epBHasa Konua peLlatoT pasHble
3apaun.

OrpaHuyeHuns: MHCTpykumn Android He nepeHocaTcs Ha iIOS aBToMaTuyecku. He yaansnTe npunoxeHue paam ynpaxHeHus.

KoMmnbloTep - oTAENbHOE CBA3aHHOE YCTPOMUCTBO

1. CBepsanTe npunoxeHue c opuLmanbHbiM CanToM Signal; He ncnonb3ynTe cnyvanHbin «Signal
Web».

OrpaHunyeHnd: Kypc He noaTeepXxaaeT Hannune bpaysepHoro knveHTta. Desktop He cunTaeTcs Beb6-Bepcuent 1 He 3aMeHsEeT BCe
BO3MOXHOCTW OCHOBHOIO TenedoHa.

Pa3ob6paTb Npocb6by «noanepXKmu»

1. B y4yebHon pennuke nogyepkHUTe aenctene 1 npeameT: PIN, KoY nnv yCTpouCcTBO.
2. Ha3oBuTe HE3aBMCUMbIV MY Tb MPOBEPKM.

3. Pa3BeanTe BETKM «TOMbKO MOMYUUIT» N KYXKE pa3peLlmn».
NMpoBepbTe cebs

e LlIndpoBaHne He Ha3BaHO NOATBEPXAEHVNEM NTMYHOCTY.

e [1na npoBepku He OTKpbIBancs vyxomn QR.

e YenoBek nocne ownbKn Nonyymn noMoLLb 6e3 06BUHEHUN.
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NoBTOPUTE 3HAKOMYIO NMPaKTUKY

Signal: YTO UMEHHO MNOTEePAHO?: MOAHbIN YYEBHbIV NPUMEP 1 Pa36oR NPUBEAEHDI Bhille B 3TOU
MeTOaNYKeE.

CamMonpoBepka

OTBeTbTE, 3aTEM CBEPbTECH C 0ObACHEHUAMU. HECKONBKO NPaBuUbHbIX OTBETOB OTMEYUEHbI B
ycrnosuun. B PDF oTBeThl MprBeAeHbl Cpa3y Mocrne Kaxaoro Bonpoca.

1. «Mopnepxka» B TMMHOM YaTe NPOCUT Kntoy Secure Backup. Kak noctynutb?

BbibepuTe oanH BapuaHT.

1) He nepenaBaTb 1 OTKPbITb ODULMANBHbIN CMOCO6 CBA3M CAMOCTOATENBHO

e 2) OTNPaBUTb TOMBKO YaCTb KMoYa

-

OTBerT: 1.
1) Kntoy apxvBa ocTaéTcq Yy BnagenbLla; MHTepakTuBHOE Tpe6OBaHMe He noareepXaaeT NoONHOMOYNA.

2) YacTuuHasi BblAaya TOXe PacKpbiBAET CEKPET U He ABMSIETCA NPOBEPKOM MOAAEPXKKM.
KntoueBon HaBbIK: 3Ty CUTYaLMIO HYXHO pa3obpaTb 40 YBEPEHHOr O OTBeTa.

BepHuTech Kk pa3aeny ¢ AeCTBUAMK, OObACHUTE peLleHne CBOMMM CoBaMu U MoBTopuTe Bonpoc. Owwmbka -
MoBOA MOTPEHNPOBATLCH, 8 HE HaKa3aHwe.

-

2. 3HauunT Nu WndpoBaHMe, YTO 3HAKOMbIX NPOdUb YECTHO NPOCUT nepesoa?

Bbibepute oanH BapuaHT.
o 1) [a, 3aMiIéHHana JOCTaBKa NPOBEPSET aBTopa NPOChEbI

o 2) HeT, Nnpocb6y NPoBEPSIOT HE3ABUCUMO

-

OTBeT: 2.
1) 3awmTa KaHana He NOATBEPXOAET HaMepPeHKsa CobecenH1Ka 1 06CTOATENbCTBA NEPEBOA.

2) CMbICN COOBLLEHUS 1 IMUHOCTL aBTOPa TPEBYIOT OTAENbHOM MPOBEPKU U3BECTHBIM KaHAOM.

Bele/ITer Kpasgenyc OEencTBUSAMU, OObACHUTE peweHne CBonMK CrnoBamMm 1 NOBTOPUTE BOMPOC. Owwbka -
noBOA NMNOTPEHMPOBAaTLCH, a HE HaKa3aHue.
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3. Y10 BaxXHO A0 006peHMs QR-NpmUBA3KKU?

BbibepuTe oamH BapuaHT.
o 1) MoHATb, CBOEMY N1 YCTPOMCTBY paspeLlaeTca AOCTyM

o 2) MNpoBepuTb, POBHO Nt HapucosaH QR

Vs

OTBerT: 1.
1) IMEHHO paspeLueHme 1 NonyyaTenb 4OCTyna OnpeaensioT NoCNeACTBIA NOATBEPXKAEHMS.

2) KayecTBO KapTUHKM HAYEro He FOBOPUT O 3aKOHHOCTM 3ampoca Ha NPMBSA3KY.

BepHMTer Kpasgenyc OEeNCTBUAMK, OObACHUTE pelweHne CBonMM CnoBamMm N NOBTOPUTE BOMPOC. Owwnbka -
noBOA NOTPEHMPOBAaTLCH, a HE HaKa3aHue.

.

4. Ina ceMenHoro pas6opa Hy>XHO ony6nnMKoBaTb BCE NMNYHbIE YaTbl?

BbiGepuTe OLMH BapUaHT.
e 1) da, "Haue HNUKTO He MOMOXET

e 2) HeT, 0OCTaTOYHO ONMCaTb AEMCTBUA 6€3 CEKPETOB

-~

OTBeT: 2.
1) Takov c60p pacKkpbiBaeT NULLHME CBEAEHMS U He HyXeH Ans pa3topa Npochobi.

2) CyTb CUTyaLMM MOXHO Pa3obpaTb, COXPaHSS YyXYH U COBCTBEHHYHO MPUBATHOCTb.

BepHWTECH K pasaeny ¢ AENCTBUSIMU, OBbSICHUTE PeLLEHUE CBOVMMU CMOBaMM 1 MOBTOpUTE Bomnpoc. Olumbka -
NOBOA NOTPEHUPOBATLCS, a HE HakasaHwe.

-

5. CoobuweHune npuwno, HO Bbl HUYEro He caenanu. Yto YCTaHOBneHO?

BbibepuTe 0OmH BapuaHT.
e 1) EcTb Nnogo3puTenbHas Npock6a, HO YCMeLHbI BXOA eLlé He AokasaH

o 2) AKKayHT yxe 0693aTeNbHO 3axBajyeH

-~

OTtBerT: 1.
1) I'Ionyqume COO6LLLeHl/IF| nnepepadva AocCTtyna - pa3Hble CO6bITMF|, NX HENb3A CMeLlnBaTb.

2) OaHoro BXoAsLWero TeKCTa HeOCTaTOYHO A/15 TakOro BbiIBOAa O COCTOSAHNM aKKayHTa.

BepHuTech Kk pa3geny ¢ AeCTBUAMK, OObACHUTE peLleHne CBOMMM COBaMu U MoBTopuTe Bonpoc. Owwmbka -
MoBOA MOTPEHNPOBATLCH, 8 HE HaKa3aHwe.

MpooonmknTb obyyeHue

e 06.lloTepan unu ykpanu tenedoH
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09. MNepenan KOA UMY NOATBEPANIT YYXOW BXO
e 10. YcTaHOBUN NpUNOXEHWe NN fan yaanéHHbIv 4oCTyn
e 20.CeMelnHbI NNaH 3awmTbl U BOCCTAaHOBMEHWSA

OTKPbITb YROK Ha canTe
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YPOK 3

Sighal: BepHYyTb KOHTPOJIb M OTAE/IbHO
COXpPaHUTb UCTOPUIO

Pa3nnyaem vyxoe yCTpoMCTBO, NoTepto TenedoHa, PIN n 4OCTYNHOCTb pe3epBHOro
apxvBa.

Bepcua 1.0 - PepakumoHHas nposepka: 2026-10-27

- D
CocTaBuTb BE HE3aBUCHMbIE€ BETKM BOCCTaHOBNEHUS

BbibepyTe BETKY MO CBOEM CUTYyaLIMU.

o ® ®

O PasgenuTte «BepHyTb [ns yyebHoro apxuea HasosnTe 6e3onacHbIn
PEerncTpaumio» U «BepHyTb  YKaxuTe ycnosue: paHee war npu 3abbiTom PIN 6e3
NCTOPUIO». BK/TIOUEHHbIN CMOCO6 1 yraabiBaHWA 1 OMNnaThl.

YuebHas unnocTpaums HY>XHbIV CEKPET.

CMbIcnioBasi cxema no MaTepwuany. Hencrteusin orpaHunyeHua I'IO,ELpO6HO OMnnCaHbl H1Xe.

UTo Bbl CMOXETe caenaTb

Bbi61paTh NOAXOASLLYIO BETKY MOMOLLM 6€3 TOXHOMO 06€ellaHNsi BOCCTaHOBUTb BCE COOBLLEHMS.

Yue6HbIn npuMep

YuebHbIvt npumep: TenedoH ytpayeH, PIN 3anncaH, Ho Hen3BeCTHO, BKNtoYanach
pe3epBHad Konusa. CeMbs OTAENAET PErnCTPALMIO akKkayHTa OT BOCCTaHOBMEHUS
pPa3roBOpPOB.

OnuwunTe q)aKTbI, He CTaBA AMarHo3 no ogqHoMy CUMNTOMY

Bo3bMuTe veTbipe yuyebHble KapTouku: «TenedoH CoO MHOW 1 paboTaeT», «eCTb HEMOHATHAaS
npuBa3kay», «tenedoHa borblue HeT», «He NOMHIO PIN». 3TO pa3Hble UICXOLHbIE YCNOBUS.
MNpunoxeHne MOXeT He COeANHATBLCA NO NPUYNHAM CETH, a YBEAOMNEHWE O MOBTOPHOM
pervcTpaunm TpebyeTt CBoen NpoBepKu. 3anunwmnTe, YTo MUMEHHO HabntoaaeTe 1 Kakoe AencTamne
coBepLanv neped atuM, 6e3 3HaueHus Koda. Takor KOPOTKUN pacCKa3 MOMOXET oduLLManbHON
noaaepxke nyylle, Yem yTeepxaeHne «B3iloMaHo BCE» 6€3 onncaHnsa CoObbITUN.

Ecnv ocHOBHOWM AOCTYMN COXPaHWUIICS, HAYHUTE C MPOBEPKM CBA3AHHbBIX YCTPOUCTB MO
oduumanbHOM CTaTbe. He NoaKIoYanTe «<KOMMbIoTep crneunanmcTay ang omarHoCTuku U He
BbIXOOMTE U3 nMocnefHero paboTatoLLero tened@oHa pagn YACTOThbl akCnepumMeHTa. OT3biB
HEeN3BEeCTHOW NPUBA3KM peLlaeT KOHKPETHYIO 3aady pa3peLléHHoro JOCTyna; OH He OTMeHseT
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TOro, YTO NOMyYaTesb YXe MOr YBUAETb. ECIM COOBLLEHMS YLLNM 3HAKOMbIM, MPeaynpeanTe nx
APYrMM OOCTYMHbIM CMIOCO60M He BbINOMHATb MOA03PUTE bHbIE MPOCHOLI. YaaneHue Tekctay
cebsi He rapaHTUPyeT NCUYE3HOBEHME UYXKMX KOMUIA.

Bxoa, npodpunb 1 coobLieHus BO3BpallatoTCS N0 pa3HbiM YCNOBUSIM

Mpu noTepe TenedoHa NOAroTOBbLTE AOCTYM K CBOEMY HOMEPY BMECTE C ONepaTopOM CBHA3M U1
HanauTe OeNCTBYIOLLYIO MHCTPYKLMIO perncTpaumm Signal. He BBoanTe MHOMO pa3 CryyanHbin
PIN. CnpaBka 06bACHSET orpaHuyeHus registration lock 1 HEBO3MOXHOCTb MPOU3BOIbHOMO
cbpoca PIN coTpyaHnKoM. He nokynanTe obellaHne «yCKOpUTbL TalnMep» U He paccunTbiBanTe,
4YTO UCTEeYEeHMe NDBOro Cpoka 0bA3aTeNbHO BEPHET BECb NPOdUIIb. YCNOBUSA aKTUBHOCTU U
COCTOSAHME aKkayHTa UMEIOT 3HaYeHne, Mo3TOMY OPUEHTUPYNTECH Ha OPULIMaTbHBIN MPOLLECC U
€ro TekyLume coobLeHns.

NcTopus pa3roBopoB TpebyeT oTAenbHOro nnaHa. B Signal ectb 4o6poBonbHbIE Secure Backups;
yTBEepXaeHne «obnayvHbIX KOnun HUKoraa He 6elBaeT» yxe He NoaxoauT. [Ansg BOCCTaHOBNEHNS
TaKoro apxmBa Hy>eH COBCTBEHHbIW KoY 1 MoaX0OAWMN NpoLLecc. [lepeHoc Mexay
YCTPOMCTBaMM 1 NoKasbHble painbl UMEIOT ApYrue orpaHuyeHunsa. [lepen yoaneHuem nnm
PEMOHTOM BbIAACHUTE, Kakon CMOCO6 AENCTBUTENBHO BblT HACTPOEH N UTO eLlé COXPaHEeHO.
Hanuune PIN He foka3blBaeT Hannumns apxmea, a 3Ha4oK NPUNoXeHns Ha HoBOM TenepoHe He
[I0Ka3blBaAET, UTO COOBLLEHNS y>XKE BOCCTAHOBEHDI.

MpoBepka pe3ynbTaTa 6€3 pa3pyluMTenbHOro TecTta

[na cMeHbl TenedoHa NoAroToBbTE MiaH OO MNOKYMKWU UM PEMOHTA: Kakow CTapbliv annapaT
OCTaHeTCH AOCTYNeH, rae HaXOASATCA HYXHble faHHble, eCTb N1 NOATBEPXAEHHbIN CMOCO6
nepeHoca u KTo pa3peLlaeT paboTy C CEMENHOW Nepennuckon. He otaaBanTe e AMHCTBEHHbIN
annapat Ha OYMCTKY, MOKa 3TN BOMPOChHI HE pPeLleHbl. Ha TPeHNPOBKE OTMETbTE 3aBUCUMOCTU
ranovkamu 6e3 agpecos 1 CeKPETOB; 3aTeM OBbACHUTE, Kakoe yCNnoBMe OCTaHOBUT NepeHoC.

Ha BbIMbILLNIEHHOM CXEME OTMETbTE OTAENbHO HOMep, paboTatowmii TenedoH, 4ONONHUTENbHbIV
KOMNbloTep, Gann nnm apxme 1 MECTO XPaHEHWA KNtoYa. He BNncbiBanTe HaCTOSALWME 3HAYEHUS.
CTtpenka «3Hato PIN» fo/mkHa BECTU K €r0 Ha3Ha4YeHWo, a He aBTOMaTUYECKM K KaxdoMy
pa3roBopy. Ecnu kntoy apxmBa yTpadeH, He OTNnpaBisanTe OCTaTKM CEKPETOB MoAsaM, O6eLlaloLLmM
noaobpaTb ero. O6bACHEHME OrpaHNYeHN YeCTHee rapaHTUM BOCCTaHOBNEHNA. BaxHble
CceMelHble CBeAeHWA MyYlle 3apaHee COXPaHATb Pa3peLléHHbIM MOHATHbLIM CMIOCOBOM C cornacus
YYaCTHMKOB, a He OXWaaTb aBapum.

Mocne BO3BpaLLeHNs KOHTPOMS MPOBEPbTE, YTO BUAMMbBIE YCTPONCTBA COOTBETCTBYIOT BaLLMM,
HEeMnOHATHbIE MPOCHObI MPeKpPaLLEeHbl M KOHTaKTbl MOMYyYUIv NpeaynpexaeHue npu
HeobXxo4MMOCTU. ECnn 6biv GUHAHCOBbIE ENCTBUA, OTAEbHO CBAXUTECH CO CBOVUM BAHKOM;
BOCCTaHOB/EHHbI MECCEHAXEP HE OTMEHSET nepeBoa. [Mpy NoJ03peHnn Ha NPOrpaMmy,
ynpaBnsAoLLyto TenedoHOM, He MEHANTE CEKPEThLI Ha 3TOM YCTPOMCTBE 0 6e30MacHOM
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TEXHWYeCcKo nomoLlmn. Kypc He TpebyeT NonHOro cpoca, NoKynkv peMoHTa Unmn nepepavdmv
TenepoHa He3HakoOMOMY MOMOLLHMKY. OnncbiBanTe CneunanucTy GakTbl M 3apaHee BbIACHANTE
NocnencTBNA NpeanaraeMbix AEUCTBUN.

3aBepLunTe yuebHbiv NnaH AByMS KOMOHKaMu: YTO OOCTYMHO Cenyac 1 Yero Henb3qa obellaTb.
HanpumMep, MOXHO HanTu oduLIManbHYo nNpoLeaypy ¥ NoAroTOBUTL CBEAEHWA O COBbITUN; HEMb3A
obellaTb BO3BpaT M0b60on yaanéHHom nctopumn. CoxpaHute namaTky opnanH A0 Noe3aku nnm
3aMeHbl TenepoHa. [1ng poacTBeHHWKa pacrneyaTtanTe TONbKO NoOpAaoK AeNCTBUIN 6€3 KNoYen u
PIN. [axe ecnu npoLLecc OCTaHOBUIICH Ha OrpaHUYeHn CEPBUCA, YPOK MOXET BblTb 3aBEPLLEH:
Bbl BbIOpanu 6€30MnacHyt0 OCTaHOBKY, COXPaHWIN OCTaBLUMECS AaHHble 1 3HaeTe CneayoLmmn
odvLManbHbIN LWar.

BapuaHTbl AN YCTPOMUCTB

Android: nyénuuHas cnpaska Signal

1. OTKpoWnTe HacTporkm cBoero Signal Yepes npodusb, 3aTeM pasaen akkayHTa UM CBA3aHHbIX
YCTPOWCTB Mo 3ajauye.

2. Ecnu Ha3BaHWe oTnn4aeTcq, HanauTe akTyanbHyto CTaTblo B support.signal.org; He
OTK/OYaNTe 3amTy paam COBMafeHNSA C YPOKOM.

OrpaHuyeHuns: HacTosiLiee NpunoxeHue He OTKPbIBaNOCh. Hannume GyHKLMK, A3bIK M BEPCUSA MPOBEPSIOTCA Ha YCTPONCTBE;
OOCTYMNHOCTb ceTu B PO He noaTBepXaeHa.

iPhone: npoBepka cBoeun Bepcum

1. CpaBHuTe 3afady co cnpaskon Ang iOS. PIN, npuBa3ka 1 pe3epBHasa Konua peLlatoT pasHble
3apaun.

OrpaHuyenus: MHCTpyKumnm Android He nepeHocaTes Ha iOS aBToMaTUYeCKW. He yaananTe NpunoXeHne paan ynpaxHeHus.

KoMmnbloTep - oTAeNbHOE CBA3aHHOE YCTPOMUCTBO

1. CBepsanTe npunoxeHue c opuLmanbHbiM CanToM Signal; He ncnonb3ynTe cnyvanHbin «Signal
Web».

OrpaHunyeHnd: Kypc He noaTeepXxaaeT Hannune 6paysepHoro knveHTta. Desktop He cunTaeTcs Beb6-Bepcuent 1 He 3aMeHsEeT BCe
BO3MOXHOCTM OCHOBHOO TenedoHa.

CocTaBuTb 1BE HE3aBUCKMbIE BETKM BOCCTaHOBNEHUSA

1. Pasgenute «BepHyTb PErncTpaLmio» U «BEPHYTb UCTOPUIOY.

2. [Ing y4ebHOro apxuBa yKaxuTe yCnosue: paHee BKITIOYEHHbBIN CMOCO6 U HYXXHbIN CEKPET.
3. Ha3osuTe 6e3onacHbIn war npu 3abbiToM PIN 6e3 yragbiBaHWs 1 onnaTbl.
MpoBepbTe cebs

e PIN He noaMeHseT koY apxuBea.

e He obellaH nepeHoc Nbon KonNum Mexay nobdbiMm nnaTtbopmMamm.
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e [locnegHun pa6ouvu?1 AOCTYyNn N eAMHCTBEHHbIE aHHblE COXPaHEHbI.

MoBTOpPUTE 3HAKOMYIO NPAKTUKY

Signal: YTO UMEeHHO NOTEePAHO?: MONHbIN YYEOHbIV NPUMEP M Pa36oP NPUBEAEHbI BhiLLE B 3TOU
MEeTOaINYKeE.

CamMonpoBepka

OTBETbTE, 3aTEM CBEPbTECH C 0ObACHEHNAMU. HECKOMBKO NPaBU/IbHbIX OTBETOB OTMEYEHbI B
ycnosuun. B PDF oTBeTbl MpuvBeaeHbl Cpa3y Nocrne Kaxaoro Bonpoca.

1. TenedoH yTpaueH, PIN nasecteH. Bce pasrosopbl BepHyTCS aBTOMaTU4YeCKn?

BbibepuTe oanH BapUaHT.

e 1) HeT, uCTOpPUSA 3aBUCUT OT OTAENBbHO HACTPOEHHOMO CNoco6a

e 2) [a, PIN XpaHUT Kax bl pa3rosop

-~

OTBeT: 1.
1) PIN He siBnsieTCs pe3epBHOW KOMUEN, YCIOBUS apX1Ba HyXHO BbIICHATE OTAE/BHO.

2) Takoe obellaHve NPOTUBOPEYUUT PasaeneHmo NPOdUIA 1 UCTOPUM COOBLLIEHNIA.

BepHWTECH K pasaeny ¢ AENCTBUSIMU, OBbSICHUTE PeLLEHUE CBOVMU CMOBaMM 1 MOBTOpUTE Bomnpoc. Olumbka -
NOBOA NOTPEHUPOBATLCS, a HE HakasaHwe.

-

2. KTo BblgacT 3a6bIThi KNtoy Secure Backup?

BbibepuTe 0OmH BapuaHT.
o 1) MMo6oW COTPYAHMK NOAOEPXKKM

o 2) Cnyx6a He MOXeT BblAaTb €ro BMECTO BriafesbLa

-~

OTtBeT: 2.
1) lindposaHWe apxmBa He NpeanonaraeT Bbigady 3abbITOro Koya COTPYOHUKOM.

2) Be3 COBCTBEHHOrO HYXHOO KMioua HeMb3s obellaTh pacliMdpOBKY Takoro apxvsa.

BepHuTech Kk pa3aeny ¢ AeCTBUAMK, OObACHUTE peLleHne CBOMMM CoBaMu U MoBTopuTe Bonpoc. Owwmbka -
MoBOA MOTPEHNPOBATLCH, 8 HE HaKa3aHwe.
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3. YTo penatb C HEM3BECTHOM NPUBA3KON, KOraa cBon TenedoH paboTaeT?

BbibepuTe oamH BapuaHT.
e 1) MpoBepuTb 1 0TO3BaTL €€ 0dULLManbHbIM CTOCO60M

e 2) CHauanaynanuTb eQMHCTBEHHOE NPUNOoXEHWe C TenedoHa

Vs

OTBeT: 1.
1) 370 agpecHas Mepa NpPOTMB pa3peLlEHHOr0 A0CTYMa, COXPaHSAoLWAs OCHOBHOM TenedoH.

2) TaKow 9KCNEPUMEHT MOXET YXyALMNTb NMONOXEHWE U HE SBNSIETCA HEO6XOAMMbIM MEPBbLIM LIAroM.

BepHMTer Kpasgenyc OEeNCTBUAMK, OObACHUTE pelweHne CBonMM CnoBamMm N NOBTOPUTE BOMPOC. Owwnbka -
noBOA NOTPEHMPOBAaTLCH, a HE HaKa3aHue.

.

4. Kak TpakTOoBaTb pa3Hble cnoco6bbl pedepBupoBaHus Signal?

BbibepuTe 0anH BapUaHT.
o 1) Mo6owt dain roantcs Ans nobow onepaLyoHHON CUCTEMbI

e 2)YKaxaoro cBov TpeboBaHua 1 npoLeaypa

-

OTBeT: 2.
1) Cnocobbl 1 NNaTdOPMbl UMEIOT OrpaHUYEHHS), YHUBEPCATbHBbIA NEPEHOC HE NOATBEPXAEH.

2) HyXHO y3HaTb, Kakow Crocob 6bin HACTPOEH, Kakune YCTPOMCTBA U CeKPEeTbl AOCTYMHbI.

BepHWTECH K pasaeny ¢ AENCTBUSIMU, OBbSICHUTE PeLLEHUE CBOVMMU CMOBaMM 1 MOBTOpUTE Bomnpoc. Olumbka -
NOBOA NOTPEHUPOBATLCS, a HE HakasaHwe.

-

5. 3HaKkOMbIM oTnpasB/i€Hbl I'IpOCb6bI nepeBecTu AeéHbrn oT Ballero UMeHu. Yto no6aBUTL?

BbibepuTe 0OmH BapuaHT.
° 1) I'Ipe,uynpeuMTb NX HE3aBNCUMbIM JOCTYMNMHbIM KaHanom

e 2) Huyero: ynaneHue coobLieHnsa y cebs BCE NCMPaBnT

-~

OTtBerT: 1.
1) Bo3BpaT CBOEro KOHTPOMSA HE OTMEHSAET YKe NOCTaBMNEHHbIX YyXMX MPOCHH.

2) Yy>Kne Komum 1 yxe HadaTble IeMCTBUS He CUEe3atoT OT NI0KANbHOr0 YAaneH!s.

BepHuTech Kk pa3geny ¢ AeCTBUAMK, OObACHUTE peLleHne CBOMMM COBaMu U MoBTopuTe Bonpoc. Owwmbka -
MoBOA MOTPEHNPOBATLCH, 8 HE HaKa3aHwe.

MpooonmknTb obyyeHue

e 06.lloTepan unu ykpanu tenedoH
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09. MNepenan KOA UMY NOATBEPANIT YYXOW BXO
e 10. YcTaHOoBUN NpUNOXEHWe NN fan yaanéHHbI oCTyn
e 20.CeMenHbI NNnaH 3awmTbl U BOCCTAaHOBMEHMSA

OTKPbITb YROK Ha canTe
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Pa36opbl cxeM U yyebHble npuMepbl

«Cnacém Signal, coobuTe Knoy»

YuebHad aganTtaums - Bepcua 1.0 - PegakunoHHas nposepka: 2026-10-27
BbIMbILLIEHHAA nepenncka nogpaxaet npenynpexgeHnto o 6e3onacHoOCTU.

YTOo noaTBEpXAEHO

e He3HakoMeL Npepfnaraet nepenatb PIN 1 koY apxmBa.

e Bnapenew, eLle nonb3yeTcd CBOMM TeNePOHOM.
NMocnepoBaTenbHOCTb

1. MNMony4eHo TpeBOXHOE COOBbLLEHME.

2. NpeanoxeHa NpmBA3Ka YyXoro yCTPoWCTBa.

3. Bnapeneu, octaHaBnMBaeT NOATBEPXAEHNE N CAMOCTOATENBHO OTKPbIBAET CrpPaBKYy.

Ha 4éM cTpouTca nasneHue

e Yrpo3anoTepsaTb BCE pa3roBOpPbLI.

e [oaMeHa nepeaayr oCTyna CNoOBOM «MOMOLLbY.

He BblOdaBaTb CEKPETHI U MPOBEPUTHL CBOU MPUBA3KN ODULLMENITBbHBIM CMIOCOHB0M.

He3aBucuMaa npoBepka

e OTKpbITb SUpPpPOrt.signal.org caMOCTOATESNbHO.

e ECnu 3HaKOMBIM yLLINM NPOCH6LI, NPeAYNPEaNTb UX OTAENbHLIM KaHaNOM.
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MCTOYHUKN N PEOAKUMNOHHBIE OFPAHUYEHNUA

[MpoBepaAUTE NO NEePBOUCTOUYHUKY

KaHarbl, BO3MOXHOCTW 1 Ha3BaHWS pa3aenoB MOryT U3MEHATLCH. MaTepuanbl MOMOratoT BblbpaTh
[IENCTBUE, HO HE rapaHTMPYIOT BOCCTAHOBIEHNE akKkayHTa, BO3BPaT AEHEr UK OTCYTCTBME pPUCKa.
Mpw AeHEXHOM NPoUCLIECTBUN ObpaLLanTech B 6aHK cpasy.

1. Signal. HasHaueHue Signal PIN
https://support.signal.org/hc/en-us/articles/360007059792-Signal-PIN

CopepxaHue nposepeHo - 2026-10-27

PIN npodunsa otnnyaeTcs oT SMS, 610KMPOBKM aKpaHa 1 kitoya apxmea. C HUM MOXET paboTaTb registration lock;
cnyx6a He BocCcTaHaBnMBaeT 3abbiTbin PIN.

OrpaHunyeHust: NMpoynTaH NoAHbLIM NYyBANYHBIA TEKCT. YCNOBWSA TaMepa 3aBUCST OT aKTUBHOCTU; OXMAAHWNE He
obellaeTcs Kak 6e3yCroBHOE BOCCTaHOBNEHME.

2. Signal. Cesi3aHHble ycTpoKcTBa Signal
https://support.signal.org/hc/en-us/articles/360007320551-Linked-Devices

CogaepxaHve nposepeHo - 2026-10-27
MpvBA3KY OOMONMHUTENBHOIO YCTPONCTBA KOHTPOIMPYET OCHOBHOM TeNePOH. 3TO OTAESbHbIN Pa3peLLéHHbIN JOCTY.

OrpaHwnyenus: MpountaHa Ny6nnyHas cnpaBka; CaMun YCTPOWCTBA U KOHKPEeTHast BEPCUsi IPUNOXEHUS He OTKPbIBaNMCh.
CocTaB NnoaaepxvBaeMblx YyCTPOMCTB MEHSETCS.

3. Signal. ®uwuHr  nogaenbHasa noaaepxka Signal
https://support.signal.org/hc/en-us/articles/9932566320410-Staying-Safe-from-Phishing-Scams-and-Impersonation

CogaepxaHve nposepeHo - 2026-10-27

NHTepakTUBHasa HeoxunaaHHaa nepenmcka oT AkKobbl noaaepXxku ¢ npocsbov kofa/PIN/koya He aBngeTcs
oduLmaribHbIM COCOB0M MOMOLLM.

OrpaHuyerus: MNpountaH opuLManbHbIv TEKCT, HE PacCieLOBaHNE KOHKPETHOM POCCUMCKOW XepTabl. CylecTsyeT
OTAENbHbIV OAHOCTOPOHHWI ODULLMAMBHBIN YaT OBbABNEHUN.

4. Signal. MpoBepka akTMBHOCTU U NpuBaTHOCTH Signal
https:/support.signal.org/hc/en-us/articles/9932632052378-How-to-protect-yourself-on-Signal

CopepxaHue nposepeHo - 2026-10-27

CnpaBKa pasnenaeT akTMBHOCTb akkayHTa, CBA3aHHbIe YCTpOl;ICTBa n 0T06pa>|<aeMoe nMms. Nma I'IpOd)Mﬂﬂ He
noareepxgaeT NMMYHOCTb.

OrpaHuueHus: MyBbrnyHble pekoMeHaaLmm npounTaHsl. CeTeBast BOCTYNMHOCTb B PO 1 paboTa Ha HacTosILLEM
YCTPOWCTBE He MPOBEpeHbl; 06X04 OrpaHWIeHU He NpeanaraeTcs.
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5. Signal. Cnoco6bl coxpaHeHus uctopuu Signal
https://support.signal.org/hc/en-us/articles/10074659364122-Backups-and-Device-Transfers-on-Signal

CopepxaHue nposepeHo - 2026-10-27
ApxvB Secure Backups, nepeHoc Mexzy COBMECTUMbIMW YCTPONCTBAMM U NTOKarbHas KOMUSt UMEIOT pa3Hble YCNOBUS.

OrpaHunueHns: Ob3opHas TabnuLa MMeeT ninaTGopMeHHble pas3nnumns. Mpu pacxoxaeHnm obLiero 063opa 1 KOHKPETHOM
NpOLLeAYPbl UCMOMb3YIOT aKTyanbHY NPOPUIBHYIO CNPaBKY; He 0beLlaeTcs NepeHoC Noboro apxmea Ha Mobyio OC.

6. Signal. Knou u ycnosus Signal Secure Backups
https://support.signal.org/hc/en-us/articles/9708267671322-Signal-Secure-Backups

CopaepxaHve nposepeHo - 2026-10-27

®yHKLMS BKINOYaETCA AOBPOBOBHO; 3alUMpPOBaHHbIM apX1MB BOCCTAHaBNNBAETCH CO CBOWM KITIOHYOM. [TOTepAHHbI
KoY cnyx6a He BblAaéT, 0bbeIMHEHWE apXMBOB He NoaAePXNBaAETCS.

OrpaHwnyeHus: MpounTtaH NonHbI TekcT. CocTas Meamna, Tapydbl 1 AOCTYNHOCTb OYHKLMKM 3aBUCST OT YCNOBWUIA; onnaTa
He TpebyeTcs Ans ypoka, LleHbl He GUKCUPYIOTCS.
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