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NMAMATKA 25

Moao3puTenibHasa BakaHCcUs unu paun
TeCTOBOro 3agaHus

YyebHas nnnocTpaums
MNpoBepanTe opraHn3aumio 1 GopMaT 3adaHua 40 nepenaym JOKYMEHTOB U 3arycka NMporpamMmbl.

Linpposad wkona - MiBaH FOpbesud - Bepcusa 1.0 - PepakumoHHas nposepka: 2026-10-27

Kak noHATb, YTO CNy4Ynnochb

e HedAcHble O6F|38HHOCTVI/pa6OTOﬂaTeﬂb, BbiCOKas onnaTa 6e3 YCJ'IOBVII;L KOHTaKTbl TO/TbKO B HOBOM 4aTe.

e ApXuB/“OOKYMEHT” MPOCUT 3aryck .exe, OTK/MIOYEeHNE 3aLMThl, MpaBa adMUHUCTPAaTOopa Ui 6aHKOBCKUIA
BXOQ.

YTto cpenatb cenvac

@ He 3anyckanTe HenpoBepeHHOE, He BhIKITIOYanTe 3aLuMTy W HE BblaBanTe yaanéHHbI JOCTYM.

@ Hanaute oduLmanbHbii KOHTaKT paboToLaTensi CaMoCTOSITENbHO, MPOBEPbTE BaKaHCHIO U MONHOMOUMSA
cobecefiHvka. CyllecTBoBaHWe koMmnaHun B ®HC He yooCTOBEpPSiET 3TOT yarT.

@ [MonpocuTe TeKCToBbIE YCNoBUS 1 6e30MnacHbIV GopMaT 3a4aHns; 0O MPOBEPKM HE OTNPaBNanNTE Nacnopr,
B6aHKOBCKMeE CBeleHNS 1 CEMEWNHbIE AaHHbIe.
YTto panbuwe

e CoxpaHuTe onvcaHve NpeanoxeHns n daktTuyeckme OencTema 6e3 CeKPeToB; NofanTe Xxanoby nnotanke
npv noaMeHe.

e Ecnuyxe 3anyckanu/BblaaBany AOCTYI, MpekpaTuTe paboTy C CeEKpeTaMm Ha 3TOM YCTPOUCTBE U
obpaTtuTech 3a NOMOLLBIO 6e30MacHbIM KaHaNoM; Npy GUHAHCOBOM PUCKE - Cpa3y B 6aHK.

Yero He aenaTtb

e He nepenmeHoBbIBaTH Nporpammy B PDF 1 He cunTaTb €€ 06e3BPEXEHHON.

e He npoBepsATb 3aMyCkoM Ha Yy>XOM/CEMENHOM YCTPOMCTBE.

e He oTnpaenaTb KOA AN “NPOBEpKM KaHanaaTa’; Koabl BXO4a He OTHOCHATCSH K HABbIKY.

Baw BapuaHT cuTyauumm

®ann TonbKo NonyyeH/ckavaH
e He oTKpbIBaNTE NOAO3PUTENBHOE; YTOUHUTE MCTOYHWK M B6e30MnacHbI GOpMaT.

e (CkauvBaHVe caMo Mo cebe He JOKa3biBaeT 3apaxeHue.

3anyckanu unu paspeLmnm KOHTpPonb
e He BBOAMTE HOBbIE MAPON/KOLbI HA MOLO3PUTENBHOM YCTPOWCTBE.

e lcnonbaynte namaTky 10 1 CoOrnacoBaHHYIO MOMOLLL; paboyee YCTPOUCTBO He CTUPanTe CaMOCTOATENbHO.
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OdurumnanbHasa noMolLlb

o BaHk Poccum: NOXHbIVM paboTodaTenb cbr.ru

e Microsoft: noaaensHas noaaepXka 1 yaanéHHbIn AOCTYM support.microsoft.com

Bepcus 1.0. PepakunoHHas npoeepka 2026-10-27. YnTante 3Ty naMaTKy Ha learn.ivan-it.net/memos/memo-25.

CBesa3aHHble ypoku: BakaHcud v paboToaaTesb: NPoBepKa [0 aHKeThl; [epenycka, cobeceoBaHve 1 onacHoe 3afaHue.

McTouHmnKkm: bark Poccum: MolleHHvkM npecTasnsoTes pabotonarenamu (nposepka 2026-10-27); bank Poccuu: OnacHble harib nof Buaom
nonesHbIx MaTepuanos (nposepka 2026-10-27); ®HC Poccum: OTkpbITas MHGopMaLImns O opuanyeckmx nuuax u U (nposepka 2026-10-27);
Microsoft: MoanensHas TexHryeckad noaaepxka (nposepka 2026-10-27).

BO3MOXHOCTU CEPBUCOB MEHSIOTCS; pe3yNbTaT BOCCTAHOBNEHWS 1 BO3BPAT AEHEr He rapaHTUpytoTcs. MNpu pucke AeHer HemeaneHHo
obpallanTech B CBOM BaHK. YUEBHbIN CanT He 3aMeHAeT OPULLManbHYo NOOOEPXKKY.
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https://cbr.ru/information_security/pmp/typical_fraudulent_schemes/moshenniki-predstavlyayutsya-rabotodatelyami/
https://support.microsoft.com/en-us/office/protect-yourself-from-tech-support-scams
https://learn.ivan-it.net/memos/memo-25
https://learn.ivan-it.net/courses/online-jobs/lessons/lesson-1
https://learn.ivan-it.net/courses/online-jobs/lessons/lesson-2
https://cbr.ru/information_security/pmp/typical_fraudulent_schemes/moshenniki-predstavlyayutsya-rabotodatelyami/
https://www.cbr.ru/information_security/pmp/typical_fraudulent_schemes/27022026/
https://www.cbr.ru/information_security/pmp/typical_fraudulent_schemes/27022026/
https://www.nalog.gov.ru/donline/
https://support.microsoft.com/en-us/office/protect-yourself-from-tech-support-scams
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