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NMAMATKA 38

HeT ooctyna K oCHOBHOMY TenedoHy B
noesake

YyebHas nnnocTpaums

Ob6ecreubTe 6e30MacHyI0 CBA3b, 3alLUMTUTE HOMEP/OUHaHCOBbIE OOCTYMbl M UCMONBb3YyNTE
oduLManbHbINM MOUCK UMM BOCCTAHOBEHWE.
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Kak noHATb, UTO cny4ynnocb

e TenedoH notepsH/ykpaneH/He paboTaeT; SMS 1 npunoxeHua BTOPoro Gaktopa HeLOCTYMHbI.

] o

e HeunsBeCTHbIN “Hallewmnm Tpe6yeT naposb, KOO NN yOannTb YCTpOl;ICTBO M3 3alUNTHI.

YTo cpenaTtb cenyac

@ Mo3aboTbTECH O MIMYHOW 6E30MaCHOCTU; HE MOUTE OTOMPAaThb YCTPOMCTBO B ONMacHOE MECTO MO TOUKE Ha
KapTe.

@ C LOBEpPEHHOr0 YCTPOMCTBa/M3BECTHOIO KaHana CBAXMTECH CO CBOMM OMNepaTopoM Mo NoBoay
Homepa/SIM 1 ¢ 6aHKOM NMpY GUHAHCOBOM PUCKE. Y TOUHANTE KOHKPETHBIE MEPbI Y HUX.

@ OTKponTe opULManbHbIA MONCK/PEXMM NPOMaXN UM BOCCTaHOBMEHNE aKKayHTa MpOU3BOANTENS,
YyUMTbIBaA NpeasapuTenbHbie HaCTPOMKM U AOCTYM. He Cnonb3ymnTe CChifky “Haledwero”

YTto panbue

e HeypanamTte yCTPOMCTBO 13 JlokaTopa/3almTbl MO YyXOW NPOCbHe: 3TO MOXET CHATb BaXHOe
orpaHuyeHve. YoanéHHoe CTMpaHue - OTAeNbHOEe HEObpaTUMOE peLLEHME No oduULManbHOM NPoLLEeaype.

e [locne BoaspaTalaaMeHu npoBepbTe CeaHCbl, KOHTaKTbl BOCCTaHOB/IEHWA, BaXXHble onepauni 1 A0CTYyN K
KOnuaAM. MNoAroTOBbTE HOBLIV HE3aBMCUMbIN pe3eps.

Yero He nenatb
e He oMKTOBaTb KOA 3KpaHa/baHKa 1 He MnaTuTb “pa3bnokMpoBLLMKY”.
e He obelaTtb MrHOBEHHbIV MONCK/BOCCTAHOBIEHWE BCEM MOLENAM N aKKayHTaM.

e He 1Crnonb3oBaTb YyXOoW My6nYHbIA KOMMbIOTEP A/19 CEKPETOB, €CMNU €CTb JOBEPEHHadA anbTepHaTMBa;
WMHKOrHMTO He 3allMaeT OT NporpaMM CaMmoro KoMMnbloTepa.

Baw BapuMaHT cuTyauum

EcTb noBepeHHoOe BTOpOe ycTponcTBo/ceccus
e CoxpaHuTe paboun OOCTYM, UCMONb3ynTe OPULIMaNbHbIN MOUCK/BNOKMPOBKY.

e [IpoBepbTe onepaTopa, 6aHK M BOCCTaHOBUTE bHbIE KaHarbl MO O6CTOATENBCTBAM.

Bxopna HeT, Ko TONbKO Ha nponasweM

e licnonbayiTe oduLmanbHbI MyTe BOCCTAHOBNEHWUS M ONEPaTOPCKYO NPOLLEAYPY; CPOKWU/MOATBEPXAEHWS
pasnuyatoTcs.

e He nokynanTe 06xoA 1 He oTAaBanTe CEKPETbI HOBbIM MOMOLLHUKaM.
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OdurumnanbHasa noMolLlb

e Apple: NONCK 1 OrpaHnYeHns support.apple.com

e (Google: ycrnoBug Noncka YCTROWCTBA support.google.com

o  (DUHAHCOBbIV PUCK - CBOW BaHK www.cbr.ru

Bepcus 1.0. PegakumoHHas nposepka 2026-10-27. YutanTte 3Ty naMATKY Ha learn.ivan-it.net/memos/memo-38.

CBas3aHHble ypoku: [loTeps TenehoHa 1 Bo3BpaLleHne KOHTPONS; B fopore: ceTb, Yyoit koMnbtoTep 1 USB.

McTouHukm: Apple: Mounck notepaHHoro iPhone nnv iPad (nposepka 2026-10-27) ; Google: MoAroToBka K NOMCKY NOTERPSHHOr0 YCTRONCTBA

(nposepka 2026-10-27) ; baHk Poccuu: [lencTeus npu hMHAaHCOBOM MoleHHMYecTBe (nposepka 2026-10-27); CISA: OCTOPOXHOCTb C
ny6AnYHbIMY CeTaMM B noesake (nposepka 2026-10-27).

BO3MOXHOCTM CEpBUCOB MEHSIOTCS; Pe3yNbTaT BOCCTaHOBNEHWS M BO3BPAT AGHET He rapaHTUpytoTcs. MNpv pucke AeHer HeMeaneHHo
obpallanTech B CBOM 6aHK. YUEbHbIN CanT He 3aMeHseT OPULIMANBHYIO NOAAEPXKY.
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https://support.apple.com/ru-ru/101593
https://support.google.com/android/answer/3265955?hl=ru
https://www.cbr.ru/information_security/pmp/
https://learn.ivan-it.net/memos/memo-38
https://learn.ivan-it.net/courses/travel-safety/lessons/lesson-4
https://learn.ivan-it.net/courses/travel-safety/lessons/lesson-2
https://support.apple.com/ru-ru/101593
https://support.google.com/android/answer/3265955?hl=ru
https://www.cbr.ru/information_security/pmp/
https://www.cisa.gov/news-events/news/holiday-traveling-personal-internet-enabled-devices
https://www.cisa.gov/news-events/news/holiday-traveling-personal-internet-enabled-devices
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