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NMAMATKA 07

OTKpbI1 NOAO3PUTENBHYIO CCbIIKY

YyebHas nnnocTpaums

CaM daKT OTKPbITWS CTPaHWLLbI He paBeH Nepefade Napons UK ycTaHoBKe NporpaMmbl. CHavana
BCMOMHWTE BbINONTHEHHbIE AENCTBUS, UTOObI BbI6paTh NOAXOASLLYIO MaMSTKY M He CO34aBaTb
NULLHIOKO MaHWKY.

Lindposas 6e3onacHocTb - ViBaH FopbeBud - Bepcua 1.0 - PegakumoHHas nposepka: 2026-10-26

Kak noHATb, UTO CnyynnocChb

e (CTpaHuLLa TOPOMNUT C OMMaTown, MPOCUT BOWTU MOBTOPHO, MOKa3bIBAET YYXKOW JOMEH UKW nNpennaraet
ckayaTb ObHOBNeHwne. HT TPS 3alumwaeT coeanHeHne, HO He MOATBepXAaeT YeCTHOCTb Bllafernblia canTa.

e [locne OTKPbITUS MOI HAYaTbCA hans, NOABUTLCS 3aNpPOoC YBEAOMIEHUN UK pa3peLleHne bpay3sepa.
3anunTe, YTO Bbl HaXarnu; He OTKPbIBaNTE CanT NOBTOPHO paau NoAPO6HOro paccneoBaHUS.

YTto cpenaTtb cenyac

1. 3akponTe CTpaHWLLy 1 MpekpaTuTe Nepenmncky C oTnpasuTenemM. He HaxnMmanTe BHYTPU HEE KHOMKY
«AHTUBUPYC», KOYUCTUTL» UMM «OTMEHUTL B3TOM»: 3TO MOXET BbITb YaCTb MPUMaHKU.

2. OnpepenuTe OencTBre: TONbKO MOCMOTPENN; BBENW MapOsb; Ha3Bav KO, BBEMW KapPTY; 3anycTunu Gann
WV YCTaHOBUM NpUIoxeHve. [1ns nocnenHux Cnyvaes cpasdy NepexoamTe K COOTBETCTBYIOLLEN NaMsTKe.

3. Ecnu nepenaHbl 6aHKOBCKME JaHHble Unu caenaH nepeso, HeMeANEeHHO CBAXUTECh CO CBOMM BaHKOM
yepes BbibpaHHbIN Bamu 0duLLManbHbIN KaHarn. [Nposepka 6pay3epa 1 ypoku MOTyT NMoaoxaaTb.

4. ECnvi HUYero He BBOAWNN M He 3aryckanu, NpoBepbTe 3arpy3kuy, He OTKPbIBas HEN3BECTHbIE hawnrbl.
OTMeHUTe NoO03pUTENbHYIO 3arpy3Ky, 06HOBUTE Bpay3ep 1 CUCTEMY WITATHbLIM CIIOCOOOM.

YTto panbue

e [IpoBepbTe paspelleHna canTa: yBedOMNeH!s, Kamepa U MUKPOMOH HE HYXXHbI CITyYanHOW CTpaHuLLE C
nocTaskon. OT30BUTE BblAaHHOE MO OWMBKe; Ha3BaHWA MyHKTOB 3aBUCAT OT bpay3epa.

e HabnofanTe 3a npenynpexaeHnaMm 3allmTbl  HeobblUHbIMKY BXOAaMu. ECnv nporpaMmMa 3awmThbl
OBHapyxuna yrposy, UCNoNb3ynTe e€ WTaTHYIO NPOBEPKY, @ HE 3arPy>XEHHYIO C TOM CTPaHWULLBI YTUIIUTY.

e [py HEO6XOOAMMOCTM COXPaHUTE afpec 1 COOBLLEHME Kak JoKa3aTeNbCTBO, He Aenas CChIIKy akTUBHOW ANS
6nmn3kmnx. O NOAO3PUTENBHOM MUCbME MOXHO COOBLLUMNTE Yepe3 BCTPOEHHYIO Xanoby noyTsl.
Yero He penaTb

e He BBOAMTE Naposb «ANA NPOBEPKMy, HE YCTaHaBMMBanTe cepTuduKaThl, Mpobuv ynpaBsneHus u
pacLUMpeHnst Mo NOACKa3Ke canTa. He nepechinanTe CCbi/IKy OPY3bsiM C NPOCHOOM OTKPLITb M MPOBEPUTD.

e He cbpacblBanTe yCTPONCTBO 6€3 NPUUMHLI 1 PE3EPBHON KOMUK. [POCTOE OTKPLITUE CChINKM TPebyeT NHOWM
OLLEHKM, YEM 3aMyCK HEM3BECTHOI O NPUIOXEHWSA MK NPeLOoCTaBNeHWe yaanéHHOro 4OCTyna.
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Baw BapuMaHT cuTyauum

TenedoH

e OTAenbHO NPOBEPLTE, He Bblna MY NOATBepPXAeHa YCTaHOBKa NPUIOXEHUS, MPOodUns niv ocoboro
pa3pelleHns. Ecnm 6bina - MCnob3ynTe NamMATKy O MOAO3PUTENBHOM MPOrpaMMe 1 Opyroe yCTPOMCTBO A5
MOMOLLN.

Windows

e (CkauvBaHWe 1 3amnyckK pasnuyatoTca. HesanyLweHHbIM dai He HYXXHO OTKPbIBaTb, UTOBbI Y3HATb ero
Ha3HauYeHne; NCMonb3ynTe BCTPOEHHYIO 3aLlLMTY 1 MOMOLLL CeLmanncTa npu cpadaTbiBaHUK.

OduumanbHasa noMollb

e  Google: GUWKHE 1 Xanobbl support.google.com

e Microsoft: HexenatenbHble MPOrPaMMbI support.microsoft.com

Bepcus 1.0. PepakunoHHas nposepka 2026-10-26. YuTtanTe 3Ty namaTky Ha learn.ivan-it.net/memos/opened-link.

CBsi3aHHble YpOKu: Ccbiniku, canTbl M QR; ECiv yxxe cnyynioch.

McTouHmnkm: Google: Kak 3alimMTUTLCA OT HULIMHIA U NOXanoBaThes Ha Hero (nposepka 2026-10-26) ; Microsoft: 3aumTa KoMnbloTepa ot
HexenaTtenbHbIX Nporpamm (Npoeepka 2026-10-26); T-bak: YTo fenatb, ecnv nepesent AeHbr MolleHHVkam (nposepka 2026-10-26).

BO3MOXHOCTV CEPBUCOB MEHSIIOTCS; Pe3yNbTaT BOCCTAHOBNEHNS M BO3BPAT AEHEr He rapaHTupytoTcs. [Mpu pucke AeHer HemeaneHHo
obpallanTech B CBOM 6aHK. YUEbHbIN CanT He 3aMEeHSAET OPULIMAIIBHYIO NOAAEPXKY.
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https://support.google.com/mail/answer/8253?hl=ru
https://support.microsoft.com/ru-ru/windows/security/threat-malware-protection/protect-your-pc-from-unwanted-software
https://learn.ivan-it.net/memos/opened-link
https://learn.ivan-it.net/courses/basics/lessons/links-domains-and-qr
https://learn.ivan-it.net/courses/basics/lessons/if-something-happened
https://support.google.com/mail/answer/8253?hl=ru
https://support.microsoft.com/ru-ru/windows/security/threat-malware-protection/protect-your-pc-from-unwanted-software
https://support.microsoft.com/ru-ru/windows/security/threat-malware-protection/protect-your-pc-from-unwanted-software
https://www.tbank.ru/finance/blog/transfer-to-scammers/
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