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NMAMATKA 12

KoMnbloTep 3abnokmpoBaH unu ansbl
3awmndpoBaHbl

YuebHas nnnioctpauma

OTpenuTe nyratoLee OKHO bpay3epa OT HacTosLEN 6/TOKUMPOBKM CUCTEMbI UM M3MEHEHNS QanoB.
CHavana orpaHn4ybTe pacnpoCTpaHeHMe 1 COXpaHUTE CBeEeHWA; He MOAKNoYaNTe pe3epBHble
HOCUTENWN K NOA03PUTENBHOMY KOMMbIOTEPY.
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Bepcust ana yépHo-6enov nevatn

Kak noHATb, UTO cnyynnocb

e  Qannbl Nnepectany OTKPbIBATbLCS, USMEHWUTUCH X PaCLLMPEHMS, MOABMNIACH 3aM1CcKa C BbIKYNOM UMK 3aLumTa
coobLmnia o WmdposanblUmke. 3TO OTIMHYAETCH OT OAHOW MOMHO3KPAHHOW CTPaHWLLbI CO 3BYKOM U
TeNe®OHOM «MOAAEPXKKMY .

e O6LUMe Nankv 1 NOAKMOYEHHbIE ANCKM TOXE HEAOCTYMHbI. Ha paboyeM KoMMbioTepe He NpoBOANTE
CaMOCTOSITENBbHOE NeYeHre: Takme NpU3Hakn HE06X0AMMO Cpa3y COOBLNTb OTBETCTBEHHOMY
aAMUHUCTPaTOPY.

Y10 coenaTtb cenyac

@ OTKNOYMNTE NOAO3PUTENbHBIV KOMMBIOTEP OT CETU M OBLLUMX PECYPCOB: BblHbTE CETEBOW Kabesb U
oTknounTe Wi-Fi. He nogkmovanTe K HeMy OUCKM C Pe3ePBHbIMU KOMUAMU 1 ApYyrie yCTPOMCTBa.

@ Ecnu 3TO KOMMbIOTEP OPraHn3aLLUK, HEMEANEHHO CBSXMTECH C aAMUHUCTPATOPOM C APYroro yCTPOUCTBA.
[ns foMaLlHero KOMMbITePa HaaMTe AOBEPEHHOMO CELLMAnMCTa; COOBLUMTE, MPOAOIXaeTCs
n3MeHeHwve ainos.

@ CooTorpadupynTe COobLLEHVE N 3anNULLINTE BPEMS, HE OTKPbIBaSA CChINKW U NMPUITOXEHUSA 13 3annCKu.
CoxpaHanTe opurnHarbl 3awWmMPpPoBaHHbIX GannoB: OHWM MOrYT NOHAAOBUTHCA CreunanucTy U Ans
OyayLen NnpoBepKn BOCCTAHOBMEHWS.

@ Ecnv packpbITbl 6aHKOBCKME LaHHbIE WV YOANEHHO YNPaBAsan KOMMbIOTEPOM, CPa3y CBAXUTECH C
6aHKOM C Opyroro 6€30nacHOro yCTponcTaa. He BxoauTte B 6aHK Ha 3apaxEéHHOW CUCTEME.

YTto panbuwe

e CneLunanncT NOMOXeT YCTaHOBWTb MacLLTab, OCTaHOBUTb Yrpo3y 1 BbibpaTh 6€30MacHyo nepeycTaHOBKY
nnbo Apyrov nopsaok. MNpoBepka 3aLumThbl NoNe3Ha, HO He rapaHTUPyeT BO3BpaLLEeHMe 3amndpoBaHHbIX
AaHHbIX.

e [locne 0uYMCTKM MPOBEPbTE PE3EPBHYIO KOMWIO 10 BOCCTAHOBNEHUS. ICMONb3yWTe BEPCUIO, CO3AaHHYIO 10
MPOUCLIECTBUSI; CUHXPOHM3VPOBaHHAs Manka MOrna yCrneTb MOMy4YnThb YXKe UCMOPYEHHbIE halsbl.

e C 6e30MacHOro yCTponcTBa CMEHUTE CKOMNPOMETUPOBAHHbIE Mapos, MPOBEPbLTE CEAHChI MOYTHI U
CBSI3aHHble akkayHTbl. COXpaHWTe aokasaTenbCTBa v Npu NPeCcTynneHnn 06paTUTeCh B MOMULLMIO.
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Yero He genaTtb

e Hennatute no obeLlaHnio rapaHTUPOBaHHOM PaCcLLM®POBKN 1 HE 3arpyXxanTe crydarHbii «4emdpaTopy.

He qupMaTMpyVlTe ONCKN N HEe y,El,aJ'IFIVITe 3anncky Ao cornacoBaHMA C noMorarwmmM cneunanmncToMm.

e He nblTanTecb NPOBEPUTbL PE3EPBHYIO KOMWIO, MOAKIIOYAS €€ K 3apaxEHHOM cucTeme. He HasbiBanTe
YMCTOWM CUCTEMY N1LLb MOTOMY, YTO MCYE3NO0 NPeaynpexaeHne U OanH CKaHep He HaLén yrpos.

Baw BapuaHT CUTyauum

Tonbko okHO B 6pay3epe
e He 3BOHWTE MO NOKa3aHHOMY HOMEPY 1 He pa3peLlanTe YAanéHHY0 NOMOLLL. 3aKponTe BKIaaKy Uim
Bpay3ep WTaTHO, 3aTEM NPOBEPLTE CUCTEMY; HE HAXMMaNTE KHOMKW BHYTPW MyratoLLen CTPaHULLbI.
3awndposaHbl o6Lmne pannbl

4 ﬂperaTMTe NCNonb30BaHMe OBLLMX OAMCKOB U npenynpeanTe oCTtalnbHbIX BNnagenbLeB. B pa6oqe1?1 CetHn
peweHne 06 n3onaumm n COXpaHeHn naMAaTn NpUHNMaeT adMUHUCTPATOP, MCXoOd N3 CUTYyaUUn.

OduumnanbHasa noMoLlb

e Microsoft: 3almnTa OT YrpPo3 support.microsoft.com

e Microsoft: HexenaTenbHble NPOrPaMMbl support.microsoft.com

Bepcus 1.0. PegakumoHHas npoBepka 2026-10-26. YuTanTe 3Ty naMATKY Ha learn.ivan-it.net/memos/ransomware-computer.

CBsi3aHHble YPOKMu: TenedoH, KOMMboTER W AIOMALLHAA CeTb; ECNN ke Cnyymnnoch.

McTouHukM: Microsoft: 3alumTa OT BURY.COB U yrpo3 B besonacHoct Windows (nposepka 2026-10-26) ; Microsoft: 3almTta kKoMnbloTepa ot
HexenaTenbHbix nporpamm (npoeepka 2026-10-26).

BO3MOXHOCTH CEPBUCOB MEHSIOTCS; pe3yNbTaT BOCCTAHOBNEHWS 1 BO3BPAT AEHEr He rapaHTUpyoTCs. MNpun pucke AeHer HemeaneHHo
obpallanTech B CBOM HaHK. YUEBHbIN CalT He 3aMeHAeT OPULIManbHYyo NOAOEPXKKY.
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https://support.microsoft.com/ru-ru/windows/security/threat-malware-protection/virus-and-threat-protection-in-the-windows-security-app
https://support.microsoft.com/ru-ru/windows/security/threat-malware-protection/protect-your-pc-from-unwanted-software
https://learn.ivan-it.net/memos/ransomware-computer
https://learn.ivan-it.net/courses/basics/lessons/devices-and-home-network
https://learn.ivan-it.net/courses/basics/lessons/if-something-happened
https://support.microsoft.com/ru-ru/windows/security/threat-malware-protection/virus-and-threat-protection-in-the-windows-security-app
https://support.microsoft.com/ru-ru/windows/security/threat-malware-protection/protect-your-pc-from-unwanted-software
https://support.microsoft.com/ru-ru/windows/security/threat-malware-protection/protect-your-pc-from-unwanted-software
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