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NMAMATKA 09

MNepepan koawunu noaATBEpANN YY)KOU L
BXOA

YyebHas nnnocTpaums

Koz MOXeT noATBepxaaTb BXOA, NNaTéx, BOCCTaHOBMEHWNE UMW CMEHY HoMepa. CHavyana BbIICHUTE
Ha3HaueHwe Mo UCXoAHOMY COOBLLEHMIO, HE PacKpPbIBasa KO CHOBA; OT HEro 3aBUCUT CPOYHas
peakums.
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Kak noHATb, UTO CnyynnocChb

Bbl npoankToBanu SMS-kof, nepecnany Ko U3 NpunoXeHus, Cornacunmch C push-3anpocom mnm
noareepanv QR-Bxon, KOTOPOro camun He HaunHanu. ObbACHEHWE «3TO A1 OTMEHbI» HEe MEHAET AeNCTBUS
Kopna.

Mocne aToro NpuLLNo yBeJOMNEHWE O HOBOM YCTPOWCTBE, CMEHE KOHTaKTa Nnbo cnnucaHun. [Jaxe ecnm
YBELOMIEHUIN HET, HENb34 CUMTaTh NepefaHHbIn KoL 6€30MacHbIM UK YXKe HEOENCTBUTENbHbIM.

YTto coenaTtb cenyac

®
®
®
®

[MpekpaTuTe KOHTAKT C TEeM, KTO MPOCKUN NoATBEPXAeHWe. [TpounTanTe ncxogHoe SMS nnv ysegomneHme:
Ha3BaHWe CepByCa, HasHavYeHe, CyMMa 1 BpEMS NMOMOIYT Bbl6paTh HYXHbIN KaHa MOMOLLM.

Ecnuv kon oTHOCUACA K 6aHKy, NOKyrke, nepeBoay Unn OCTYNy K AeHbram, HeMeaneHHO NO3BOHUTE B 6aHK
Nno HOMepY C KapTbl MMB0 OTKPOMTE ero oduLmanbHbIM YaT ¢ 6e30MacHOro YCTPOMCTBA.

Ecnv 310 BXO4 B CEPBUC, CAMOCTOATENIbHO OTKPOWTE aKKayHT 1 CMIUCOK YCTPOMCTB. 3aBEpLUMTE
HEeW3BEeCTHbIV CeaHC, NPOBEPbTE KOHTaKThI, JOCTYMHbIE CNOCO6bI BXOAa U AOMONHUTENbHYIO 3aLUUTY.

Ecnn noaTeepxaanock BOCCTaHOBNEHWE UM CMEHa HOMEpPa, 06paTUTECH B OPULMaNIbHYIO MOAAEPXKKY
cepswuca; npv npobneme c SIM - Takxe K onepatopy. CoxpaHuTe pabouni [OBEPEHHbIN CeaHC.

UTto panbuwe

CMeHWTE pacKpbIThIM Naporb, eCNv NepeaaBanv ero BMECTE C KOOM, Y NMPOBEPbTE HelaBHNE AENCTBUS.
[na noyYTbl OTAENBbHO NOCMOTPUTE NEePECHINKK, ANS 6aHKa - onepaLLMmn 1 4OCTYMN K MPUMOXEHMIO.

3aduKcHpyTe Bpems, TEKCT COOBLLEHMS 6e3 MyBmKaLmm CaMoro KoAa 1 CBeeHus 0 pa3roBope. baHk nnm
noaaepxka NoackaxyT, Kakue aokasaTenbCTBa nepenaTb Yepes NpOBEePEeHHbIN KaHar.

Ecnv coobLleHus ywnm BaluM KOHTaKTaMm, NpenynpennTe ux opyrum cnocobom. OdumanbHas MOMOLLL He
TpebyeT nepeuncnnTb OeHbrv Ang OTMEHbI BXOLa Uv nepesoa.

Yero He genaTtb

He nepepaBaiite cnefyowmm Kog AN «0T3biBa NPeAblAyLero» 1 He NoOATBepXaanTe Cepun 3arnpocos,
UTOBbI OHW NepecTany MeLaTh. He ycTaHaBnMBanTe Nporpammy, NpeanoxeHHyto cobeceHMKOM nocne
nepenaun koga.

He TpaTbTe Bpemd Ha ypok nepen obpalleHnem B 6aHK U He BepbTe 06eLLaHWIO rapaHTUPOBAHHOMO
BO3BpaTa. He BbIxoauTe 13 nocnenHero ceaHca 4o NPOBEPKN BO3MOXHOCTN BOCCTaHOBEHWS.
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Baw BapuMaHT cuTyauum

TONbKO HEOXUOAHHbIN 3anpoc, noaTeepXaeHnd He 6b1no

e  OTKIOHMTE 3aMnpPoC, CaMOCTOATENBHO MPOBEPLTE akKayHT U NPUUMHY yBeaoMneHus. CamMmo nonydeHne SMS
He 03HayaeT, UTO YENOBEK Y>e BOLLEN; BCE PAaBHO HE COObLLanTe COAEPXMMOE.

QR unun push

e PaccmaTpuBanTe NOATBEPXKAEHUNE TaK Xe BHUMATENbHO, KaK KO4: OHO MOXET AaTb BXO4 HOBOMY
YCTPOWNCTBY. Ha3HaueHWe BbISCHANTE BHYTPW HACTOSLLENO CEPBMCA, 8 HE B OObACHEHWM OTMNPaBUTENS.

OdurumnanbHasa noMolLlb

e BaHK Poccum: BONpOChl 6€30MaCHOCTM www.cbr.ru

e Telegram: BXO[ U1 CEaHCbI telegram.org

Bepcus 1.0. PegakumoHHas npoBepka 2026-10-26. YuTanTe 3Ty NnaMATKy Ha learn.ivan-it.net/memos/shared-code.

CBsi3aHHble YPOKM: 3allmTa BXOa 1 CeaHcbl; ECnn yxxe cnyunnock; Mokynky, nnaTexmu n 3apaboTok.

McTouHMKm: Bank Poccmm: OTBETbI Ha BOMPOCH! 06 1HhopMaLMoHHOM 6e3onacHocTu (Mposepka 2026-10-26); Telegram: FAQ: 3awmTa, ceaHchl
v noTepsaHHbIN TenedoH (nposepka 2026-10-26) ; Google: Kak 3almTunTb B3noMaHHbIn akkayHT Google (nposepka 2026-10-26).

BO3MOXHOCTV CEPBNCOB MEHSAIOTCS; Pe3ybTaT BOCCTAaHOBMEHWSA 1 BO3BPAT AEHEr He rapaHTUpytoTCH. [Npun pucke AeHer HemeaneHHo
obpallanTech B CBOW 6aHK. YUEbHbIN CanT He 3aMeHseT 0pULMaIbHYIO NOAAEPXKY.
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https://www.cbr.ru/faq/information_security/
https://telegram.org/faq
https://learn.ivan-it.net/memos/shared-code
https://learn.ivan-it.net/courses/basics/lessons/protect-sign-in
https://learn.ivan-it.net/courses/basics/lessons/if-something-happened
https://learn.ivan-it.net/courses/basics/lessons/purchases-payments-and-work
https://www.cbr.ru/faq/information_security/
https://telegram.org/faq
https://telegram.org/faq
https://support.google.com/accounts/answer/6294825?hl=ru
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