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Mepenan koa Uy NoATBEPANI YYXKOK L)
BXO/A,

YuebHas nnnioctpauma

Koo mMoxeT noaTeepXaaTb BXoA, nnaTéx, BOCCTaHOBNEHWNE 1N CMEHY HOMepa. CHauvana BbIiICHUTE

Ha3HaueHwe Mo CXOAHOMY COOBLLEHMIO, HE PacKpPbIBaa KO CHOBA; OT HEro 3aBUCHT CPOYHas
peakums.
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Bepcust ana yépHo-6enov nevatn

Kak noHATb, UTO cnyynnocb

Bbl npoankToBanv SMS-kop, nepecnany Ko 13 NpUioXeHus, Cornacunmce ¢ push-3anpocom unm
noareepaniv QR-Bxon, KOTOPOro camun He HaunHanu. ObbACHEHWE «3TO AN1A OTMEHbI» He MEHAET AeNCTBUA
Kona.

Mocne 3Toro NpuLLNo yBeJOMINEHNE O HOBOM YCTPOWCTBE, CMEHE KOHTaKTa Nnbo cnnucaHun. [laxe ecnu
YBEOOMNEHWN HET, HENb34A CUMTATb NepefaHHbI KOO 6€30MacHbIM UMK yXKe HeAENCTBUTENbHbIM.

YTo coenaTtb cenyac

®
®
®
®

MMpekpaTuTe KOHTaKT C TEM, KTO MpOCKUN noaATBepXAeHWe. [TpounTtanTe ncxogHoe SMS nnuv ysegomneHme:
Ha3BaHWe CepPBWNCa, Ha3HayYeHne, CyMMa 1 BPEMSA NMOMOIYT BbIOPaTb HYXHbIN KaHas MOMOLLM.

Ecnu koa oTHOCKNCS K 6aHKy, NOKYNKe, NepeBoay Win AOCTYNY K AeHbraM, HeMeANeHHO N03BOHUTE B BaHK
Nno HOMepPY C KapTbl MO0 OTKPOMTE ero oduLIManbHbIM YaT ¢ 6e30nacHOro yCTPONCTBaA.

Ecnn aT0 BXOA B CEPBUC, CAMOCTOATENbHO OTKPOWTE aKKayHT U CMIMCOK YCTPOWCTB. 3aBepLumnTe
HEeW3BECTHbIN CEaHC, NPOBEPbTE KOHTAKTbI, 4OCTYMHbIE CMOCO6bI BXOAA Y AOMOMHUTENbHYIO 3aLUMTY.

Ecnu noaTBepXaanock BOCCTaHOBNEHWE UMM CMEHa HOMEepa, 0bpaTUTeCh B OULLMANbHYIO MOAAEPXKY
cepsuca; Npy npobneme ¢ SIM - Takxe K onepaTtopy. CoxpaHuTe pabounin JOBEPEHHbIN CeaHC.

YTto panbue

CmeHuTe paCKprTbIlZ naponb, ecnunnepenasann ero BMecTe C KooM, U NpoBepbTe HEaBHNE OEeNCTBUSA.
[ns noyTel oTAENbHO NOCMOTPUTE NepeChINKK, Ond 6aHka - onepaunn 1 AoCTyn K NPUNOXEHMUIO.

3adukempyiTe Bpemsd, TEKCT COObLLEHMA 6e3 nybnmnkaLmMm CaMoro Kofda U CBeieHWA O pa3roBope. baHk 1nn
noanepXKa NOACKaXxyT, Kakne JoKa3aTenbCTBa nepenaTh Yepes npoBepeHHbIn KaHar.

Ecnu coobLLeHns yLunm BallMM KOHTaKTaM, npeaynpeauTe ux Apyrum cnocobom. OduumanbHas MOMOLLb He
TpebyeT nepeyncnnTb AeHbr AN OTMEHbI BXO4a UK NepeBoaa.

Yero He genaTtb

He nepenaBanTe cnefyowmmn KoL Ans «OT3biBa NPeablAyLLEero» U He NOATBEPXOanNTe CepuUn 3anpocos,
4YTOBbI OHWN MEpecTany MelwaTb. He ycTaHaBNMBanTe NPorpaMmy, NPeanoXeHHy cobeceHNMKOM nocne
nepenayv koaa.

He TpaTbTe BpeMsi Ha ypoK nepes obpalleHneM B 6aHK 1 He BepbTe 06eLLaHNI0 rapaHTUPOBaHHOTO
BO3BpaTa. He BbixoAnTe 13 MocneaHero ceaHca Ao NpoBEPKM BO3MOXHOCTH BOCCTaHOB/IEHMS.
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Baw BapuMaHT cuTyauum

TONbKO HEOXUOAHHbIN 3anpoc, noaTBepXaeHnd He 6b1n10

e  OTK/IOHUTE 3anpPOoC, CaMOCTOATENBHO MPOBEPLTE akKayHT U NPUUKMHY yBeaoMneHus. Camo nonydeHne SMS
He 03HayaeT, UTO YENOBEK Y>Xe BOLLEN; BCE PAaBHO HE COObLLanTe COAEPXMMOE.

QR unun push

e PaccmaTpuBanTe NOATBEPXKAEHMNE TaK Xe BHUMATENbHO, KaK KO: OHO MOXET AaTb BXO4 HOBOMY
YyCTPOWNCTBY. Ha3HaueHWe BbISCHANTE BHYTPW HACTOSLLENO CEPBUCA, 8 HE B OBbSACHEHWM OTMNPaBUTENS.

OduumnanbHasa noMoLlb

e BaHK Poccum: BONpOCh 6€30MaCHOCTM www.cbr.ru

e Telegram: BXO[ U CEaHCbI telegram.org

Bepcus 1.0. PegakumoHHas npoBepka 2026-10-26. YuTanTe 3Ty NnaMATKy Ha learn.ivan-it.net/memos/shared-code.

CBsi3aHHble YPOKM: 3allmTa BX0a U CeaHchl; ECnn yxxe cnyunnock; Mokynky, nnaTexu n 3apaboTok.

McTouHuKm: BaHk Poccmm: OTBEThI Ha BONPOCH! 06 nHhopMaLMOHHOM 6e3onacHocTu (Mposepka 2026-10-26); Telegram: FAQ: 3awmTa, ceaHchi
Y NoTepsaHHbIN TenedoH (nposepka 2026-10-26) ; Google: Kak 3almTu1Tb B3noMaHHbIN akkayHT Google (nposepka 2026-10-26).

BO3MOXHOCTV CEPBUCOB MEHSAIOTCS; Pe3yNbTaT BOCCTAHOBNEHWSA M BO3BPAT AEHEr He rapaHTUpytoTc. [Npun pucke AeHer HemeaneHHo
obpallanTech B CBOM 6aHK. YUEbHbI CanT He 3aMeHseT opuLMarbHYIO NOAAEPXKY.
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https://www.cbr.ru/faq/information_security/
https://telegram.org/faq
https://learn.ivan-it.net/memos/shared-code
https://learn.ivan-it.net/courses/basics/lessons/protect-sign-in
https://learn.ivan-it.net/courses/basics/lessons/if-something-happened
https://learn.ivan-it.net/courses/basics/lessons/purchases-payments-and-work
https://www.cbr.ru/faq/information_security/
https://telegram.org/faq
https://telegram.org/faq
https://support.google.com/accounts/answer/6294825?hl=ru
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