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NMPAKTUKA HA BYMATE - UWOPOBASA WWKOJA

Paéouuun nucrT:
be3onacHOCTb
6norepawu
cTpuMepa

MNponanTe 6e3onacHble 3adaHns. [1onb3ynTech
TO/MbKO BbIMbILIEHHbBIMW OAHHBIMK. [Taponu, Koabl,
PEKBU3NUTbI N NNYHBbIE UICTOPUM HE 3anucCbiBanTeE. YueBHas unniocTpaums

e Hay4yebHOM aKpaHe HanaeHbl BbIMbILLNEHHbIE CeKPEeTbI/NNYHbIE CBEAEHUS.
e [lepen adpnpoM Ha3BaH NMyTb MPOBEPKM CLLEHbI U 3BYKA.

e CKpbITWe CekpeTa OTNIMYEHO OT ero OT3bIBa.

UBaH lOpbeBuy

learn.ivan-it.net

Bepcua 1.0 - PepakumoHHas nposepka: 2026-10-27

MOXHO ynTaTh 6€3 NHTEPHETa, OTMEYaTb Ha 6yMare M BO3BpaLaTbCA K Hy>KHOl7I CUTyaumn.
KnunkabenbHble CCbINKU 1 afgpecaBenyTtT KMaTtepmnanamM un OCDMLI.Ma}'IbeIM NCTOYHMKaM.

Ha3BaHwue npoekTa paboyee. MaTepunan aBTOPCKU, He roCcyAapCTBEeHHas NporpaMMa. He BBoAnTe HaCcTosLLIME Naponv 1 KOObl B
y4ebHble 3aaaHus.

learn.ivan-it.net - Bepcusa 1.0 117


https://learn.ivan-it.net/

Lincposasi wkona - MeaH KOpbesuy - [ins neyatu

3A0AHUE 1

NMpenadupHbLIK OCMOTP

-
MpenadupHbIN OCMOTP
Ha BbIMbILLINEHHOM 3KpaHe  [115 Kaxaoro Ha3oBuTe, CocTaBbTe 4 nyHKTa
HanauTe Ko, NMMYHbIN 4TO Y6paTh A0 3dMpa U NPOBEPKM KapTUHKK/3BYKa/
OOKYMEHT V1 yBEJOMNEHME.  KaKOW UCTOUHMK nepexona/nay3sbl 6e3

OrPaHNYNTb. HacToALLEero 3anycka.
YyebHasa nnnioctpaumns

CMbicnoBasi cxema no MaTepwuany. Hencrteusin OorpaHnyeHna I'IO.ElpO6HO OnnCaHbl H/Xe.

-

YTOo NnoaroTtoBuUTb

MNpoBecTn coaepxaTernbHblN MPOCMOTP y4EOHOW CLEHbI A0 NybnnKaumu.

Ecnu 3apaHve npeanaraeT pearnbHyo HaCTPOWKY, MOXHO BMECTO HEE pa3obpaThb y4ebHbIn
npumMmep. He ctupanTe dpannbl 1 He 3aKpbiBanTe NOCNeaHUN CNocob BXoAa paau MpaKTUKw.

BbinonHuTe No waram

1. Ha BbIMbILLMIEHHOM 3KpaHe HananTe Ko, MUYHbIN AOKYMEHT 1 yBEAOMNEHME.

2. [nfA Kaxaoro Ha3oBUTe, YTO y6paTh A0 3dUpa U KaKon MCTOUYHUK OFPaHUUNTb.

3. CocTaBbTe 4 NyHKTa NPOBEPKM KAPTUHKW/3BYKa/nepexona/nay3bl 6€3 HacTosLero 3anycka.

Mos npoBsepka

 [1poBeEPSIOTCS BCE CLLEHBI, HE TOMBKO 06/10XKA.
e 3BYK W YBEOOMMEHWUS YUTEHBI.

e ECTb 6bICTPbIV 6E30MaCHbIN 3KPaH nay3bl.

Moé peweHune Ha BbiIMbIWNEHHbIX AaHHbIX

[oNHbIN YPOK 1 0BbACHEHNS
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3A0AHMUE 2

KoMy Kkakoe npaBo?

p
KoMy kakoe npaBo?
Ha MakeTe comnocTaBbTe: OTkaxuTech oT obLiero 3anuwmTe, 4To KpoMe
Moepaumnd vaTta, 3arpy3ka napossa, Bbl6epl/ITe KMto4Ya npoBepuTe nocrne
MaTepwrana, ynpasneHue OOCTYMHYIO OFPaHUYEHHYI0  YXO[a NMOMOLLHMKAE.
BnafernbLeMm. POSb ANA KOHKPETHOW

YyebHasa nnnoctpaums 3apasn.

CMbicnoBasi cxema no MaTtepwuany. Hencrteusin orpaHnyeHna I'IO.ElpOGHO OnnCaHbl HMXe.

N\

YTOo NnoaAroTtoBUTb

Pa3nenuTb Tpu cekpeTa/npasa 1 BbIbpaTb MUHUMarbHbINA AOCTYN A5 POSIN.

Ecnv 3apaHve npednaraeT peanbHy HACTPOWKY, MOXHO BMECTO Heé pa3obpaTb y4ebHbin
npumMmep. He ctupaiTe dhannbl 1 He 3aKpbiBanTe NOCneHUn crnocob BXxoAa paau NpakTUKw.

BbinonHuTe No waram

1. Ha MakeTe conocTaBbTe: MOAEPaLIMSA YaTa, 3arpy3ka MaTepuana, ynpaBneHue BnaaesbLEeM.

2. OTkaxuTech OT 0bLero napons; Bbibepute OOCTYNHY OrPaHNYEHHYIO POSb ANs KOHKPETHOM

3adaun.

3. 3anuwuTe, UTO KPOME K/Ttoua NPOBEPUTE MNOCNE YXOAa MOMOLLHMKA.

Mos npoBepka

e [laponb, KoY 1 ponb pasnnyaloTCcs.
e Ponb orpaHnyeHa 3agaden.

e BrucTe HeT OencCTBUTENbHbIX CEKpPETOB.

Moé peweHune Ha BbiIMbIWNEHHbIX AaHHbIX

[oNHbIN YPOK 1 0BbACHEHNS
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3A0AHME 3

OTBeT 6€3 gocTyna K KaHany

OTBeT 6€3 focTyna K KaHany

@ ® ®

HasosunTe 3 TpeboBaHMs, Hanuwmnte KopoTku YKaxuTe, Kakyto naMaTky

KOTOPblE HE BbINMOMHASTE U3 3anpocC OPULLMAaIbHOTO OTKPbITb, €CNN apX1B

y4ebHOoro nMcbma. KOHTaKTa 1 TEKCTOBbIX TOMNBKO CKaYaH, 1 Kakyto -
YyCNOoBUA. €CINN yXe 3anyLLUeH.

YyebHasa nnnoctpaums

CmbicnoBasi cxema no MaTepwuany. Hencrteusin OorpaHnyenna I'IO,ElpOﬁHO OnncCaHbl HUXe.
-

YTOo NnoaroTtoBuUTb
CocTtaBuTb 6€30MnacHbIN OTBET Ha HEMPOBEPEHHOE COTPYAHNYECTBO.

Ecnu 3apaHvie npeanaraeT pearnbHyo HaCTPOWKY, MOXHO BMECTO HEE pa3obpaThb y4ebHbIn
npumMmep. He ctupanTe dpannbl 1 He 3aKpbiBanTe NOCNeHUN CNocob BXoAa paau MPaKTUKw.

BbinonHuTe No waram

1. HasosuTe 3 TpeboBaHWA, KOTOPbIE HE BbIMNOMNHAETE N3 Y4EOHOro NMMCbMa.

2. HanuwuTte KopoTKMM 3anpoc oPuLLManbHOrO KOHTaKTa v TEKCTOBbBIX YCIIOBUN.

3. YKaxuTe, Kakyto MamMATKy OTKPbITb, ECMY apXMB TOMbKO CKayaH, 1 Kakyto - €CNn yXe 3aryLUeH.
Mos npoBepka

e HewnssecTHbIV pann He 3anyLUeH.

e [IMCbMO He JaéT NOMHOMOUMIM Ha aKKayHT.

e Tun Y>Xe BbINOJIHEHHOIO AencTBus YCTaHOB/EH.

Moé peweHne Ha BbiIMbIWNEHHbIX AaHHbIX

[oNHbIN YPOK 1 0BbACHEHNS
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3A0AHMUE 4

NMopsiaok nocne yue6HOU yTeuKku

- N
Mopsinok nocne y4ye6HON yTeuku

@ ® ®

Pacnonoxute oencTeus: OToenbHo 06bsACHMTE, UTO  COCTaBbTE OTUYET U3
6e3onacHas cueHa - ana Twitch Authorized BpemMeHu/Tuna/mep 6e3
onpenenuTb CEeKpeT —> Streamers NpoBepsIOT He 3HaveHua cekpeTa.
0OTO3BaTb/3aMEHUTbL — TOMbKO COHPOCOM KItoua.

MPOBEPUTL POSIN U 3aMKUCh.

YyebHasa nnnoctpaums

CMbicnoBasi cxema no MaTtepwuany. Hencrteusin orpaHnyeHna I'IOJ]p06H0 OnnCaHbl HMXe.

_ Y,
YTOo NnoaAroTtoBUTb

BbibpaTb NOpAOOK AENCTBUI MO BUAY YTEKLLEro CekpeTa.

Ecnv 3apaHve npednaraeT peanbHy HACTPOWKY, MOXHO BMECTO Heé pa3obpaTb y4ebHbin
npumMmep. He ctupaiTe dhannbl 1 He 3aKpbiBanTe NOCneHUn crnocob BXxoAa paau NpakTUKw.

BbinonHuTe No waram

1. PacnonoxuTe genctaund: 6e3onacHas cLueHa - onpenennTb CEKpeT - 0T03BaTb/3aMeHUTb —
NPOBEPUTL PONK M 3aMnChb.

2. OtoenbHO 0bbACHUTE, YTO Anga Twitch Authorized Streamers npoBepsAOT HE TOMbKO COPOCOM
Knoua.

3. CocTaBbTe OTUET U3 BpeMeHu/Tuna/mep 6e3 3HaueHus cekpeTa.
Mos npoBepka

e [loka3 npekpaLLéH NepBbIM.
e CKpbITWE HE CMYyTaHO C OT3bIBOM.
e Konuu 3anucu He 06bsiIBNEHbI UCYE3HYBLINMM.

e CekpeT He npoaybnmpoBaH B OTHETE.

Moé€ pelueHue Ha BbIMbILWIEHHbIX AaHHbIX

[loNHbIN YROK M 06bACHEHNA
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MCTOYHUKN N PEOAKUMNOHHBIE OFPAHUYEHNA

[MpoBepaUTe NO NepPBOUCTOUYHUKY

KaHarbl, BO3MOXHOCTW 1 Ha3BaHWS pa3aenoB MOryT U3MEHATLCH. MaTepuanbl MOMOratoT BbibpaTh
[IENCTBUE, HO HE rapaHTMPYIOT BOCCTAHOBIEHWE akKkayHTa, BO3BPaT AEHEr NN OTCYTCTBME PUCKa.
Mpw AeHEeXHOM NponCLIECTBUN ObpaLLanTech B 6aHK cpasy.

1. OBS Project. 3axBaT oTAENbHOIO OKHA
https://obsproject.com/kb/window-capture-sources

CopepxaHue nposepeHo - 2026-10-27 - Nybnukaumsa: 2022-01-11

Window Capture noka3blBaeT BbIGpaHHOE OKHO BMECTO BCErO AMCIIEs; NoAAePXKKa U Crocobbl 3axBaTa pasnuyatoTcs
no OC.

OrpaHuyerus: [lokyMeHTaumsa onybnvkosaHa 11.01.2022. Ypok OaéT CMbIC/ BbIbOpa MCTOYHMKE, 6€3 YyTBEPXOEHUS, UTO

BCe HOBble Avanoru/Bepcun NpoTeCTUPOBaHbI.

2. OBS Project. CueHbl M ICTOYHUKKN OBS
https:/obsproject.com/kb/sources-guide

CognepxaHve nposepeHo - 2026-10-27 - Mybnvkauums: 2022-01-11

CueHbl COBUPatOTCH U3 UCTOUYHMKOB, BKOYas ANCHNEN, OKHO, 3BYK 1 6pay3ep; MOPSA0K 1 BbIGpaHHbIE UCTOUYHWKM
onpenensioT BblJaBaeMoe N300paxkeHwe.

OrpaHuyeHnsa: He MHCTPYKLUMA MO BCEM MNarnHam 1 He obellaHne OTCyTCTBUA yTeuku. [epen HacToSALWMM 3DMPOM

NPOBEPSIOT GaKTUYECKNIA MPEANPOCMOTP.

3. Google / YouTube. HacTpoliku apmpa u c6poc kntoua
https:/support.google.com/youtube/answer/9854503?hl=en-See

CopepxaHue nposepeHo - 2026-10-27

Bnaneneu/mMeHenxep MOXeT COPOCUTb CKOMMPOMETUPOBAaHHbBIN KoY B Live Control Room 1 06HOBKTL €ro B
KOOMPOBLLMKE.

OrpaHuyeHus: MpoBepeHa CNpaBka, a He pearbHbI KaHar; Ponv U AOCTYNMHOCTb 3Gupa 3aBUCSHT OT YCIOBWIA

nnatdopMbl. B Kypce HET HaCTOSILLEro Krtova.

4. Twitch. Kniou TpaHcnaummn v paspeLéHHble BellaTenu
https://help.twitch.tv/s/article/twitch-stream-key-fag?language=en_US

CogaepxaHve nposepeHo - 2026-10-27

Kniou Henb3s nokasbiBaTb MW NnepedasaTh. Ero cbpoc n cnncok Authorized Streamers - pa3Hble npoBepku: cOpoC He
OTMEHSAET Pa3pEeLLEHHbIX BellaTeneun.

OrpaHuyeHus: BaxHoe orpaHnyeHne KoHKpeTHOro Twitch; He konnposaTb MexaHn3M B YouTube. ®akTnyeckun
KabMHeT/pernoH nonb3oBaTens He NPOBEePSCSA.
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5. BaHk Poccun. OnacHble ¢painbl noa BUAOM NONME3HbIX MaTepUanos
https://www.cbr.ru/information_security/pmp/typical_fraudulent schemes/27022026/

CopepxaHue npoBepeHo - 2026-10-27 - Nybnukaums: 2026-02-27
®ansbl MOTYT MaCKMPOBATbLCA MO MONE3HbIE KHUM MW NPOrpaMMbl U MICNOMb30BaTLCH AN KPaXu JaHHbIX U AeHeT.

OrpaHuyeHus: MpefynpexaeHue He JoKa3biBaeT 3apaxeHue OT OHOMO CKauMBaHUA/CChINKW. PUCK 3aBUCUT OT
topMaTa, 3anycka, ysI3B1UMOCTEN U BblAaHHbIX pa3peLLeHui.
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