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NMPAKTUKA HA BYMATE - UWOPOBASA WKOJA

Pabounun nucrT:
be3onacHOCTb
remMepa

MNponanTe 6e3onacHble 3adaHns. [1onb3ynTech
TO/MbKO BbIMbILIEHHbBIMW OAaHHBIMK. [Taponu, Koabl,
PEKBU3NTbI N NNYHbIE UICTOPUM HE 3anucbiBanTe.

YuebHasa nnnoctpaums

e ByuebHon nepenucke He nepefaHsbl Koa/npeameT/gocTyn.
e [IpaBuna NnpoBepeHbl B 0PULLMaNBHONW CripaBke.

e BhibpaH 6e30MacHbIv 0TKa3 M Ny Tb MOALEPXKMN.

UBaH lOpbeBuy

learn.ivan-it.net

Bepcus 1.0 - PegakumoHHasa nposepka: 2026-10-27

MOXHO unTaTb 6€3 MHTEepHeTa, OTMeYaTb Ha ByMare 1 BO3BPaLLaTbCA K HYXHOW CUTYaLMn.
KnvkabenbHble CChinku M agpeca BeayT K MaTepuranam 1 obuLmanbHbIM UCTOYHMKEM.

Ha3BaHune npoekTa paboyee. MaTepuan aBTOPCKMI, He rOCydapCTBEHHas NporpamMMa. He BBOAWTE HaCTOALLME Naponu U KOAb! B
y4ebHble 3adaHus.
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3A0AHUE 1

KapTa pocTtyna urpoka

KapTa goctyna urpoka

@ ® ®

Ha 6ymare 0603HaubTe MopnuwnTe HanpasneHns  BblbepuTe, UTO NPOBEPUTL

BbIMbILUIEHHbIE Y3/Tbl BOCCTaHOB/EHWNS/BTOPOro [0 CMeHbl TenedoHa, He

“Mouta A’ “Urpa b’ dakTopa. OTK/IOYaA 3aUnNTY U He

“TenedoH B”. 3anucblBasd HacTosALmMe
YyebHasa unnoctpaums koAl

CMbICcoBas cxema rno Matepuany. [encTtBua n orpaHnyenna I'IO}:lpO6HO OnnCaHbl HMXe.

YTOo NnoaroTtoBUTb

MoCcTponTb y4ebHYIO CXeMy LOCTYMNa 6€3 HAaCTOALLMX CEKPETOB.

Ecnv 3apaHve npednaraeT peanbHy HACTPOWKY, MOXHO BMECTO Heé pa3obpaThb y4ebHbi
npumMmep. He ctupainTe dhannbl 1 He 3aKpbiBanTe NOCneHUn cnocob BxoAa paau NpakTUKw.
BbinonHuTe No waram

1. Ha 6bymare o603HaubTe BbiMbILWAEHHbIE Y371bl “[ToyTa A’ “Urpa b, “TenedoH B”.

2. MNoanvwnTe HanpaBneHns BOCCTaHOBNEHWA/BTOPOro dakTopa.

3. BblbepuTe, 4TO NPOBEPUTL A0 CMEHbI TeNedOoHa, He OTK/Yas 3aWwnTy 1 HE 3anncbiBas
HaCToSALME KOAbI.

Mos npoBsepka

e [loyTa paccMmaTpuBaeTcd OTAENbHO.
e ECTbpe3eps 6e3 OCHOBHOIMO yCTPOMCTBA.

° CereTbI nnocrnegHAaa ceCCna CoOXpaHeHbl.

Moé peweHune Ha BbiIMbIWNEHHbIX AaHHbIX

[lonHbIN YROK 1 06bACHEHNA
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3A0AHMUE 2
TypHUp nnn yyxxou Bxon?

TypHUp unu uyxxon exon?

@ ® ®

Pa3bepuTe BbIMbILLNEHHOE  YKaxuTe, Kakoe NpaBo BbibepuTe oTkas, nposepky
‘rporonocynyepes BXOAN  MNepefaéTt aBTopu3auma, U1 opraHmsaTopau
nosy4v noaapok’. noYemy 370 He MPOCTO oduLManbHYIO NOAAEPXKY
ronoc. BMECTO “COoTpyOHMKa” B
YyebHasa unnoctpaums Hare.

CMbICcoBas cxema rno MaTtepuany. [encTtBua n orpaHnyenna I'IO}:lpO6HO OnnCaHbl H/Xe.

YTOo NnoaroTtoBUTb

OTNMYnTL 0BbIYHOE npennoXeHmne OT NonblTKMN BbIBECTU OEencTBuS U3 npoBEpPEHHOI 0 NpoLLecca.

Ecnv 3apaHve npednaraeT peanbHy HACTPOWKY, MOXHO BMECTO Heé pa3obpaTb y4ebHbi
npumMmep. He ctupainTe dhannbl 1 He 3aKpbiBanTe NOcCneHnn crnocob BXxoAa paau NpakTUKw.
BbinonHuTe No waram

1. Pa3bepuTe BbIMbILLIIEHHOE “MPOronocym Yepes BXo 1 nonyymn nogapok™

2. YKaxuTe, Kakoe npaBo nepefaéT aBTopu3aLms, 1 noYemMy 3TO He MPOCTO ronoc.

3. BblbepuTe 0TKas, NpoBepKy opraHmn3aTopa 1 obuLmanbHyo NoAAEPXKKY BMECTO “COTpyaHMKa”
Byare.

Mos npoBsepka

e BHelwHW BXoA He NOATBEPXAEH aBTOMaTUYECKMN.
e [lpeameTbl He NepenatoTca ANd NPOBEPKU.

e Bo3sBpaT He obelLlaH.

Moé peweHune Ha BbiIMbIWNEHHbIX AaHHbIX

[lonHbIN YROK 1 06bACHEHKA
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3AO0AHME 3
CkayaHo unv 3anyweHo?

CkayvaHo nnu 3anyuieHo?

@ ® ®

Kaptouka A: pann nexutse  [nd A Bbibepute He 3anuwmnTe cBeaeHus,
3arpyskax, ero He 3anyckatb; and b - KOTOpPblE MOMe3Hbl
e oTKkpbiBanu. Kaptouka b: OCTaHOBUTb AENCTBUS C CneumnanmncTy: UCTOUHWK,
== Lanv npaBa v BUAEH YyXOM  CeKpeTammn 1 0bpaTUTbLCH BpeMs, 4To 3anyckanwu/
Kypcop. 3a MOMOLLBIO C pa3peLwunu; 6e3
YuebHas nnntocTpaums 6e30MacHOro KaHana. HaCTOALWMX Naponew.

CMbICoBas cxema rno Martepuany. [encTteua n orpaHuyeHnsa I'IO}JpO6HO OnnCaHbl HMXe.

YTo noaroTtoBuUTb

OTkazaTbCs OT 3anycka, ecnu WCTOYHUK/HA3HaYeHne He noaTBep>XAeHbl.

Ecnv 3apaHve npednaraeT peanbHy HACTPOWKY, MOXHO BMECTO Heé pa3obpaThb y4ebHbi
npumMep. He ctupanTe dansbl 1 He 3aKpbiBanTe NocnefH1n cnocob Bxo4a paan NpakTuku.

BbinonHuTe No waram

1. KapTouka A: pann nexuT B 3arpy3Kkax, ero He otkpoisanu. Kaptouka b: nann npasa v BuaeH
YY>XXOW KypCop.

2. Ong A Bbl6€pVITe HE 3anyCkaTb, Ond b - ocTaHOBWTb AENCTBUS C cekpeTamMn n O6paTMTbCF| 3a

NMOMOLLIbIO C 6e30nacHOro kaHana.

3. 3anuwuTe cBeaeHWs], KOTOPbIE MONE3HbI CNELMANUCTY: MCTOYHWK, BPEMS, YTO 3anyckanu/
paspeLnnu; 6e3 HaCTOALWMX Naponen.

Mos npoBepka

o CkaumBaHWe 1 3aryCcK pasnnyatoTcs.
e HeT NOBTOPHOrO UCNONHEHWS AN MPOBEPKM.

e BaXxHble aKKayHTbl HE OTKPbIBatOTCA Ha NOOO3PUTENTbHOM YCTpOVICTBe.

Moé peweHune Ha BbiIMbIWMNEHHbIX AaHHbIX

[loNHbIN YPOK 1 0BbACHEHNSA
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3A0AHMUE &4

®Ppa3a 6e3onacHoro Bbixoaa

®pa3a 6e3onacHoro Bbixoaa

@ ® ®

Boibepute “AHe nepepato HasosuTe JOCTYMHOIO [ns yyebHoro crnoHcopa
NUYHblE CBEIEHNS; BbIXOXY  [LOBEPEHHOro B3pocnoro/  chopMynmpymnTe 2 Bonpoca
13 pasrosopau oduLManbHbIN Ny T 6e3 M OTKa3 OT apxuea C
0ob6pallaloCh 3a MOMOLLbIO".  HaCTOALLEro UMEHN U NporpaMMon.

YyebHasa unnoctpaums TenedoHa.

CMbICcoBas cxema rno MaTtepuany. [encTtBua n orpaHnyenna I'IO}:lpO6HO OnnCaHbl H/Xe.

YTOo NnoaroTtoBUTb

MNpeKkpaTUTb AaBNEHNE N COXPaHNTL 6e30nacHbIV MyTb OBpPaLLEHUS.
Ecnv 3apaHve npednaraeT peanbHy HACTPOWKY, MOXHO BMECTO Heé pa3obpaTb y4ebHbi
npumMmep. He ctupainTe dhannbl 1 He 3aKpbiBanTe NOcCneHnn crnocob BXxoAa paau NpakTUKw.

BbinonHuTe No waram

1. BoibepuTte “Ad He nepenato nMyHble CBEAEHUS; BbIXOXY U3 pa3roBopa 1 obpallatoch 3a
MOMOLLbIO"

2. Ha3zoBuTe OCTYMHOrO OBEPEHHOI0 B3POCNOoro/oduumanbHbii NyTe 6€3 HaCTOALLEro UMeHU
n TenedoHa.

3. [Ans y4ebHoro cnoHcopa chopMynnpymnTe 2 BONpOca 1 0TKa3 OT apxmBa C NPOrpamMMon.
Mos npoBepka

e [lomMoLlb He TpebyeT CThiAa M onnaThl.

e HeT HOBbIX CEKPETOB/NMNYHbIX MaTEPUaroB.

e bBroknpoBka He 0bbsBeHa rapaHTHen NpekpaLleHns BCeX yrpos.

Moé peweHune Ha BbiIMbIWMEHHbIX AaHHbIX

[loNHbIN YPOK 1 0BbACHEHNSA
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MCTOYHUKN N PEOAKUMNOHHBIE OFPAHUYEHNUA

[MpoBepaUTe NO NepPBOUCTOUYHUKY

KaHarbl, BO3MOXHOCTW 1 Ha3BaHWS pa3aenoB MOryT U3MEHATLCH. MaTepuanbl MOMOratoT BblbpaTh
[IENCTBUE, HO HE rapaHTUPYIOT BOCCTAHOBIEHWE akKkayHTa, BO3BPaT AEHEr NN OTCYTCTBME pPUCKa.
Mpw AeHEXHOM NpPoUCLIECTBUN ObpaLLanTech B 6aHK cpasy.

1. Valve | Steam. Steam Guard
https://help.steampowered.com/en/fags/view/06B0-26E6-2CF8-254C

CopepxaHue nposepeHo - 2026-10-27

Steam Guard nobaBnseT NpoBepKy BXOAA; BOCCTaHOBUTENbHAA NOYTa Takxke HyxAaeTcs B 3alumTte. CekpeTbl 1 dawnbl
aBTOPM3aLIMK He NepedaloT cobeceHUKaM.

OrpaHunyeHns: He 3aMeHAET 3aLmnTy NoYThl/yCTPOMCTBAE; MOBUIIbHbI M MOYTOBBIN CMOCOBbI pa3nuyaloTcs. YyebHas
npaKkTuKa He TpebyeT BXOAa UM U3MEHEHWSA HaCTPOEeK.

2. Valve / Steam. NoaaenbHble xanobbl 1 o6MaH Npu o6MeHax
https://help.steampowered.com/en/fags/view/70E6-991B-233B-A378

CognepxaHve nposepeHo - 2026-10-27
Steam onucbIBaET yrpo3bl NTOXHOW Xanobom, noaaenbHbIX COTPYAHNKOB 1 06MaH Npy O6MeHax.

OrpaHunyerns: OpuumanbHOe ornmcaHme CXeMm, a He CTaTUCTUKa YacTOThl U He rapaHTWA BO3BpaTa NpeaMeTos. He
NepeHoCUTCA Kak TOYHOE MEHIO Epic nnv opyrov urpbl.

3. Valve / Steam. Nonb3oBaTenbckoe cornaweHue Steam

https://store.steampowered.com/subscriber_agreement/

CogaepxaHve nposepeHo - 2026-10-27

CepBI/IC He npeaHa3HavyeH and noanmcymkoB Mnagle 13 ner; aKKayHT TINYHBIN, naporsb He nepenatoT, ﬂeMCTBYI-OT
YCNOBUA KOHKPETHBIX UP.

OrpaHuyeHusa: [JononHUTENbHbIE BO3PAaCTHbIE/PervoHarnbHble YCoBUA BO3MOXHbI. YUEOHbIN KypcC He TpebyeT

CO3[aBaTb akKayHT WY MoKynaTb Urpy.

4. BaHk Poccuu. OnacHble dainbl oA BUAOM NONe3HbIX MaTepuanos

https:/www.cbr.ru/information security/pmp/typical fraudulent schemes/27022026/

CopepxaHue nposepeHo - 2026-10-27 - Nybnukaums: 2026-02-27
®ansbl MOTYT MaCKMPOBATLCA NOL MONE3HbIE KHUMM MV NPOrpaMMbl M MCMOMb30BaTLCH ANA KPaXu OaHHbIX 1 AeHeT.

OrpaHuyerus: MNpenynpexneHne He [oKa3biBaeT 3apaxeHue OT OOHOr0 CKauymMBaHWA/CCbINKU. PUCK 3aBUCUT OT
dopmaTa, 3anycka, ya3BMMOCTEN 1 BbILAHHbBIX Pa3peLLeHnn.
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5. Google. Google Play 3awuTa
https:/support.google.com/android/answer/2812853?hl=ru

CopepxaHue nposepeHo - 2026-10-27

Play 3alumTa npoBepAeT NPUNOXeHUs 1 MOXET NpeaynpexaaTts 06 onacHbix; Google He pekoMeHayeT Bbik/movaTb 3Ty
3aLWmTy.

OrpaHuyerus: He rapaHTust obHapyxeHust Bcex yrpo3. Onncara nnatdopma c Google Play; ycTponcTea 6€3 cepBncoB
Google nmetoT opyron Habop CpeacTs.
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